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In [1], the authors present a public key system based on an integer knap-
sack problem. Following the notation of [1], let D = {0,...w}. The message
block (mi,...,my,), where m; € D, is encrypted to C = Y ;| m;s;, where
(S1,...,8n) forms the public key. The method for choosing s; to allow a
form of trapdoor decryption is given in [1]. We show below that this method

produces an insecure cryptosystem.
Lemma 1 There is a unique m; € D such that C' = m}s; mod g;.

Proof: Clearly a solution exists since, noting g; | s; for ¢ # 7,

n
C = Zmisi = m;s; mod g;.
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For any = € D,
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If mis; = C mod g;, then mR;N; = m;R;N; mod g;. Since both sides of

. . .
this equation are less than g;, we have m} = m;. O

By using this lemma, we show that is possible to decrypt using only the
public key (s1,...5,). Let G; = ged{s;}iz;, so ¢; divides G;. Consider the
congruence C = zs; mod G;. Clearly £ = m; is a solution. We show that
this is, in fact, the only solution in D. If C' = m/s; mod G; for m; € D, then

'

m;s; = m;s; mod ¢;. By the lemma, m} and m; differ by a multiple of g;.



But ¢; > w, so m; = m;. To find m;, it therefore suffices to find the unique
solution z € D to the congruence C' = zs; mod G;. This is trivally solved
using the extended Euclidean algorithm.

This cryptanalysis is related to that presented in Section IV C of [1]. The
exhaustive search in Steps 2-4 of their attack merely finds solutions to linear
congruences, which can be solved directly.

We finally note that this system is insecure even as a private key ci-
pher, since (s1,...,s,) can be easily deduced from a small number of known

plaintext—ciphertext pairs.
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