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Abstract—A theoretical framework for the use of multiple Il. A SMALL EXAMPLE
linear approximations in the linear cryptanalysis of block ciphers
is given. The covariance of two mask counts is derived, and it \We begin by discussing a small example in order to illustrate
is shown that under appropriate conditions the mask counts in simply some of the issues discussed in Section |. Suppose we

linear cryptanalysis are stochastically independent, whether or phave two linearly independent data masig% and a{o (so

not the masks are linearly independent. Some consequences ofaOl £ a0). For a given key, we can then define four random

these observations are also considered. ) () /.
varlablestl’ (j,1=0,1) by:

Index Terms—block cipher, linear cryptanalysis, multiple ap-
proximations, symmetric cryptology. T
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The technique of linear cryptanalysis [6] of block ciphers i$he probabilities for these random variables are given by
based on “linear approximations”. For plaintgxt ciphertext ,
c and keyk (considered as binary vectors), a linear approxi- P (W](? = 1) = i (1+dj;),
mation in its most basic form is an expression of the form
for somed;; where}_, d;; = 0. Thusdy; is a measure of the
T( P\ _ (T i - difference from uniform probability for the “data clas§f, 1).
a ( c ) = (a)"k with probability p, If we let W(*) denote the random variable given by the vector

of all four W', then it is clear thaW (®) has a multinomial
where a is the data (plaintext-ciphertext) mask aad is distribution given by

the key mask. If the probabilityy % then the linear
approximation can be used to give an estimate of one bit of WO ~ Mult (1,1(1+4d)),
key information.
It is obviously natural to consider using more than ongherel = (1,1,1,1)T and d = (d007401vd10’d11)_T 91
such linear approximation [3], [4], [10], though there areuppose now that we havg plaintext-ciphertext pairs, then

of course many other methods of generalising linear crypi€ can define

analysis [7], [5], [2], [11]. In particular, it has been noted N 4
for some time that using a larger (linearly) dependent set W = ZW(") ~ Mult (N,27%(1+4d)),
of masks can give a more powerful analysis than just using i=1

the smaller linearly independent basis of these masks [4]. W is a random variable giving the counts for each data
Such an analysis for the DES [8] was reported at CRYP Sass (4, 1) gving

2004 [1]. We give a theoretical framework for this observation We can now consider the linear approximations defined by

and use this framework to give theoretical results about linear . . "
) . . the masksy; anda;y. We can define the two “mask” random
cryptanalysis. In particular, we show that the covariance 0

i th oA Ci ir by
two mask counts is proportional to the bias of the sum (\)/f':lrlables for the™ plaintext-ciphertext pair by:

the two masks, so that counts for linearly dependent masks 0 @ ) 1 o (P 0
can be considered as stochastically independent in some fairﬁ//m =Wy + Wop = 0 if ag, ¢, ) 1
general circumstances likely to exist in cryptanalysis. This 0 @) ) 1 Y 0
allows us to demonstrate that linear independence of mask¥i0 = Woo + Wig = 0 if ajg ¢ ) 1

and the stochastic independence of mask counts are entirely

unrelated concepts, in contradiction to a seemingly widely hefthys V() is 1 if mask a,, takes the valued for the it"

belief. Furthermore, we discuss some statistical issues relaggfintext-ciphertext pair and so on. Probabilities for these
to estimating the key in linear cryptanalysis and show that thgndom variables are given by

theoretical analysis given in [1] is incorrect.
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If we defineej; = $(doo + dji) ((4,1) # (0,0)), then these which has a Bin(1, (1 + e11)) distribution. Thus the ex-

random variables are binomial random variables [9], withected value Ofvgil) is %(1 + e11), whilst the variance is

distributions given by 1 _ 12, Furthermore, the covariance af\) and V(! is
VI ~Bin(1,1(1+ en)) ielo, Whilst the.covariance ov_g? and V{) is(éem. Th(g)s
and ngo) ~ Bin (1’ %(1 +610))- if eio is small, it may be possible to regaM;; and Vg

as “almost” (pairwise) stochastically independent. Similarly
Thus ¢;, is a measure of the difference from the uniform ¢, is small, it may be possible to regamﬁ) and Vglo)
probability of the linear approximation defined by mask, as “aimost” stochastically independent. However, the linear
and is twice thebias [6] of the linear approximation, termed (algebraic) dependence of the three masks means that the three
the imbalancein [1]. , ) random variablesv), V{2 and V{? cannot be mutually
(7) (1) 1 . .
_ The expected values o, and Vi, are (14 f012) and - independent. Knowledge of two of the three random variables
?(1 +161o) respectively, whilst the variances afe- ;ef, and geterminesw () and so determines the third. To illustrate this
1 — 1¢1o respectively. If second order terms are negligiblgyoint, we give an example that we return to in Section VI. For
then the covariance of these two random variables is given §nplicity and without loss of generality suppose that all the
() ~r(9) (1)< () (i) (i) imbalances:;; = 0, so in this case the three random variables
Cov (Vo ?Vlo) R E\Vor Vlo) N E (V(’l) E _(V1°> v, v and v are pairwise independent. However, it is
(V((fl) =Vig=1)-P (V((fl) = 1) Po (ngg = 1) clear thatv{}, Vﬁ) and V1) cannot all simultaneously b

T —

= i(l-‘rdoo) - (%-f— i(do()-f—d(n))(l +i(d00+d10)) SO
= "o ) = o ) = e o = P(Vi =V~ Vi~
Thus the covariance o¥{) and V{}) is zero if and only + PV = o) P (Vg’o) — 0) P (V%) — o) =1

if e;7 = 0. We note that for this joint distribution of
two random variables, zero covariance implies (pairwise) We now consider the mask count for the mask over N
stochastic independence. Thus the “proximity” to stochastdaintext-ciphertext pairs. This is given by the random variable
independence depends only on the size of the imbalapce V11, where

of the linear approximation. The fact that the mask values

_ N (1) i 1
arose from linearly independent masks is clearly not relevant Vi =i Vin ~ Bin(N, 5 (1 + 1))

to the independence of the mask values. . Again we can use central limit theorem ideas to show that,
Suppose now that we havé plaintext-ciphertext pairs. We for Jarge N and second order terms negligible, so the joint
can then define the random variabMsg; and Vo by distribution of
Vo = X, fof ~ Bin(N, 5(1 + eo1)) 9 Vo1 — %(1 +€o1)
Vip = Ziv:l V%) ~ Bin(N, (1 + e10)), VN Vio = 5 (14 en)

Vii— 3 (1+en)
so Vg1 and Vo are the mask counts foag; and aig

respectively. We can use central limit theorem ideas with 9iven by the multivariate normal distribution

the above covariance result to show that, for lafgeand 0 1 ey e
negligible second order terms, the joint distribution 6§, N 0 |:( e 1 em
and 'V, is a bivariate normal distribution [9]. Thus 0 e10 eor 1
2 ( Vo1 — (1 +eo1) > Again it can be seen that if the;; are small, then all three
VN \ Vio— 5 (1+em) counts can be regarded as approximately mutually stochas-

tically independent. However, we have seen that stochastic

independence does not hold for counts for a single plaintext-
N (< 0 )( L en )> ciphertext pair, so such stochastic independence is funda-

0/ \en 1 mentally a large sample property. This example shows that

For normal random variables, zero covariance (diagonal cfPilst the three masksf;, aio, a1 = ao1 +aio) are linearly

variance matrix) implies stochastic independence. Thug,if (8lgebraically) dependent, the corresponding mask counts can

is small, then it may be possible to regard the mask cour€ (@symptotically) stochastically independent.

Vo1 and 'V, as “approximately” stochastically independent.

Conversely, ife;; are large, then the mask counts are not Il1. | NDEPENDENCE OFMASK COUNTS

stochastically mdepende_nt. : We generalise and abstract the above example and consider
|Sur|)p0r?e ?]OW we dkeflne a th||rd m?a_kld: aoé 210 ) masks spanning ahdimensional subspace in this section,
dC?.ary the tdree mas bsl are not linearly independent. We 63y, qer 1o discuss the stochastic independence of mask counts.
€liné a random variable This discussion of multiple linear approximations is given in
i i i 1 . Pi 0 terms of the underlying data classes, building on a theoretical
v =w) W§1):{0 |fa1T1( >:{

has the bivariate normal distribution

00 1 approach given in [7].

%



Suppose now that we have plaintext-ciphertext masks We defineT to be them x 2! matrix with rowst,_, so T is

al,...al, and suppose that these mask vectors span a spageartial Walsh-Hadamard transform matrix. For maskve

TTm

of dimension! < m. Without loss of generality, we may can define the random variable

suppose that the first masksaf,...a/ are linearly inde- @) , Pi

pendent, so any mask is a linear combination of the first V! =t WO = 1+aT< i )

[. Thus any mask can be defined in terms of the full-rank " Pi i

matrix A = (a; ...a;)" . For any masla, there exists a “mask = l4r,A ( c, ) = 14+ry X0,
selection” vector, of lengthl such that the mask” can be _

expressed agl A, so the firstl such vectors,, ,...,r,, are ThusV,(rQ is an individual mask count, which takes the value

the | standard basis vectors. We can definenarx [ matrix if the mask value defined by for the i*" plaintext-ciphertext
R to be the matrix with rows given byZ, so RT = (I|Q”) pair is 0 and vice-versa. We defin¥ (") to be the vector of
for some(m — [) x | matrix Q. Thus R is a mask selection lengthm with components arafﬁi), o)
matrix and the entire set of masks is then given by the rows _
of RA. V(i):1+RA< E% ) =1+ RX®,

Suppose that we have a plaintext-ciphertext paijr c;). All ’
mask values for this plaintext-ciphertext pair are determingtwe definee,, = 2~(=tI d, then the probability foNﬁQ
by the matrixA. Accordingly, we define the data clad® s given by )
for the it plaintext-ciphertext pair by

P(VEI=1) = PGIXO=0) =P (XU € H,,)
X — 4 ( Pi > ’ = tz; (2*1(1 + d))
Ci = 274l14+27 4T d=1(1+e,).

a vector of lengtti, so there are' data classes. We can defineThus e,, is the imbalance or twice the bias of the linear
2! random variableSW{’ (x € Z.) based on the data classapproximation ands = 2-(=1d is a vector of imbalances.

for the it plaintext-ciphertext pair by The distribution ofVﬁ? is thus given by
wo={§  Xogx Ve~ Bin (130 + er,)
* 0 ! x

so the expected value Mﬁ? is 1(1+ey, ), whilst the variance
Furthermore, suppose we express the probability that data clgss/ () s 1 1¢2 | If second order terms are negligible, then
x occurs by the covariance of two individual mask counts is given in the
@) . theorem below, with details of the proof given in Appendix I.
P (Wx - 1) =27 (1+dx), Theorem 1. The covariance of two individual mask counts

(1) (1) e 1 ;
where) " dx = 0, thendy gives the difference from uniform Vi, and Ve, is 16r,; @ Quarter of the imbalance (half

iy the bias) of the sum of the two masks.
of the probability of occurrence of data classWe now let . . )
(i) . . If we have N plaintext-ciphertext pairs, then for maskwe
W denote the random variable given by the vector of Ienggjan define a random variablé. b
2! of all suchW{’ andd denote the vector given by thi, ra DY

with 1 the vector with every entry. It is clear thatW (") has N (@) _ T . .
a multinomial distribution so Ve, => VI =tI W~ Bin (N, § (1+er,)),
i=1
W~ Mult (1,271 +4d)). which gives the count for mask(a # 0), with the covariance

S that hav§ plaintext-ciohertext pairs. th of two such random variables given l&yov (Vra,Vra,) =
Uppose Hiow fhat we havt plaintexi-cipheriext pairs, then if second order terms are negligible. Again, we can

1 4 “Tata’
we can define use central limit ideas to derive the asymptotic distribution for

N 4 large N. If we let T' denote them x 2! matrix given by the

W=> Wt~ Mult (N,27(1+4)), m rowstl , thenV = TW = 3=, V() is them-dimensional

i=1 random variable with entrie¥,_ giving the joint counts for

so W is a random variable giving the counts for each dathem masks. If we letA denote then x m matrix with zero

classx. diagonal and(a, a’)-entry @ # a’) given bye,_, ,, then the

Having considered the distribution for the underlying dat@symptotic distribution oV is anm-dimensional multivariate
classes, we now turn to the distribution for the masks. Aryermal distribution given by

maska defines a hyperplan#,, = {u € /iy \_raTu =0}, that 2 (V-Y1+e)~ N (@0;1+4).

is a plane of dimensioh-1 in Z,. We can define the vecteoy_ VN

of length2! to be the indicator vector for the hyperplaf, . A common situation in linear cryptanalysis is that the
Thus half the entries of,., are1 and half0, sot” 1 = 2/-! imbalances:,, are very small, so we may disregard the matrix
and we have B A as being negligible when compared within this situation,

the joint distribution of the mask coun® is given by
tz;tl‘a/ = ’Hl‘a era'

B 9l—1 tra = tra/ ) N
- 21—2 tra#tra/ . W(V—7(1+e))w N (O,I)



The obvious striking feature of this distribution is that the=! (1 + d). This is of course equivalent to testing whether
covariance matrix of the mask coun® is proportional 3 _ g+ The ¥2 goodness-of-fit test for multinomial distri-

to the identity matrix. Thus the components ¥, namely 1, ,ions is the well-known and standard technique. This test

the individual mask counts, are independent. This result d@pends on the maximum likelihood estimatedofwhich is
summarised in the following theorem. given by

Theorem 2. Consider a collection ofn linear approxi-
mation masks that form a subspace of dimendioif all
(2! — 1) imbalances are small and the number of plaintextrhe standard derivation of distribution of this test statistic
ciphertext pairs is large, then the different mask counts are depends on the distribution of the random variadle- d.
(approximately) stochastically independent. However, the mask count distributions also depend simply on

We have also demonstrated that the only factors in determthis random variable, so we can use the standard derivation
ing the stochastic independence of mask counts are the numtifethe y? goodness-of-fit test to derive the mask count distri-
of plaintext-ciphertext pairs and the size of the imbalancdsutions. The mask counts are given by the random variable
Thus we have the following corollary. V = TW. A vector v of mask counts is a realisation of

Corollary 1. The stochastic independence of mask countsis random variabléV and can be expressed &as= Tw,
and the linear (algebraic) independence of the masks amhere w is a realisation of counts for the underlying data

d=(N2")"w-1.

entirely unrelated concepts. classes. We recall that = 2-(~17Td is a vector of mask
imbalances, s@e a vector of mask biases. The estimate of
IV. GOODNESSOF-FIT TECHNIQUES e is then given bye = Zv — 1 (see Appendix Il), so the

We now consider how the methodology of the well-knowaomponents o€ are proportional to the difference of the mask
x? goodness-of-fit test for the multinomial distribution can beountsv from the uniform valuegl. The random variable
applied within this cryptographic framework, and our discug — ¢ is given by 2*(“1>T(H —d) and is a measure of
sion closely follows the standard justification for this test [9the difference of the imbalance under consideragicand the
This enables us firstly to give a more formal derivation afstimated imbalance. The full derivation of the distribution
the above distributional result and secondly to consider somthis random variablé — ¢ is given in Appendix II. We now
consequences for linear cryptanalysis. Some related discussies these results to discuss how to test whethere* in the
of the use of the? distribution in linear cryptanalysis has alsacase
been given in [10]. The hypothesis thad = d* implies thaté = e*. For small

We begin this discussion by more clearly stating the assummbalances, the random variabde— € is given under this
tions underlying linear cryptanalysis. Each key has its owtypothesis by
associated vectod of differences from uniform probability L=l
and hence its own associated random varia¥¥e of data WU* 38) (@ —&)~ Yy,

class counts. However, in linear cryptanalysis (under certaifhere,, ~ N (0, I) is anm-vector of independent standard
assumptions) many keys have (approximately) the same agrmal (V(0,1)) random variables and is the off-diagonal

sociated vectod (and henceéW). Thus we can partition the imbalance covariance matrix of Section Ill. Thus the associ-
key space into key classes such that for all kkyé key ated quadratic form

classz have the same associated vector of differentesd . o
the same associated random varia@eof data class counts. Q=N(Ee—-¢) (I+A) (e—e)

We therefore have a number of possible different multinomigl ¢ ax? distribution with m degrees of freedom. Under an

distributions, one for each key class. We can use statistic@larnative hypothesis that+ e*, the distribution of
goodness-of-fit techniques to find which of these possible

distributions is the best fit to the observed data of mask counts. VN (I + A)’l (e—eé)

The best candidate for the true key class, that is the k%y

L . 15’ given by the normal distribution
class containing the true key, is the key class correspondlngg y

to this distribution. Linear cryptanalysis is a technique for 1 -1 . .

estimating the true key class by estimating which of the N (‘/N (I+2A> (e e)?I)’

possible multinomial distributions gives the best fit to the data.

As we use standard statistical techniques to estimate the twféch gives the distribution o& — é. Furthermore, the asso-

key class, we use standard statistical notation. Biugenotes ciated quadratic forn@ has a non-centrat> distribution [9]

the true key classz denotes the best (maximum likelihood)ith m degrees of freedom and non-centrality parameter

estimate of the key class and a generic key class under AT T

consideration. Similarlyd*, d andd respectively denote the N(e"—¢) (I+ 5A) (e"—¢).

corresponding true vector of differencds the best estimate Thus the hypothesis thét= e* can be tested by comparing

of d and a generic vectad under consideration. empirical values of the above quadratic foigh with a 2
Suppose now thaw is a vector of data class countsdistribution withm degrees of freedom. The power of such a

that is a realisation of the multinomial random variaBé. test is given bym (degrees of freedom) and the non-centrality

Suppose we wished to test whether the multinomial probparameter. Such a test and the related distributions are given

bilities 2! (1 + d*) are equal to some specified proportiondirectly by the theory of large sample likelihood ratio tests [9].



We noted in Section Il that in many cryptanalytic situationsapacity is proportional to the non-centrality parameter. The
the matrix A is negligible. In such situations, the distributiorcapacity gives a measure of the maximum difference between
of € — é is given by distributions for the true key class and any other class, or

JN @—é)~Y equiv_ale_ntly. capacity is a measure of the difference between
m the distributions for the true key class and the worse key class.
This distribution also directly gives the stochastic indepen- Some research [3], [4], [10] has considered finding the
dence of mask counts noted in Section Ill. Furthermorkey class by taking an appropriate linear combination of the
in such situations the quadratic for@ is given by @ = mask counts. In the language of this paper, this is equivalent
N|é—eé|* with the non-centrality parameter of the correto defining a unit (without loss of generality) vectar and
spondingy? distribution given byN |e* — é&|*. considering the random variable

We conclude this section with a remark about the number
N of plaintext-ciphertext pairs. We clearly require thétbe VNu” (@—¢é)~ N (\/NHT (e" —¢e); 1) :
large enough so that above distributional results are applicable, ) )

Thus we require each underlying data class to occur reasonabfy ran(2:iom variable can be analysed directly [3], [4] or the
often. However, the data classes are very roughly equiprobaﬁf tedx” random variable obtained by forming the obvious

(smalld,) and a comparison with the relatad goodness-of- quadratic form [10]. The two approaches are essentially equiv-
fit statistic would suggest tha¥ > 10 x 2! alent and we use the latter approach and consider the random
' variable

V. KEY CLASS ESTIMATES

We recall that we have partitioned the key space into key
classes, and the aim of the analysis is to estimate the true kdyjich has a non-centra}® distribution with 1 degree of
classz*, that is the key class containing the true key. We nofteedom and non-centrality parameWr[uT (e* — é)|2. Un-
discuss how to use the distributional information of Section Ider the hypothesis that # e*, we need to choosa to
to estimate the true key clags. Without loss of generality, maximise the this non-centrality parameter that is to maximise
we assume that the matriX is negligible. It is in any case au” (e* — ¢&). Clearly such au is a unit vector in the direction
simple matter to include it in the following discussion. e* — &, when the non-centrality parameter for this non-

For each key clasg, there is a correspondingf-vector centraly? distribution with 1 degree of freedom is given by
e of differences from uniform probability2("’) of the linear N |e* — é\z = pe, Wherep, is the non-centrality parameter
approximations for that key classes. With a slight abuse fafr the x2 distribution withm degrees of freedom discussed
notation, we letZ denote the set of all such key classes above. If there are more than two key classes, this non-
or equivalently the set of all corresponding vectersvhere centrality parameter can take many values depending,on
appropriate. The best (maximum likelihood) estimatdor but is maximised bymaxe ps. In the case discussed above
the true key class is the key class corresponding to the bestere thej! imbalance is given bytc;, the maximal non-
estimate of the vectoe within Z. The argument of the centrality parameter for thig? random variable is proportional
previous section demonstrates that, for snealthis is given to the capacity. The parameter given in [3], [4], [10] for the
by effectiveness of a collection of linear approximations is the

min N |6 —e|*. sum of squared biases. In this case, thisifs c2, which

) o é_EZ _ _ is four times the capacity and so proportional to the non-
This quadratic minimisation for the best estimate of the k&gntrality parameter.

class can also be derived directly from the likelihood function Capacity though does not always give the full picture.

for the mask counts under the assumption of the independe@;*pacity clearly cannot directly address the issue of “neigh-
of mask counts [1]. . ~ bouring” key classes to the true key class when there are
Previous research has given measures for the effectivengsse than two key classes. Furthermore, the sole use of
of a collection of linear approximations [3], [4], [10], [1]. capacity in determining the effectiveness of a collection of
These are usually related to what is termed @&pacity |inear approximations would suggest that there is never a
in [1] of a collection of linear approximations. Under certaig|e for linear approximations which have zero imbalance.
assumptions, the imbalance of the" mask can be given powever, the sampling distribution for the quadratic form has
as £c;, where the sign depends only on the key class. {5 parameters. The non-centrality parameter is related to the
this case,ej —¢é; = 0,%2c;. The capacity [1] of such capacity and the number of degrees of freedanis given
a collection of linear approximations is defined BY; ¢j. by the number of masks. This indicates that the number of
However, we have shown that the above quadratic form haggsks (even for the same capacity) may also be important
x? distribution withm deg2rees of freedom and non-centrality,tor. When we test whethér— e* usingm masks, we are
parametep, = N [e* — ¢[", so the capacity is given by in fact testing whethed lies in a particular coset (containing
_ m 1 d*) of a subspace of dimensida’ — 1) —m. Of course such
Capacity = Zcf = 1N hax pe. a test may be sufficient to discriminate between key classes.
j=1 However, it is clear that the more masks we use (even with
Thus the capacity is related to the largest non-centralingro imbalance), the more exact our tesidobecomes. Thus
parameter. In the case where there are only two key classes ftrea direct test of whether a particular distribution (from key

N@"@-¢) (u @-¢é)=Nu"@-¢),



classz) is the true distribution (from the true key class), using the form of the log-likelihood given above. In [1],
we should use alin = (2! — 1) masks. This gives a test thatthe log-likelihood is derived under the assumption of the
d = d* rather than whethed andd* have a similar property probabilistic independence of different masks counts, and a
(membership of a coset). We note that this observation dgestification for this assumption is given in Section 3.4 of [1].
not directly relate to finding the maximum likelihood estimat&his justification is the basis of the entire theoretical analysis
of the key class which is a comparative process and dagfamultiple linear approximations given by [1], yet, as we now
not directly involve the sampling distribution. However, thigliscuss, it is fallacious.
observation may have some relevance if we have to estimatdhe justification given in [1] concentrates on the mask
the probability that a key class is the true key class, faounts for an individual plaintext-ciphertext pair, and “shows”
example to establish some type of key ranking threshold. such mask counts are independent. Clearly, as the example
of Section Il shows, such a set of mask counts cannot be
VI. TRANSFORMMETHODS independent. The justification gives a version of the above
expression that gives the imbalances in terms of the Walsh-

The use of transforms which are defined as the expectan'g damard transform of the probability vector for the mask

e imbalances. However the Walsh-Hadamard inversion given

or Fhe characteristic function. For a binary vector “”“?doﬂﬂ [1]is not correct. It ignores both the maximal null imbalance
variable of lengthm, such as the mask count random variable and the restrictions given by the linear dependencies of

(3) -th . i . . 1) ‘
V¥ of the i plaintext-ciphertext pair, an appropriate suclye asks. Thus the probabilities given f&i?) are highly

transform would be given by erroneous. Firstly, a constadt’ is omitted, and, secondly,
N —g((—1)s"vV? positive probabilities are assigned to events that cannot occur.
v (s) =E((-1) ) et ; ) .
The sum given in the inverse transform is then approximated
for a vectors € Z7'. We show in Appendix Ill that the by a product (with the null imbalance re-included) to give in
values of this transform are essentially (up to the sign) tteur terminology

imbalances, as we have P (V(“ =) om . 9—1 H;_n:l L(14eg,(—1)")
T :
Uy (s) = (1) e(rrs), = 2L, P (V§-” = Uj) :

where for completeness we define the “null” imbalange \yhere f; is the j* standard basis vector. This expression

to bel and R is them x [ matrix used to define the maskjs incorrect as it assigns significant positive probability to
set given in Section Ill. For the components Wf;, to be

X , events with probability zero (see the example of Section II),
mutually stochastically independent, we would requirge) g4 this product form is just not correct. Furthermore, even

to factorise into its component transforms. This is clearly NYhen we have no dependent masks, so all events have positive
the case unless all non-null imbalances @rdowever, this 5 oapility, the expression is not correct. It is then stated that:
transform can also be expressed as “Apart from an irrelevant constant factor &', this is
sTv i exactly what we need: it implies that even with dependent

Py (s) = Z (=1*vP (V( '= v) ’ masksy, we can still multiply pF;obabiIities as we did topobtain
[an expression for the joint probability of mask counts oxer
so this transform corresponds to the Walsh-Hadamard traptaintext-ciphertext pairs]”. This assertion is simply incorrect.
form of the probability vector forv("). We can invert this Thus not only does this probability for an individual plaintext-
transform to obtain the probability vector faf("). The linear ciphertext not have the above product form, but the method
dependencies between the masks mean W&t € Im(R). given for combining probabilities is also invalid.

In Appendix IlI, it is shown that for such “valid'V("), the  The justification given in [1] for the stochastic independence

Q

VvEZLY

probability vectorP (V) = v) is given by of mask counts is fundamentally flawed for two reasons.
@) » &7 () , Firstly, stochastic independence for mask counts is essentially

P (V :V> =27" Y (1) (0(s")es') a large-sample (central limit) property (see Section IIl), so

s'€Z} any reasoning based on one plaintext-ciphertext pair, such

for v € Im(R), whereS is thel x m matrix (I|0) that gives as that of [1], ignores the fundamental issue. Secondly, the

the first! components of a vector arids’) = (_1)1T5/ Thus justification given in [1] asserts the independence of mask
5(s') = 1if s’ has even weight and(s') = —1 if 'S/ has counts for moderately large imbalances, but such mask counts

odd weight. For such vali (), the probability vector is the €@ be far from independent (see Section II).

Walsh-Hadamard transform of a vector of imbalances (up to

sign). Obviously for “invalid"V® we haveP (V) = v) = 0 VII. CONCLUSIONS

for v ¢ Im(R). We have given a theoretical analysis of linear cryptanalysis
Biryukov et alin their CRYPTO 2004 paper [1] give resultsbased on standard statistical theory. This has enabled us to

for experiments using multiple linear approximations for theandle multiple linear approximations in a systematic manner

analysis of the DES [8]. The experiments find the key classid so have a consistent method of finding the true key class



based on well-known statistical techniques. This theoretical APPENDIXII
approach has also led to new results about multiple linear 2 MULTINOMIAL GOODNESSOF-FIT STATISTIC
approximations and highlighted severe shortcomings in the

. . In Section IV, we consider how to test statistically whether
theoretical approach in other research.

a specific value: for the vector of mask imbalances is equal
to the true value for the vector of mask imbalarce that is
APPENDIX | . N A . o
COVARIANCE OF V) AND Vgi)/ Whgthere = e* by considering the pest (maxlmumz!lkellhood)
. i 2 al estimate for the vector of mask imbalances= v — 1
In this Appendix, we calculate the covariance of the tW@ye now show how to derive the distribution of the random
mask random variable¥{) and V{!, (a # a’) discussed in yariables — é by using the standarg? goodness-of-fit test
Section Ill. We use the same technique for this calculation g multinomial distributions to test whether a vector of data
we did for the covariance calculation as in Section II, but withjass probabilities is the true vector of data class probabilities,
sums of terms replacing individual terms. Thus we have  that is whetheid = d*. The derivation of the distribution of
Cov (V@,V@,) —E (VﬁL)Vy)) _E (fo)) E (fo),) this goodness-o_f-fit test statistic depends 011 t@? distribu_tion of
2’ e 2 Ta 2 a the random variablel — d, whered = (N27')  w —1is
_p (V](ri) — v 1) (VP =1) R, (Vri), _ 1) the best (ma_>§|mum I|I_<ellhoo.d) estimate of the vector of data
® * * = class probabilities. This distribution depends on two symmetric
=P (x € Hey N Hy, ) = P(x € He,) P (x € Hy, ), 2! x 2! matrices B and P which satisfy PBP = B [9].
wherex is the underlying data class. NoW, () H,,, is a The matrix B is the information matrix and is given for a
plane of codimensior?2 (dimension! — 2), so we let /! multinomial distribution by the diagonal matrix with diagonal
(j,l = 0,1) denote the four cosets of this plane. Thus wentries(2~/(1 +d;))_1. As B is a diagonal matrix, we define
have H = H,, ( H,, and H"' = H,, (1 H{, and so on. the matrix 32 to be the diagonal matrix with diagonal entries
We can expres®(x € H,) in this notation by (2—1(1 + d;))_%, SoB — B*.B%. The matrixP arises from
P(xe€H,,)= erHra 2711 + dy) the restriction thad | dx = 0 and is given by
— % + 2_l erHoo dx + 2_l ZXEHOI dX7

with P(x € H,/) being given by
P(x€Hy,) =Y cn 27'(1+dy)

P=(27'1+d)) (27 (1+d7)" .

We now discuss how to use thé goodness of fit test for a
multinomial distribution to analyse the distributions that arise

=5+ Q_fzeroo o + 271 30 ¢ o A from a linear cryptanalysis with multiple masks. Under the
If second order terms are negligible, then the product of theldgpothesis thatl = d*, the random variablel — d is given
probabilities,P(x € H,_,)P(x € H,,), is given by by ( )
VN27l(d—d) = (Bt~ P)B*Yqy
1 —1 —(l+1 —(+1
1+2 de+2(+)2dx+2(+)2dx. . .
x€H0 xEHO! x€H10 whereY, ~ N(0,1) is a vector of2! independent standard

However, P(x € H,, () H;,,) is given by normal (V(0,1)) random variables [9]. This distributional

1 form is used to give they? goodness-of-fit statistic for a
P(xeH") = 3 27/(1+dy) = it 27 > dy, multinomial distribution, namely the quadratic form
erOO erOO

~ NT .
so the covariance is given by N27* (d - d) B (d - d)
; i or as it is more commonly expressed
Cou (V) V(D)) = —a~(+D ( DS ) . Y
XEHOl  xcH1O Z ( Observed— Expected)2
Now H°! and H'0 are disjoint cosets, so this sum is over the Expected '

01 10 i i H
setH™" H™. The complement of this set is the union OtI'his quadratic form has g2 distribution with2! —1 degrees of

é]épo 11 i i
the complementary cosets, nam UH ", which is the freedom under the hypothesis tiht= d*. Under the alterna-
hyperplaneH, ;. , = H._, ,. As > _dx = 0, the sum over . . . N L )
o1l 11 ata x tive hypothesis thad # d*, v N27'(d—d) is approximately a
the setH"! | JH'° and the sum over the complementary set ..~ " . . .
: . oo multivariate normal random variable with the same covariance
H, add to give0, so the covariance is given by

Tate! structure as before, but with meafiV2~!(d* —d). Under this
Cov (Vs‘i)’vri)) — 9—(141) Z dy. hypothesis, the test statistic is approximately a non-cefral
& a <€, distribution with2! — 1 degrees of freedom and non-centrality
ate! parameterN2~2'|d* — d|?.

However, this sum is just a quarter of the imbalance of thewe now consider the mask counts, which are given by a
maska + a’, so (if second order terms are negligible) thgandom variableV, where V.= TW. A vector v of mask
covariance is given by counts is a realisation of this random variatMeand can be
Cov (Vri) Vri)> _ 1, . expressed as = Tw, wherew is a realisation of counts_ for
a7 e 4 Tate! the underlying data classes. We recall that 2=~V 7d is

a-+a’



a vector of mask imbalances, 8e a vector of mask biases. APPENDIX I

The estimate ot is then given by TRANSFORMINVERSION
6 = 2°-Vpd=2-0-DT(27'N)"'w — 1) The transform of a binary vector random variable of length
— ON—I7Tw — 2-(U-D7q m such as the mask count random variabl& was defined
_ 2Tw 1= 2 2y 1 in Section VI as
STy
so the components & are proportional to the difference of Uy (s)=FE ((—1) v ) ;

the mask counts from the uniform valu&l The random
variablee —é¢ is given by2- (=D (d d) and is a measure of
the difference of the imbalance under consideratiand the
estimated imbalancé. The hypothesis thafl = d* implies
that & = e* Under this hypothesis, the random variable &
is given by whereX (@ is the random variable of lengftcorresponding to
. g ~ . the data class for thé" plaintext-ciphertext pair ané is the
VN@-¢) = VN27"UT(d-d m x | matrix used to define the mask set given in Section IlI.
= 2T (B!~ P)B:Yy. Thus we have
This random vanaple is am-dimensional multlvgrlate normal Uoo(s) = E <(_1)STRXU>) - <(_1)(Rrs)rx<w>)
random variable with zero mean andx m covariance matrix <1 T
Cov (\/N(@_ é)) is given by = (=1)° "Wy (s) = Uxw (RTs),
- where Uy ;) denotes the transform fa&X (). However, Uy
4 (T (B™'-P) B%) Cov (Yq) (T (B~'-P) B%) : can be expressed in terms of the imbalances of the masks,
because, fos’ € Z,, we have

for a vectors of length m. For technical reasons, it is more
convenient to consideN® = 1 + V(@ so we have (see
Section 111)

VO =14 vO = gx®,

Thus this covariance matrix is given by

) ’ _ _ (/)TX(i)
Cov (VN (€-8)) =47 (B = P) B (5}~ P) 17 o) JED()(((?SH P (X ¢ Hy)
_ -1 T _ 1T T = Ve Hy)— ' s/
=4T (B~ - P)TT =4 (TB~'TT —TPTT). - 1(1+es,)_£(1_65,):es,7

The calculation of an entry in this covanance matrix is given
by the calculation forCouv(V ra),V ) given in Appendix I.
The first component of this covariance matriXB— 177,
corresponds tcE(Vl(vi,)VS)), whilst the second componenty;
TPTT, corresponds tcE(Vﬁ)) (VS,)), so the covariance

where we defineeg = 1 (the “null” imbalance) for com-
pleteness. Thus the mask imbalances are just this transform
evaluated at the mask selection vector. Hence the transform of
V(@ is given by

can be calculated directly from thg? goodness-of-fit sam- U (s) = (—1)ST1\IJV@ (s) = e(rrs)s

pling distribution by partitioning the various sums in the
same manner as described in Appendix I. Thus, ignori
second order terms, the off-diagon@l, a’)-entry @ # a’) Ty (s) = (71)5
of TB™'TT — TPTT is Lea a, Whilst the diagonal entry

(a,a) is %, so the covariance matrix is given ly+ A. Thus ~ The transform¥g,;, corresponds to the Walsh-Hadamard
the distribution ofé — & under the hypothesis that= e* is transform of the probability vector foV (") since

given by T ~ .
VN@—é)~ N (0;1+A). Ugo() = Y (VP (VO =v).

vezZy

g the transform oV () is given by

€(RTs)

If second order terms are negligible, then we may disregard

A2 s0l +A = (I+ 1A)2 In this case, the distribution of The probability vector folV (9 can therefore be given in terms

& — ¢ is given by of the imbalances by the standard inversion method for the
1 Walsh-Hadamard transform. Thus we have

PV =v) = 27 ¥ (-1 Vg
whereY,, ~ N(0,I) is an m-vector of independent stan- o ZSGZ? ( )S . vo(s)
dard normal {V(0, 1)) random variables. Under an alternative = 2 'Zsezgﬂ(_l) €(RTs)-

hypothesis thaé # e*, the distribution of We recall from Section Il that? is anm x | matrix given

1\t by (I|QT)T. We can define amn x (m — [) matrix R by
VN (I + 2A> (e—¢) R = (0|7, so them x m matrix
is given by the normal distribution (R|§) _ < 10 )
01
1 N\,
N (\/ﬁ (I + 2A) (e" —¢) §I> ; is invertible. We can define tHe< m matrix S = (I|0) and the

I x (m —1) matrix S = (0|I), so S and S give the first/ and
which gives the distribution o — e. lastm — I components of a vector respectively. Roe Z%*,



we define vectors’ andv” of length! andm — [ respectively
by
v/ = Sv andv’ = Sv + QSv,

sov is given in terms ofv’ andv” by
Sv Sv

(%)= (412 (s 2o

RR)( Y, )=Rv +Rv"
A%

)

Thusv € Im(R) if and only if Rv’ = 0 or equivalently

v/ = 0 (as R is injective). The inversion transform is given

in terms ofv’ andv”, so P (\7(“ = v) is given by

9—m Z (_1)(RTS)TV/ (e(RTs)) (_l)sTﬁv”.

SEZT

We evaluate this sum by partitionirigfj* into cosets ofK =
Ker(RT), a space of codimensioh(dimensionm — [), so
there are2' cosets ofK. Fors’ ¢ Z,, we define the coset
Ko by Ky = {s € Z'|RT's = s'}. The inversion transform
is then calculated by summing within a cosetfand then
across cosets, sB (\7(7‘) = v) is given by

9—m Z Z (_1)(RTS)TV/ (B(RTS)) (_l)sTﬁv”.
s'€Z,, s€EKy

By definition, R”'s = s’ is constant fors € K/, So we have

1T T

P ({/(z) _ V) _9g—m Z (=1)%"Y (65/) Z (=1) Ev”.
s'€Z4 se€Ky/
The cosetKy is given by
i "
Ky = { ( S —|—SIQS ) s’ ¢ thl}7
whilst Rv” = < ‘?,, ) so the sum over the coséfy is
given by

T

1INT 11
Saerc, CD = Y (F)ETY

{ 2m= v’'=0

0 v’ #£0
The condition that” = 0 is equivalent tov € Im(R), so in
this case withv’ = Sv, the inversion transform gives

L S

S/GZZ2
whereasP (\7“) = v) =0 forv ¢ Im(R). Forv € Im(R),
the probability vector foV(?) can now be given by
P(VO =v)=pP (\7@ =v+ 1)
— 91 Zs’ezg<_1)S/T(Sv)(_1)SIT(Sl) (es,) .

However, S1 is a vectorl of lengthl, sos'?(S1) gives the
parity of . We therefore defingi(s’) = (—1)s" (51, so

10

d(s’) = 1if s’ has even weight and(s’) = —1 if s’ has
odd weight. Thus fow € Im(R), we have

P(VO =v) =270 3 (-1 (3(s)es),

s'€Z}

with P (V) =v) =0 for v ¢ Im(R).

ACKNOWLEDGEMENTS

We wish to thank Matt Robshaw and the anonymous IEEE
referees for their comments.

REFERENCES

[1] C. De Cannére A. Biryukov and M. Quisquater. On Multiple Linear
Approximations. In M. Franklin, editorAdvances in Cryptology -
CRYPTO 2004volume 3152 ofLNCS pages 1-22. Springer-Verlag,
2004.

T. Baigreres, P. Junod, and S. Vaudenay. How Far Can We Go Beyond
Linear Cryptanalysis? In Pil Joong Lee, editdgvances in Cryptology

— ASIACRYPT 200Q4/0lume 3329 ofLNCS pages 432—-451. Springer—
Verlag, 2004.

B.S. Kaliski Jr. and M.J.B. Robshaw. Linear Cryptanalysis using Mul-
tiple Approximations. In Y. Desmedt, editdfast Software Encryption
1994 volume 839 ofLNCS pages 26-39. Springer-Verlag, 1994.

B.S. Kaliski Jr. and M.J.B. Robshaw. Linear Cryptanalysis using
Multiple Approximations and FEAL. In B. Preneel, editégast Software
Encryption 1994 volume 1008 ofLNCS pages 249-264. Springer-
Verlag, 1995.

P. Junod and S. Vaudenay. Optimal Key Ranking Procedures in
a Statistical Cryptanalysis. In T. Johannson, edifeast Software
Encryption 2003 volume 2887 ofLNCS pages 235-246. Springer—
Verlag, 2003.

M. Matsui. Linear Cryptanalysis for DES Cipher. In T. Helleseth, editor,
Advances in Cryptology Eurocrypt 1998lume 765 ofLNCS pages
386-397. Springer-Verlag, 1993.

S. Murphy, F. Piper, M. Walker, and P. Wild. Maximum Likelihood
Estimation for Block Cipher Keys. Technical report, Royal Holloway
(University of London), 1994. http://www.isg.rhul.ac.uk/

sean .

National Institute of Standards and Technology. Federal Information
Processing Standards Publication (FIPS) 46: The Data Encryption Stan-
dard. January, 1977.

S.D. Silvey. Statistical Inference Chapman and Hall, 1975.

S. Vaudenay. An Experiment on DES Statistical Cryptanalysis.
Proceedings of th&”? ACM Conference on Computer Securipages
386-397. ACM Press, 1996.

D. Wagner. Towards a Unifying View of Block Cipher Cryptanalysis. In
B. Roy and W. Meier, editorgrast Software Encryption 2004olume
3017 of LNCS pages 16-33. Springer—Verlag, 2004.

Biography. Sean Murphy is a Professor at Royal Holloway,
University of London. He has a B.A. and a Ph.D. in Mathe-
matics.

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9

[10] In

(11]



