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The Independence of Linear Approximations in
Symmetric Cryptanalysis

S. Murphy

Abstract— A theoretical framework for the use of multiple
linear approximations in the linear cryptanalysis of block ciphers
is given. The covariance of two mask counts is derived, and it
is shown that under appropriate conditions the mask counts in
linear cryptanalysis are stochastically independent, whether or
not the masks are linearly independent. Some consequences of
these observations are also considered.

Index Terms— block cipher, linear cryptanalysis, multiple ap-
proximations, symmetric cryptology.

I. I NTRODUCTION

The technique of linear cryptanalysis [6] of block ciphers is
based on “linear approximations”. For plaintextp, ciphertext
c and keyk (considered as binary vectors), a linear approxi-
mation in its most basic form is an expression of the form

aT

(
p
c

)
= (a†)T k with probability p,

where a is the data (plaintext-ciphertext) mask anda† is
the key mask. If the probabilityp 6= 1

2 , then the linear
approximation can be used to give an estimate of one bit of
key information.

It is obviously natural to consider using more than one
such linear approximation [3], [4], [10], though there are
of course many other methods of generalising linear crypt-
analysis [7], [5], [2], [11]. In particular, it has been noted
for some time that using a larger (linearly) dependent set
of masks can give a more powerful analysis than just using
the smaller linearly independent basis of these masks [4].
Such an analysis for the DES [8] was reported at CRYPTO
2004 [1]. We give a theoretical framework for this observation
and use this framework to give theoretical results about linear
cryptanalysis. In particular, we show that the covariance of
two mask counts is proportional to the bias of the sum of
the two masks, so that counts for linearly dependent masks
can be considered as stochastically independent in some fairly
general circumstances likely to exist in cryptanalysis. This
allows us to demonstrate that linear independence of masks
and the stochastic independence of mask counts are entirely
unrelated concepts, in contradiction to a seemingly widely held
belief. Furthermore, we discuss some statistical issues related
to estimating the key in linear cryptanalysis and show that the
theoretical analysis given in [1] is incorrect.
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University of London, Egham, Surrey TW20 0EX, U.K.

II. A SMALL EXAMPLE

We begin by discussing a small example in order to illustrate
simply some of the issues discussed in Section I. Suppose we
have two linearly independent data masksaT

01 and aT
10 (so

a01 6= a10). For a given key, we can then define four random
variablesW(i)

jl (j, l = 0, 1) by:

W(i)
jl = 1 if

(
aT

01

aT
10

)(
pi

ci

)
=
(

j
l

)
,

W(i)
jl = 0 if

(
aT

01

aT
10

)(
pi

ci

)
6=
(

j
l

)
.

The probabilities for these random variables are given by

P
(
W(i)

jl = 1
)

= 1
4 (1 + djl) ,

for somedjl where
∑

jl djl = 0. Thusdjl is a measure of the
difference from uniform probability for the “data class”(j, l).
If we let W(i) denote the random variable given by the vector
of all four W(i)

jl , then it is clear thatW(i) has a multinomial
distribution given by

W(i) ∼ Mult
(
1, 1

4 (1 + d)
)
,

where 1 = (1, 1, 1, 1)T and d = (d00, d01, d10, d11)T [9].
Suppose now that we haveN plaintext-ciphertext pairs, then
we can define

W =
N∑

i=1

W(i) ∼ Mult
(
N, 2−2(1 + d)

)
,

so W is a random variable giving the counts for each data
class(j, l).

We can now consider the linear approximations defined by
the masksa01 anda10. We can define the two “mask” random
variables for theith plaintext-ciphertext pair by:

V(i)
01 = W(i)

00 + W(i)
01 =

{
1
0 if aT

01

(
pi

ci

)
=
{

0
1

V(i)
10 = W(i)

00 + W(i)
10 =

{
1
0 if aT

10

(
pi

ci

)
=
{

0
1 .

Thus V(i)
01 is 1 if mask a01 takes the value0 for the ith

plaintext-ciphertext pair and so on. Probabilities for these
random variables are given by

P
(
V(i)

01 = 1
)

= 1
2 + 1

4 (d00 + d01)

and P
(
V(i)

10 = 1
)

= 1
2 + 1

4 (d00 + d10) .
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If we defineejl = 1
2 (d00 + djl) ((j, l) 6= (0, 0)), then these

random variables are binomial random variables [9], with
distributions given by

V(i)
01 ∼ Bin

(
1, 1

2 (1 + e01)
)

and V(i)
10 ∼ Bin

(
1, 1

2 (1 + e10)
)
.

Thus ejl is a measure of the difference from the uniform
probability of the linear approximation defined by maskajl,
and is twice thebias [6] of the linear approximation, termed
the imbalancein [1].

The expected values ofV(i)
01 andV(i)

10 are 1
2 (1 + e01) and

1
2 (1+ e10) respectively, whilst the variances are1

4 −
1
4e2

01 and
1
4 −

1
4e2

10 respectively. If second order terms are negligible,
then the covariance of these two random variables is given by

Cov
(
V(i)

01 ,V(i)
10

)
= E

(
V(i)

01 V(i)
10

)
− E

(
V(i)

01

)
E
(
V(i)

10

)
= P

(
V(i)

01 = V(i)
10 = 1

)
− P

(
V(i)

01 = 1
)

P0

(
V(i)

10 = 1
)

= 1
4 (1 + d00)− ( 1

2 + 1
4 (d00 + d01))( 1

2 + 1
4 (d00 + d10))

= − 1
8 (d01 + d10) = 1

8 (d00 + d11) = 1
4e11.

Thus the covariance ofV(i)
01 and V(i)

10 is zero if and only
if e11 = 0. We note that for this joint distribution of
two random variables, zero covariance implies (pairwise)
stochastic independence. Thus the “proximity” to stochastic
independence depends only on the size of the imbalancee11

of the linear approximation. The fact that the mask values
arose from linearly independent masks is clearly not relevant
to the independence of the mask values.

Suppose now that we haveN plaintext-ciphertext pairs. We
can then define the random variablesV01 andV10 by

V01 =
∑N

i=1 V(i)
01 ∼ Bin(N, 1

2 (1 + e01))
V10 =

∑N
i=1 V(i)

10 ∼ Bin(N, 1
2 (1 + e10)),

so V01 and V10 are the mask counts fora01 and a10

respectively. We can use central limit theorem ideas with
the above covariance result to show that, for largeN and
negligible second order terms, the joint distribution ofV01

andV10 is a bivariate normal distribution [9]. Thus

2√
N

(
V01 − N

2 (1 + e01)
V10 − N

2 (1 + e10)

)
has the bivariate normal distribution

N

((
0
0

)
;
(

1 e11

e11 1

))
.

For normal random variables, zero covariance (diagonal co-
variance matrix) implies stochastic independence. Thus ife11

is small, then it may be possible to regard the mask counts
V01 andV10 as “approximately” stochastically independent.
Conversely, ife11 are large, then the mask counts are not
stochastically independent.

Suppose now we define a third maska11 = a01 + a10.
Clearly the three masks are not linearly independent. We can
define a random variable

V(i)
11 = W(i)

00 + W(i)
11 =

{
1
0 if aT

11

(
pi

ci

)
=
{

0
1 ,

which has a Bin(1, 1
2 (1 + e11)) distribution. Thus the ex-

pected value ofV(i)
11 is 1

2 (1 + e11), whilst the variance is
1
4 −

1
4e2

11. Furthermore, the covariance ofV(i)
11 and V(i)

01 is
1
4e10, whilst the covariance ofV(i)

11 and V(i)
10 is 1

4e01. Thus
if e10 is small, it may be possible to regardV(i)

11 and V(i)
01

as “almost” (pairwise) stochastically independent. Similarly
if e11 is small, it may be possible to regardV(i)

11 and V(i)
10

as “almost” stochastically independent. However, the linear
(algebraic) dependence of the three masks means that the three
random variablesV(i)

01 , V(i)
10 and V(i)

11 cannot be mutually
independent. Knowledge of two of the three random variables
determinesW(i) and so determines the third. To illustrate this
point, we give an example that we return to in Section VI. For
simplicity and without loss of generality suppose that all the
imbalancesejl = 0, so in this case the three random variables
V(i)

01 , V(i)
10 andV(i)

11 are pairwise independent. However, it is
clear thatV(i)

01 , V(i)
10 andV(i)

11 cannot all simultaneously be0,
so

0 = P
(
V(i)

01 = V(i)
10 = V(i)

11 = 0
)

6= P
(
V(i)

01 = 0
)

P
(
V(i)

10 = 0
)

P
(
V(i)

10 = 0
)

= 1
8 .

We now consider the mask count for the maska11 over N
plaintext-ciphertext pairs. This is given by the random variable
V11, where

V11 =
∑N

i=1 V(i)
11 ∼ Bin(N, 1

2 (1 + e11)).

Again we can use central limit theorem ideas to show that,
for large N and second order terms negligible, so the joint
distribution of

2√
N

 V01 − N
2 (1 + e01)

V10 − N
2 (1 + e10)

V11 − N
2 (1 + e11)


is given by the multivariate normal distribution

N

 0
0
0

 ;

 1 e11 e10

e11 1 e01

e10 e01 1

 .

Again it can be seen that if theejl are small, then all three
counts can be regarded as approximately mutually stochas-
tically independent. However, we have seen that stochastic
independence does not hold for counts for a single plaintext-
ciphertext pair, so such stochastic independence is funda-
mentally a large sample property. This example shows that
whilst the three masks (a01,a10,a11 = a01 +a10) are linearly
(algebraically) dependent, the corresponding mask counts can
be (asymptotically) stochastically independent.

III. I NDEPENDENCE OFMASK COUNTS

We generalise and abstract the above example and consider
m masks spanning anl-dimensional subspace in this section,
in order to discuss the stochastic independence of mask counts.
This discussion of multiple linear approximations is given in
terms of the underlying data classes, building on a theoretical
approach given in [7].
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Suppose now that we havem plaintext-ciphertext masks
aT

1 , . . .aT
m, and suppose that these mask vectors span a space

of dimension l ≤ m. Without loss of generality, we may
suppose that the firstl masksaT

1 , . . .aT
l are linearly inde-

pendent, so any mask is a linear combination of the first
l. Thus any mask can be defined in terms of the full-rank
matrix A = (a1 . . .al)

T . For any maska, there exists a “mask
selection” vectorra of length l such that the maskaT can be
expressed asrT

a A, so the firstl such vectorsra1 , . . . , ral
are

the l standard basis vectors. We can define anm × l matrix
R to be the matrix with rows given byrT

a , so RT =
(
I|QT

)
for some(m − l) × l matrix Q. ThusR is a mask selection
matrix and the entire set of masks is then given by the rows
of RA.

Suppose that we have a plaintext-ciphertext pair(pi, ci). All
mask values for this plaintext-ciphertext pair are determined
by the matrixA. Accordingly, we define the data classX(i)

for the ith plaintext-ciphertext pair by

X(i) = A

(
pi

ci

)
,

a vector of lengthl, so there are2l data classes. We can define
2l random variablesW(i)

x (x ∈ Zl
2) based on the data class

for the ith plaintext-ciphertext pair by

W(i)
x =

{
1 X(i) = x
0 X(i) 6= x

.

Furthermore, suppose we express the probability that data class
x occurs by

P
(
W(i)

x = 1
)

= 2−l (1 + dx) ,

where
∑

x dx = 0, thendx gives the difference from uniform
of the probability of occurrence of data classx. We now let
W(i) denote the random variable given by the vector of length
2l of all suchW(i)

x andd denote the vector given by thedx

with 1 the vector with every entry1. It is clear thatW(i) has
a multinomial distribution so

W(i) ∼ Mult
(
1, 2−l(1 + d)

)
.

Suppose now that we haveN plaintext-ciphertext pairs, then
we can define

W =
N∑

i=1

W(i) ∼ Mult
(
N, 2−l(1 + d)

)
,

so W is a random variable giving the counts for each data
classx.

Having considered the distribution for the underlying data
classes, we now turn to the distribution for the masks. Any
maska defines a hyperplaneHra = {u ∈ Zl

2|rT
a u = 0}, that

is a plane of dimensionl−1 in Zl
2. We can define the vectortra

of length2l to be the indicator vector for the hyperplaneHra .
Thus half the entries oftra are1 and half0, so tT

ra1 = 2l−1

and we have

tT
ratra′ =

∣∣∣Hra

⋂
Hra′

∣∣∣ = { 2l−1 tra = tra′
2l−2 tra 6= tra′

.

We defineT to be them× 2l matrix with rowstra , so T is
a partial Walsh-Hadamard transform matrix. For maska, we
can define the random variable

V(i)
ra = tT

raW
(i) = 1 + aT

(
pi

ci

)
= 1 + rT

a A

(
pi

ci

)
= 1 + rT

a X(i).

ThusV(i)
ra is an individual mask count, which takes the value1

if the mask value defined bya for the ith plaintext-ciphertext
pair is 0 and vice-versa. We defineV(i) to be the vector of
lengthm with components areV(i)

ra , so

V(i) = 1 + RA

(
pi

ci

)
= 1 + RX(i).

If we defineera = 2−(l−1)tT
rad, then the probability forV(i)

ra

is given by

P
(
V(i)

ra = 1
)

= P
(
rT
a X(i) = 0

)
= P

(
X(i) ∈ Hra

)
= tT

ra

(
2−l(1 + d)

)
= 2−ltT

ra1 + 2−ltT
rad = 1

2 (1 + era) .

Thus era is the imbalance or twice the bias of the linear
approximation ande = 2−(l−1)d is a vector of imbalances.
The distribution ofV(i)

ra is thus given by

V(i)
ra ∼ Bin (1, 1

2 (1 + era)),

so the expected value ofV(i)
ra is 1

2 (1+era), whilst the variance
of V(i)

ra is 1
4 −

1
4e2

ra . If second order terms are negligible, then
the covariance of two individual mask counts is given in the
theorem below, with details of the proof given in Appendix I.

Theorem 1.The covariance of two individual mask counts
V(i)

ra and V(i)
ra′ is 1

4era+a′ , a quarter of the imbalance (half
the bias) of the sum of the two masks.

If we haveN plaintext-ciphertext pairs, then for maska we
can define a random variableVra by

Vra =
N∑

i=1

V(i)
ra = tT

raW ∼ Bin
(
N, 1

2 (1 + era)
)
,

which gives the count for maska (a 6= 0), with the covariance
of two such random variables given byCov

(
Vra ,Vra′

)
=

N
4 era+a′ if second order terms are negligible. Again, we can
use central limit ideas to derive the asymptotic distribution for
large N . If we let T denote them × 2l matrix given by the
m rows tT

ra , thenV = TW =
∑

i V
(i) is them-dimensional

random variable with entriesVra giving the joint counts for
them masks. If we let∆ denote them×m matrix with zero
diagonal and(a,a′)-entry (a 6= a′) given by era+a′ , then the
asymptotic distribution ofV is anm-dimensional multivariate
normal distribution given by

2√
N

(
V − N

2 (1 + e)
)
∼ N (0; I + ∆) .

A common situation in linear cryptanalysis is that the
imbalancesera are very small, so we may disregard the matrix
∆ as being negligible when compared withI. In this situation,
the joint distribution of the mask countsV is given by

2√
N

(
V − N

2 (1 + e)
)
∼ N (0; I) .
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The obvious striking feature of this distribution is that the
covariance matrix of the mask countsV is proportional
to the identity matrix. Thus the components ofV, namely
the individual mask counts, are independent. This result is
summarised in the following theorem.

Theorem 2. Consider a collection ofm linear approxi-
mation masks that form a subspace of dimensionl. If all
(2l − 1) imbalances are small and the number of plaintext-
ciphertext pairs is large, then them different mask counts are
(approximately) stochastically independent.

We have also demonstrated that the only factors in determin-
ing the stochastic independence of mask counts are the number
of plaintext-ciphertext pairs and the size of the imbalances.
Thus we have the following corollary.

Corollary 1. The stochastic independence of mask counts
and the linear (algebraic) independence of the masks are
entirely unrelated concepts.

IV. GOODNESS-OF-FIT TECHNIQUES

We now consider how the methodology of the well-known
χ2 goodness-of-fit test for the multinomial distribution can be
applied within this cryptographic framework, and our discus-
sion closely follows the standard justification for this test [9].
This enables us firstly to give a more formal derivation of
the above distributional result and secondly to consider some
consequences for linear cryptanalysis. Some related discussion
of the use of theχ2 distribution in linear cryptanalysis has also
been given in [10].

We begin this discussion by more clearly stating the assump-
tions underlying linear cryptanalysis. Each key has its own
associated vectord of differences from uniform probability
and hence its own associated random variableW of data
class counts. However, in linear cryptanalysis (under certain
assumptions) many keys have (approximately) the same as-
sociated vectord (and henceW). Thus we can partition the
key space into key classes such that for all keysk in key
classz have the same associated vector of differencesd and
the same associated random variableW of data class counts.
We therefore have a number of possible different multinomial
distributions, one for each key class. We can use statistical
goodness-of-fit techniques to find which of these possible
distributions is the best fit to the observed data of mask counts.
The best candidate for the true key class, that is the key
class containing the true key, is the key class corresponding
to this distribution. Linear cryptanalysis is a technique for
estimating the true key class by estimating which of the
possible multinomial distributions gives the best fit to the data.
As we use standard statistical techniques to estimate the true
key class, we use standard statistical notation. Thusz∗ denotes
the true key class,̂z denotes the best (maximum likelihood)
estimate of the key class anḋz a generic key class under
consideration. Similarly,d∗, d̂ and ḋ respectively denote the
corresponding true vector of differencesd, the best estimate
of d and a generic vectord under consideration.

Suppose now thatw is a vector of data class counts,
that is a realisation of the multinomial random variableW.
Suppose we wished to test whether the multinomial proba-
bilities 2−l (1 + d∗) are equal to some specified proportions

2−l
(
1 + ḋ

)
. This is of course equivalent to testing whether

ḋ = d∗. The χ2 goodness-of-fit test for multinomial distri-
butions is the well-known and standard technique. This test
depends on the maximum likelihood estimate ofd, which is
given by

d̂ =
(
N2−l

)−1
w − 1.

The standard derivation of distribution of this test statistic
depends on the distribution of the random variabled̂ − ḋ.
However, the mask count distributions also depend simply on
this random variable, so we can use the standard derivation
of the χ2 goodness-of-fit test to derive the mask count distri-
butions. The mask counts are given by the random variable
V = TW. A vector v of mask counts is a realisation of
this random variableV and can be expressed asv = Tw,
where w is a realisation of counts for the underlying data
classes. We recall thate = 2−(l−1)Td is a vector of mask
imbalances, so2e a vector of mask biases. The estimate of
e is then given byê = 2

N v − 1 (see Appendix II), so the
components of̂e are proportional to the difference of the mask
countsv from the uniform valueN

2 1. The random variable
ê − ė is given by 2−(l−1)T (d̂ − ḋ) and is a measure of
the difference of the imbalance under considerationė and the
estimated imbalancêe. The full derivation of the distribution
of this random variablêe− ė is given in Appendix II. We now
use these results to discuss how to test whetherė = e∗ in the
case

The hypothesis thaṫd = d∗ implies thatė = e∗. For small
imbalances, the random variablêe − ė is given under this
hypothesis by

√
N
(
I + 1

2∆
)−1 (ê− ė) ∼ Ym,

whereYm ∼ N(0, I) is anm-vector of independent standard
normal (N(0, 1)) random variables and∆ is the off-diagonal
imbalance covariance matrix of Section III. Thus the associ-
ated quadratic form

Q = N (ê− ė)T (I + ∆)−1 (ê− ė)

has aχ2 distribution with m degrees of freedom. Under an
alternative hypothesis thatė 6= e∗, the distribution of

√
N (I + ∆)−1 (ê− ė)

is given by the normal distribution

N

(
√

N

(
I +

1
2
∆
)−1

(e∗ − ė) ; I

)
,

which gives the distribution of̂e − ė. Furthermore, the asso-
ciated quadratic formQ has a non-centralχ2 distribution [9]
with m degrees of freedom and non-centrality parameter

N (e∗ − ė)T (
I + 1

2∆
)−1 (e∗ − ė) .

Thus the hypothesis thatė = e∗ can be tested by comparing
empirical values of the above quadratic formQ with a χ2

distribution withm degrees of freedom. The power of such a
test is given bym (degrees of freedom) and the non-centrality
parameter. Such a test and the related distributions are given
directly by the theory of large sample likelihood ratio tests [9].
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We noted in Section III that in many cryptanalytic situations
the matrix∆ is negligible. In such situations, the distribution
of ê− ė is given by

√
N (ê− ė) ∼ Ym.

This distribution also directly gives the stochastic indepen-
dence of mask counts noted in Section III. Furthermore,
in such situations the quadratic formQ is given by Q =
N |ê− ė|2 with the non-centrality parameter of the corre-
spondingχ2 distribution given byN |e∗ − ė|2.

We conclude this section with a remark about the number
N of plaintext-ciphertext pairs. We clearly require thatN be
large enough so that above distributional results are applicable.
Thus we require each underlying data class to occur reasonably
often. However, the data classes are very roughly equiprobable
(smalldx) and a comparison with the relatedχ2 goodness-of-
fit statistic would suggest thatN > 10× 2l.

V. K EY CLASS ESTIMATES

We recall that we have partitioned the key space into key
classes, and the aim of the analysis is to estimate the true key
classz∗, that is the key class containing the true key. We now
discuss how to use the distributional information of Section IV
to estimate the true key classz∗. Without loss of generality,
we assume that the matrix∆ is negligible. It is in any case a
simple matter to include it in the following discussion.

For each key classz, there is a corresponding2l-vector
e of differences from uniform probability (2−l) of the linear
approximations for that key classes. With a slight abuse of
notation, we letZ denote the set of all such key classesz
or equivalently the set of all corresponding vectorse where
appropriate. The best (maximum likelihood) estimateẑ for
the true key class is the key class corresponding to the best
estimate of the vectore within Z. The argument of the
previous section demonstrates that, for smalle, this is given
by

min
ė∈Z

N |ê− ė|2 .

This quadratic minimisation for the best estimate of the key
class can also be derived directly from the likelihood function
for the mask counts under the assumption of the independence
of mask counts [1].

Previous research has given measures for the effectiveness
of a collection of linear approximations [3], [4], [10], [1].
These are usually related to what is termed thecapacity
in [1] of a collection of linear approximations. Under certain
assumptions, the imbalance of thejth mask can be given
as ±cj , where the sign depends only on the key class. In
this case,e∗j − ėj = 0,±2cj . The capacity [1] of such
a collection of linear approximations is defined by

∑
j c2

j .
However, we have shown that the above quadratic form has a
χ2 distribution withm degrees of freedom and non-centrality
parameterρė = N |e∗ − ė|2, so the capacity is given by

Capacity =
m∑

j=1

c2
j =

1
4N

max
ė∈Z

ρė.

Thus the capacity is related to the largest non-centrality
parameter. In the case where there are only two key classes, the

capacity is proportional to the non-centrality parameter. The
capacity gives a measure of the maximum difference between
distributions for the true key class and any other class, or
equivalently capacity is a measure of the difference between
the distributions for the true key class and the worse key class.

Some research [3], [4], [10] has considered finding the
key class by taking an appropriate linear combination of the
mask counts. In the language of this paper, this is equivalent
to defining a unit (without loss of generality) vectoru and
considering the random variable

√
NuT (ê− ė) ∼ N

(√
NuT (e∗ − ė) ; 1

)
.

This random variable can be analysed directly [3], [4] or the
relatedχ2 random variable obtained by forming the obvious
quadratic form [10]. The two approaches are essentially equiv-
alent and we use the latter approach and consider the random
variable

N
(
uT (ê− ė)

)T (
uT (ê− ė)

)
= N

∣∣uT (ê− ė)
∣∣2 ,

which has a non-centralχ2 distribution with 1 degree of
freedom and non-centrality parameterN

∣∣uT (e∗ − ė)
∣∣2. Un-

der the hypothesis thaṫe 6= e∗, we need to chooseu to
maximise the this non-centrality parameter that is to maximise
uT (e∗ − ė). Clearly such au is a unit vector in the direction
e∗ − ė, when the non-centrality parameter for this non-
centralχ2 distribution with 1 degree of freedom is given by
N |e∗ − ė|2 = ρė, whereρė is the non-centrality parameter
for the χ2 distribution with m degrees of freedom discussed
above. If there are more than two key classes, this non-
centrality parameter can take many values depending onė,
but is maximised bymaxė ρė. In the case discussed above
where thejth imbalance is given by±cj , the maximal non-
centrality parameter for thisχ2

1 random variable is proportional
to the capacity. The parameter given in [3], [4], [10] for the
effectiveness of a collection of linear approximations is the
sum of squared biases. In this case, this is4

∑
j c2

j , which
is four times the capacity and so proportional to the non-
centrality parameter.

Capacity though does not always give the full picture.
Capacity clearly cannot directly address the issue of “neigh-
bouring” key classes to the true key class when there are
more than two key classes. Furthermore, the sole use of
capacity in determining the effectiveness of a collection of
linear approximations would suggest that there is never a
role for linear approximations which have zero imbalance.
However, the sampling distribution for the quadratic form has
two parameters. The non-centrality parameter is related to the
capacity and the number of degrees of freedomm is given
by the number of masks. This indicates that the number of
masks (even for the same capacity) may also be important
factor. When we test whetherė = e∗ usingm masks, we are
in fact testing whetheṙd lies in a particular coset (containing
d∗) of a subspace of dimension(2l − 1)−m. Of course such
a test may be sufficient to discriminate between key classes.
However, it is clear that the more masks we use (even with
zero imbalance), the more exact our test ofḋ becomes. Thus
for a direct test of whether a particular distribution (from key
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classż) is the true distribution (from the true key classż∗),
we should use allm = (2l − 1) masks. This gives a test that
ḋ = d∗ rather than whetheṙd andd∗ have a similar property
(membership of a coset). We note that this observation does
not directly relate to finding the maximum likelihood estimate
of the key class which is a comparative process and does
not directly involve the sampling distribution. However, this
observation may have some relevance if we have to estimate
the probability that a key class is the true key class, for
example to establish some type of key ranking threshold.

VI. T RANSFORMMETHODS

The use of transforms which are defined as the expectation
of a function of the random variable is widespread in prob-
ability and statistics. Common examples of such transforms
include the generating function, moment-generating function
or the characteristic function. For a binary vector random
variable of lengthm, such as the mask count random variable
V(i) of the ith plaintext-ciphertext pair, an appropriate such
transform would be given by

ΨV(i)(s) = E
(
(−1)s

T V(i)
)

,

for a vector s ∈ Zm
2 . We show in Appendix III that the

values of this transform are essentially (up to the sign) the
imbalances, as we have

ΨV(i)(s) = (−1)s
T 1e(RT s),

where for completeness we define the “null” imbalancee0

to be 1 and R is the m × l matrix used to define the mask
set given in Section III. For the components ofV(i) to be
mutually stochastically independent, we would requireΨV(i)

to factorise into its component transforms. This is clearly not
the case unless all non-null imbalances are0. However, this
transform can also be expressed as

ΨV(i)(s) =
∑

v∈Zm
2

(−1)s
T vP

(
V(i) = v

)
,

so this transform corresponds to the Walsh-Hadamard trans-
form of the probability vector forV(i). We can invert this
transform to obtain the probability vector forV(i). The linear
dependencies between the masks mean thatV(i) ∈ Im(R).
In Appendix III, it is shown that for such “valid”V(i), the
probability vectorP

(
V(i) = v

)
is given by

P
(
V(i) = v

)
= 2−l

∑
s′∈Zl

2

(−1)s
′T (Sv) (δ(s′)es′)

for v ∈ Im(R), whereS is the l×m matrix (I|0) that gives
the firstl components of a vector andδ(s′) = (−1)1

T s′ . Thus
δ(s′) = 1 if s′ has even weight andδ(s′) = −1 if s′ has
odd weight. For such validV(i), the probability vector is the
Walsh-Hadamard transform of a vector of imbalances (up to
sign). Obviously for “invalid”V(i) we haveP

(
V(i) = v

)
= 0

for v /∈ Im(R).
Biryukov et al in their CRYPTO 2004 paper [1] give results

for experiments using multiple linear approximations for the
analysis of the DES [8]. The experiments find the key class

using the form of the log-likelihood given above. In [1],
the log-likelihood is derived under the assumption of the
probabilistic independence of different masks counts, and a
justification for this assumption is given in Section 3.4 of [1].
This justification is the basis of the entire theoretical analysis
of multiple linear approximations given by [1], yet, as we now
discuss, it is fallacious.

The justification given in [1] concentrates on the mask
counts for an individual plaintext-ciphertext pair, and “shows”
such mask counts are independent. Clearly, as the example
of Section II shows, such a set of mask counts cannot be
independent. The justification gives a version of the above
expression that gives the imbalances in terms of the Walsh-
Hadamard transform of the probability vector for the mask
counts, and then inverts this transform to give a probability
vector for the mask counts as a Walsh-Hadamard transform of
the imbalances. However the Walsh-Hadamard inversion given
in [1] is not correct. It ignores both the maximal null imbalance
e0 and the restrictions given by the linear dependencies of
the masks. Thus the probabilities given forV(i) are highly
erroneous. Firstly, a constant2−l is omitted, and, secondly,
positive probabilities are assigned to events that cannot occur.
The sum given in the inverse transform is then approximated
by a product (with the null imbalance re-included) to give in
our terminology

P
(
V(i) = v

)
≈ 2m · 2−l

∏m
j=1

1
2

(
1 + efj (−1)vj

)
= 2m−l

∏m
j=1 P

(
V(i)

j = vj

)
,

where fj is the jth standard basis vector. This expression
is incorrect as it assigns significant positive probability to
events with probability zero (see the example of Section II),
so this product form is just not correct. Furthermore, even
when we have no dependent masks, so all events have positive
probability, the expression is not correct. It is then stated that:
“Apart from an irrelevant constant factor of2m−1, this is
exactly what we need: it implies that even with dependent
masks, we can still multiply probabilities as we did to obtain
[an expression for the joint probability of mask counts overN
plaintext-ciphertext pairs]”. This assertion is simply incorrect.
Thus not only does this probability for an individual plaintext-
ciphertext not have the above product form, but the method
given for combining probabilities is also invalid.

The justification given in [1] for the stochastic independence
of mask counts is fundamentally flawed for two reasons.
Firstly, stochastic independence for mask counts is essentially
a large-sample (central limit) property (see Section III), so
any reasoning based on one plaintext-ciphertext pair, such
as that of [1], ignores the fundamental issue. Secondly, the
justification given in [1] asserts the independence of mask
counts for moderately large imbalances, but such mask counts
can be far from independent (see Section II).

VII. C ONCLUSIONS

We have given a theoretical analysis of linear cryptanalysis
based on standard statistical theory. This has enabled us to
handle multiple linear approximations in a systematic manner
and so have a consistent method of finding the true key class
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based on well-known statistical techniques. This theoretical
approach has also led to new results about multiple linear
approximations and highlighted severe shortcomings in the
theoretical approach in other research.

APPENDIX I
COVARIANCE OF V(i)

ra AND V(i)
ra′

In this Appendix, we calculate the covariance of the two
mask random variablesV(i)

ra andV(i)
ra′ (a 6= a′) discussed in

Section III. We use the same technique for this calculation as
we did for the covariance calculation as in Section II, but with
sums of terms replacing individual terms. Thus we have

Cov
(
V(i)

ra ,V(i)
ra′

)
= E

(
V(i)

ra V(i)
ra′

)
− E

(
V(i)

ra

)
E
(
V(i)

ra′

)
= P

(
V(i)

ra = V(i)
ra′ = 1

)
− P

(
V(i)

ra = 1
)

P0

(
V(i)

ra′ = 1
)

= P
(
x ∈ Hra

⋂
Hra′

)
− P (x ∈ Hra) P

(
x ∈ Hra′

)
,

wherex is the underlying data class. NowHra

⋂
Hra′ is a

plane of codimension2 (dimension l − 2), so we letHjl

(j, l = 0, 1) denote the four cosets of this plane. Thus we
haveH00 = Hra

⋂
Hra′ and H01 = Hra

⋂
HC

ra′
and so on.

We can expressP (x ∈ Ha) in this notation by

P (x ∈ Hra) =
∑

x∈Hra
2−l(1 + dx)

= 1
2 + 2−l

∑
x∈H00 dx + 2−l

∑
x∈H01 dx,

with P (x ∈ Ha′) being given by

P
(
x ∈ Hra′

)
=
∑

x∈Hr
a′

2−l(1 + dx)
= 1

2 + 2−l
∑

x∈H00 dx + 2−l
∑

x∈H10 dx.

If second order terms are negligible, then the product of these
probabilities,P (x ∈ Hra′ )P (x ∈ Hra), is given by

1
4

+ 2−l
∑

x∈H00

dx + 2−(l+1)
∑

x∈H01

dx + 2−(l+1)
∑

x∈H10

dx.

However,P (x ∈ Hra

⋂
Hra′ ) is given by

P
(
x ∈ H00

)
=
∑

x∈H00

2−l(1 + dx) =
1
4

+ 2−l
∑

x∈H00

dx,

so the covariance is given by

Cov
(
V(i)

ra ,V(i)
ra′

)
= −2−(l+1)

( ∑
x∈H01

+
∑

x∈H10

)
dx.

Now H01 andH10 are disjoint cosets, so this sum is over the
set H01

⋃
H10. The complement of this set is the union of

the complementary cosets, namelyH00
⋃

H11, which is the
hyperplaneHra+ra′ = Hra+a′ . As

∑
x dx = 0, the sum over

the setH01
⋃

H10 and the sum over the complementary set
Hra+a′ add to give0, so the covariance is given by

Cov
(
V(i)

ra ,V(i)
ra′

)
= 2−(l+1)

∑
x∈Hr

a+a′

dx.

However, this sum is just a quarter of the imbalance of the
mask a + a′, so (if second order terms are negligible) the
covariance is given by

Cov
(
V(i)

ra ,V(i)
ra′

)
= 1

4era+a′ .

APPENDIX II
χ2 MULTINOMIAL GOODNESS-OF-FIT STATISTIC

In Section IV, we consider how to test statistically whether
a specific valuėe for the vector of mask imbalances is equal
to the true value for the vector of mask imbalancee∗, that is
whetherė = e∗ by considering the best (maximum likelihood)
estimate for the vector of mask imbalancesê = 2

N v − 1
We now show how to derive the distribution of the random
variable ê − ė by using the standardχ2 goodness-of-fit test
for multinomial distributions to test whether a vector of data
class probabilities is the true vector of data class probabilities,
that is whetherḋ = d∗. The derivation of the distribution of
this goodness-of-fit test statistic depends on the distribution of
the random variablêd − ḋ, whered̂ =

(
N2−l

)−1
w − 1 is

the best (maximum likelihood) estimate of the vector of data
class probabilities. This distribution depends on two symmetric
2l × 2l matricesB and P which satisfy PBP = B [9].
The matrix B is the information matrix and is given for a
multinomial distribution by the diagonal matrix with diagonal
entries

(
2−l(1 + d∗x)

)−1
. As B is a diagonal matrix, we define

the matrixB
1
2 to be the diagonal matrix with diagonal entries(

2−l(1 + d∗x)
)− 1

2 , soB = B
1
2 ·B 1

2 . The matrixP arises from
the restriction that

∑
dx = 0 and is given by

P =
(
2−l(1 + d∗)

) (
2−l(1 + d∗)

)T
.

We now discuss how to use theχ2 goodness of fit test for a
multinomial distribution to analyse the distributions that arise
from a linear cryptanalysis with multiple masks. Under the
hypothesis thaṫd = d∗, the random variablêd − ḋ is given
by √

N2−l
(
d̂− ḋ

)
=
(
B−1 − P

)
B

1
2 Y2l

whereY2l ∼ N(0, I) is a vector of2l independent standard
normal (N(0, 1)) random variables [9]. This distributional
form is used to give theχ2 goodness-of-fit statistic for a
multinomial distribution, namely the quadratic form

N2−2l
(
d̂− ḋ

)T

B
(
d̂− ḋ

)
or as it is more commonly expressed∑ ( Observed− Expected)2

Expected
.

This quadratic form has aχ2 distribution with2l−1 degrees of
freedom under the hypothesis thatḋ = d∗. Under the alterna-
tive hypothesis thaṫd 6= d∗,

√
N2−l(d̂−ḋ) is approximately a

multivariate normal random variable with the same covariance
structure as before, but with mean

√
N2−l(d∗−ḋ). Under this

hypothesis, the test statistic is approximately a non-centralχ2

distribution with2l− 1 degrees of freedom and non-centrality
parameterN2−2l|d∗ − ḋ|2.

We now consider the mask counts, which are given by a
random variableV, whereV = TW. A vector v of mask
counts is a realisation of this random variableV and can be
expressed asv = Tw, wherew is a realisation of counts for
the underlying data classes. We recall thate = 2−(l−1)Td is
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a vector of mask imbalances, so2e a vector of mask biases.
The estimate ofe is then given by

ê = 2−(l−1)T d̂ = 2−(l−1)T ((2−lN)−1w − 1)
= 2N−1Tw − 2−(l−1)T1
= 2

N Tw − 1 = 2
N v − 1

so the components of̂e are proportional to the difference of
the mask countsv from the uniform valueN

2 1. The random
variableê−ė is given by2−(l−1)T (d̂−ḋ) and is a measure of
the difference of the imbalance under considerationė and the
estimated imbalancêe. The hypothesis thaṫd = d∗ implies
that ė = e∗ Under this hypothesis, the random variableê− ė
is given by

√
N (ê− ė) =

√
N2−(l−1)T

(
d̂− ḋ

)
= 2T

(
B−1 − P

)
B

1
2 Y2l .

This random variable is anm-dimensional multivariate normal
random variable with zero mean andm×m covariance matrix
Cov

(√
N (ê− ė)

)
is given by

4
(
T
(
B−1 − P

)
B

1
2

)
Cov (Y2l)

(
T
(
B−1 − P

)
B

1
2

)T

.

Thus this covariance matrix is given by

Cov
(√

N (ê− ė)
)

= 4T
(
B−1 − P

)
B
(
B−1 − P

)
TT

= 4T
(
B−1 − P

)
TT = 4

(
TB−1TT − TPTT

)
.

The calculation of an entry in this covariance matrix is given
by the calculation forCov(V(i)

ra ,V(i)
a′ ) given in Appendix I.

The first component of this covariance matrix,TB−1TT ,
corresponds toE(V(i)

ra V(i)
a′ ), whilst the second component

TPTT , corresponds toE(V(i)
ra )E(V(i)

a′ ), so the covariance
can be calculated directly from theχ2 goodness-of-fit sam-
pling distribution by partitioning the various sums in the
same manner as described in Appendix I. Thus, ignoring
second order terms, the off-diagonal(a,a′)-entry (a 6= a′)
of TB−1TT − TPTT is 1

4ea+a′ , whilst the diagonal entry
(a,a) is 1

4 , so the covariance matrix is given byI + ∆. Thus
the distribution ofê − ė under the hypothesis thatė = e∗ is
given by √

N (ê− ė) ∼ N (0; I + ∆) .

If second order terms are negligible, then we may disregard
∆2, so I + ∆ = (I + 1

2∆)2. In this case, the distribution of
ê− ė is given by

√
N
(
I + 1

2∆
)−1 (ê− ė) ∼ Ym,

where Ym ∼ N(0, I) is an m-vector of independent stan-
dard normal (N(0, 1)) random variables. Under an alternative
hypothesis thaṫe 6= e∗, the distribution of

√
N

(
I +

1
2
∆
)−1

(ê− ė)

is given by the normal distribution

N

(
√

N

(
I +

1
2
∆
)−1

(e∗ − ė) ; I

)
,

which gives the distribution of̂e− ė.

APPENDIX III
TRANSFORM INVERSION

The transform of a binary vector random variable of length
m such as the mask count random variableV(i) was defined
in Section VI as

ΨV(i)(s) = E
(
(−1)s

T V(i)
)

,

for a vectors of length m. For technical reasons, it is more
convenient to consider̃V(i) = 1 + V(i), so we have (see
Section III)

Ṽ(i) = 1 + V(i) = RX(i),

whereX(i) is the random variable of lengthl corresponding to
the data class for theith plaintext-ciphertext pair andR is the
m× l matrix used to define the mask set given in Section III.
Thus we have

ΨṼ(i)(s) = E
(
(−1)s

T RX(i)
)

= E
(
(−1)(R

T s)T X(i)
)

= (−1)s
T 1ΨV(i)(s) = ΨX(i)

(
RT s

)
,

whereΨX(i) denotes the transform forX(i). However,ΨX(i)

can be expressed in terms of the imbalances of the masks,
because, fors′ ∈ Zl

2, we have

ΨX(i) (s′) = E
(
(−1)(s

′)T X(i)
)

= P
(
X(i) ∈ Hs′

)
− P

(
X(i) /∈ Hs′

)
= 1

2 (1 + es′)− 1
2 (1− es′) = es′ ,

where we definee0 = 1 (the “null” imbalance) for com-
pleteness. Thus the mask imbalances are just this transform
evaluated at the mask selection vector. Hence the transform of
Ṽ(i) is given by

ΨṼ(i)(s) = (−1)s
T 1ΨV(i)(s) = e(RT s),

so the transform ofV(i) is given by

ΨV(i)(s) = (−1)s
T 1e(RT s)

The transformΨṼ(i) corresponds to the Walsh-Hadamard
transform of the probability vector for̃V(i) since

ΨṼ(i)(s) =
∑

v∈Zm
2

(−1)s
T vP

(
Ṽ(i) = v

)
.

The probability vector for̃V(i) can therefore be given in terms
of the imbalances by the standard inversion method for the
Walsh-Hadamard transform. Thus we have

P
(
Ṽ(i) = v

)
= 2−m

∑
s∈Zm

2
(−1)s

T vΨṼ(i)(s)

= 2−m
∑

s∈Zm
2

(−1)s
T ve(RT s).

We recall from Section III thatR is an m × l matrix given
by (I|QT )T . We can define anm × (m − l) matrix R by
R = (0|I)T , so them×m matrix(

R|R
)

=
(

I 0
Q I

)
is invertible. We can define thel×m matrix S = (I|0) and the
l× (m− l) matrix S = (0|I), soS andS give the firstl and
last m− l components of a vector respectively. Forv ∈ Zm

2 ,
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we define vectorsv′ andv′′ of lengthl andm− l respectively
by

v′ = Sv andv′′ = Sv + QSv,

so v is given in terms ofv′ andv′′ by

v =
(

Sv
Sv

)
=
(

I 0
Q I

)(
Sv

Sv + QSv

)
=

(
R|R

)( v′

v′′

)
= Rv′ + Rv′′.

Thus v ∈ Im(R) if and only if Rv′′ = 0 or equivalently
v′′ = 0 (as R is injective). The inversion transform is given
in terms ofv′ andv′′, so P

(
Ṽ(i) = v

)
is given by

2−m
∑
s∈Zm

2

(−1)(R
T s)T v′

(
e(RT s)

)
(−1)s

T Rv′′ .

We evaluate this sum by partitioningZm
2 into cosets ofK =

Ker(RT ), a space of codimensionl (dimensionm − l), so
there are2l cosets ofK. For s′ ∈ Zl

2, we define the coset
Ks′ by Ks′ = {s ∈ Zm

2 |RT s = s′}. The inversion transform
is then calculated by summing within a coset ofK and then
across cosets, soP

(
Ṽ(i) = v

)
is given by

2−m
∑
s′∈Zl

2

∑
s∈Ks′

(−1)(R
T s)T v′

(
e(RT s)

)
(−1)s

T Rv′′ .

By definition, RT s = s′ is constant fors ∈ Ks′ , so we have

P
(
Ṽ(i) = v

)
= 2−m

∑
s′∈Zl

2

(−1)s
′T v′ (es′)

∑
s∈Ks′

(−1)s
T Rv′′ .

The cosetKs′ is given by

Ks′ =
{(

s′ + Qs′′

s′′

)∣∣∣∣ s′′ ∈ Zm−l
2

}
,

whilst Rv′′ =
(

0
v′′

)
, so the sum over the cosetKs′ is

given by∑
s∈Ks′

(−1)s
T Rv′′ =

∑
s′′∈Zm−l

2
(−1)(s

′′)T v′′

=
{

2m−l v′′ = 0
0 v′′ 6= 0 .

The condition thatv′′ = 0 is equivalent tov ∈ Im(R), so in
this case withv′ = Sv, the inversion transform gives

P
(
Ṽ(i) = v

)
= 2−l

∑
s′∈Zl

2

(−1)s
′T (Sv) (es′) ,

whereasP
(
Ṽ(i) = v

)
= 0 for v /∈ Im(R). For v ∈ Im(R),

the probability vector forV(i) can now be given by

P
(
V(i) = v

)
= P

(
Ṽ(i) = v + 1

)
= 2−l

∑
s′∈Zl

2
(−1)s

′T (Sv)(−1)s
′T (S1) (es′) .

However,S1 is a vector1 of length l, so s′T (S1) gives the
parity of s′. We therefore defineδ(s′) = (−1)s

′T (S1), so

δ(s′) = 1 if s′ has even weight andδ(s′) = −1 if s′ has
odd weight. Thus forv ∈ Im(R), we have

P
(
V(i) = v

)
= 2−l

∑
s′∈Zl

2

(−1)s
′T (Sv) (δ(s′)es′) ,

with P
(
V(i) = v

)
= 0 for v /∈ Im(R).
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[1] C. De Cannìere A. Biryukov and M. Quisquater. On Multiple Linear
Approximations. In M. Franklin, editor,Advances in Cryptology -
CRYPTO 2004, volume 3152 ofLNCS, pages 1–22. Springer-Verlag,
2004.
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