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The Return of the Cryptographic Boomerang

S. Murphy

Abstract—The boomerang analysis, together with its offspring Q A Q/
the amplified boomerang analysis and the rectangle analysis,

are techniques that are widely used in the analysis of block
ciphers. We give realistic examples which demonstrate that the
boomerang analysis can commonly give probability values that
are highly inaccurate. Thus any complexity estimates for the P JAY P’
security of a block cipher based on the boomerang or rectangle 1 1
analysis must be viewed extremely sceptically. EO EO

Index Terms—Block Ciphers, Boomerang Analysis, Rectangle
Analysis.

I. INTRODUCTION y

The boomeranganalysis of [1] is an adaptation of differ- e .
ential cryptanalysis [2], [3] in which quartets of encryptions V% Y%
and decryptions are used. Two related plaintexts are encrypted, v
and the resulting pair of ciphertexts is then used to generate X X
two new related ciphertexts. These two new ciphertexts are
then decrypted to give two new plaintexts. The aim of the Jor [
boomerang analysis is to use such quartets of plaintexts and 1 1
of ciphertexts to find key information. Furthermore, enhanced Y Y
versions of the boomerang analysis based on this idea have B
also been developed, such as #mplified boomerangnaly- !
sis [4] and therectangleanalysis [5]. D

There is however n@ priori reason for the probabilistic \Y%
argument of [1] concerning the boomerang analysis, and there- i i
fore for the related analyses, to be correct. We demonstrate this C C’
by giving simple examples using the Data Encryption Standard
(DE9 [6] and the Advanced Encryption Standa®ES) [7]. Fig. 1. Schematic Diagram of the Basic Boomerang Analysis.

The motivation for the use of the worboomerangto
describe such an analysis of quartets is given in [1].

This is why we call it the boomerang attack: when « Encrypt P and P’ to obtain ciphertext€” = £(P) and
you send it properly, it always comes back to you. C" = E(P"). .
We send aDESor an AES boomerang, but our boomerang * O/btaln two further ciphertextd = C' +V and D' =
won’t come back. ¢+ V. _ )
« DecryptD and D’ to obtain plaintexts) = E~1(D) and
[I. THE BOOMERANG ANALYSIS Q' =E~H(D").

We describe the basic boomerang analysis in the mannefl '€ Poomerang analysis is an attempt to use the ideas

of [1], and a schematic diagram of the boomerang analysg differential cryptanalysis [2], [3] to analyse the plaintext
' H / / H / /

based on Figure 1 of [1], is given in Figure 1. We basgUartet(? P, @, Q") and ciphertext quartetC, C*, D, ).
our notation on that of [1], so we suppose tHatrepresents To this end, we consider the encryption operation in tvyo_ parts,
the block cipher encryption under a fixed key. The basRP W& may writel! = Ej o Ey. Thus Ey represents the initial
boomerang analysis is based on a quartet of encryptions &t °f the encryption operation, ary represents the final
decryptions, and the process for generating such a quartePt: We 1et(X, X',Y,Y”) denote the intermediate result of

described below. the encryption and decryption operations, so we have:
« Choose valueg: andV. X = Ey(P) = E{Y(C), X' =EyP)=E; (),
. zhoose a pair of plaintext8 and P’ such thatP 4 P’ = Y = Eo(Q) = E; Y(D), Y' = Ey(Q') = E;Y(D").

The basic boomerang analysis uses two differential charac-
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part E; of the overall encryptior, for some value\* and inputs toDESS-Box 2 in the fourth round of this cipher. Thus
V*. A quartet of encryptions and decryptions, or equivalently, ¢’, d, d’ are a selection of six bits &, C’, D, D’. For a right
the corresponding plaintext and ciphertext quartets, is calledjaartet, we require thak + X' =Y + Y’ = A* = §y and
right quartetif the following conditions hold: X+Y =X +Y' = V* = . Allowing for the expansion
PrP =Q+Q =A, X4+ X =Y +Y = A% phase of thdDESround function [6], a right quartet therefore

X+Y=X'+Y' =V~ C+D=C'+D =V. satisfies

A motivation for using this quartet of encryptions and ¢+ ¢ = d+d’ = 110010 andc¢+d = ¢ + d’ = 110110,
decryptions, and for the definition of a right quartet is given

in [1]. which gives the following relationship between the four 6-bit
We want to cover the paiP, P’ with the char- S-Box inputs:
acteristic for Ey, and to cover the pairs®, @ and
P’ Q" with the characteristic forE;!. Then (we ¢ = ¢+110010,
claim) the pair@, Q' is perfectly set up to use the d = c¢+110110,
characteristicA* — A for E; . and d = d+ 110010 = ¢+ 000100.

It is the case that

Eo(Q)+ Eo(Q) = Y +Y’
= Y+X)+(X+X)+ (X' +Y)
= V'+ A4V =A"
is indeed a condition required to start the characteristic Sa(c) = So(d) and Sa(c) = Sa(d),
A* — A for E;*, the inverse of the initial part of the
encryption operation. However, whilst this condition is ahere S, : Z§ — Z3 is the 6-bit to 4-bit function given by
necessary condition, it is not a sufficient condition, as tHBESS-Box 2. For a right quartet to exist, we therefore require

In the classical differential cryptanalysis of tiRBES we
require that the outputs of the respective pairs of S-Boxes are
identical. Thus we have

examples of Section Il and VI demonstrate. that there exists a 6-bit valuesuch that

The statistical reasoning of the boomerang analysis given in
Section 4 of [1] states that the probabilityof a right quartet Sa(c) = Sa(c+110110)
satisfies and Sy (c + 110010) = Ss(c+ 000100).

2,2
D 2 Dob1s . . . I
. - ) ) ~ltis easy to verify by a direct search of afl = 64 possibilities
where py is the probability of the differential characteristicior . that no such value for exists.
A — AT underEy andp, is the probability of the differential ¢ i ig not therefore possible for a right quartet to exist in

characteristicv. — V* under £;,. The complexity estimates yis hoomerang analysis. In other words, a right quartet exists

L(gt.gztebg?mﬁ'rgng Spagsl;ztf?i\éeenct?gn[sl]llIa;endbil/sledeog gﬂ?this boomerang analysis with probability zero, rather than
I p. TIOWEVET, 1 ' W€ 9V€ihan the probability of at leagi2p? ~ (-+)" > 0 asserted
examples of a boomerang analysis wijth p; > 0, but for P y Py (234)

. ) . by [1]. This DESboomerangnevercomes back.
which a right quartet can never occur, thapis- 0. y 1] ¢

ll. A DESBOOMERANG IV. THE AMPLIFIED BOOMERANG ANALYSIS
We consider a boomerang analysis on a block cipher that
consists of four rounds of the Data Encryption Standard The amplified boomerangnalysis of [4] is an adaptation
(DES [6]. Thus E is the encryption under some fixed keyof the basic boomerang analysis that only uses encryptions
of four rounds of theDES (without 7P and IP~'), and we and no decryptions in a chosen plaintext analysis. The idea
suppose thak, is the initial two rounds of this encryption andis to encrypt pairg P, P’) or (Q, Q") of plaintexts satisfying
that £, the final two rounds of this encryption. We use thd® + P/ = Q + Q" = A. As before, we let(X, X’) =
two differential characteristics used in the iterated differentiaFo(P), Eo(P’)) and (Y,Y”) = (Ey(Q), Eo(Q’)) denote the
cryptanalysis of thddES[2], [3]. Thus we define intermediate values of encryptions underSuch intermediate
A = A* = 19600000 00000000 = (7, 0) = 6 values (X, X’) or (Y,Y’) then satisfyX + X’ = A* or
i 795 9 Y 4+Y' = A* with probability p,. Thus if we start with
and V= V" =1B600000 00000000 = (9g,0) =ds, N gych plaintext pairs, we expect to obtakp intermedi-
so in particular we have: ate pairs with differenceA*, and so we expect to obtain
_ . . 1 about 1 (Np)? intermediate quarteteX, X’,Y,Y’) satisfying
EE(E(ZZ)):EE(E(ZZ:VA*; _ @ \\;VV::E p:gggg::;typo N X+ X' = Y+Y' = A*. Itis then asserted by [4] that such an
! ! P YPL® 351 jntermediate quartet also satisfigs-Y = X’ +Y' = V*, the
The reasoning of Section 4 of [1] would now assert that thsther part of the boomerang condition, uniformly at random.
probability of a right quartet is at leaggp? ~ (23%1)4. The example of Section Ill shows this is not the case. There
We now consider the conditions required for a right quartet no a priori reason to assume that amplified boomerang
to occur. Accordingly, we let, ¢/, d,d’ denote the four 6-bit analysis works in the manner described by [4].
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V. THE RECTANGLE ANALYSIS VI. AN AESBOOMERANG

The basic idea of theectangle analysis is mentioned \We now give another similar cautionary example about the
in [1], but was developed by [5] as an adaptation of theoomerang analysis, basing this example on the Advanced
amplified boomerang analysis that considers all values fencryption StandardAES [7], [9]. We consider a block
the appropriate intermediate values. We suppose that we @ifgher based on two (complete) rounds of &S ThusE is

considering am-bit block cipher and we let the encryption under some fixed key of two rounds ofAliES
and we suppose thdi, is the initial round of this encryption
P = (PP,Q,Q), and thatE; the final round of this encryption.
X = (X, X,y Y)" The only nonlinear part of aAESround is theSubBytes

and C = (C,C'",D,D)" phase, which consists of the application of an S-Box to each

denote the quartet vectors at the plaintext, intermediate dige of the 816-byt§ state, where an S-Box is formally a
ciphertext stages respectively, Bo X andC are vectors over functionS: Z; — Zj. The nonlinear part of an S-Box is an

GF(2) of length4n. We now let “inversion” operation on bytes, given by— 22" =2 in GF(28),
and there exist many nonzero input byte differenaesand

I 100 output byte differenceg such that the differential probability
g — < I 100 > 7|00 [ for the AES S-Box is2~7 [9], [10]. One such pair of input
00 I 1) I o 10 and output differences f@ubBytes is given bya = 02 and
01 01 (8 = EE, so we have
I 01 0 ,
and U={, ; (o 7 P(S(z+ 02) + S(z) =EE) = 27",

denote the matrices over GH giving the required differences Alowing for the effect of theShiftRows  andMixColumns
at these stages, where the defining sub-blocks rare n operations, we can base a boomerang analysis on the differ-

matrices. ThusS and U are matrices of ranien and 7' is €NCES:
a matrix of rank3n. We let A = V* = 02000000 00000000 00000000 00000000,
. A* =V = CTEEEE29 00000000 00000000 00000000.
X _ A I 4% - \vJ This gives the following differential probabilities for the two
“\a ) ET andv=1v parts of the block cipher:
2 Eo(Z) + Eo(Z + A) = A*  with probability py = 277,

denote the required differences at these stages, so the prdb:(Z) + E1(Z +V*) =V with probability p; = 27"
ability of interest for the analysis of plaintext and ciphertext we now consider the effect of the right quartet restrictions

quartets is then given by on the possibilities for the intermediate values. A similar
~ ~ analysis to Section Il shows that:
]P(UCzV‘SP:A).
X = X+ AN = X + CTEEEE29 00...00,
Under the assumption that the sequence of difference values = X+ v* = X + 02000000 00... 00,
(SP,TX,UC) forms a Markov process [8], this probability Y/ = X+ A*+V* = X + C5EEEE29 00...00.
P (UC =V ‘SP = A) is given by If we let z denote the first byte ok, then for a right quartet

ZP(UC:ﬂTx:Z)]p(TX:Z we require that

5P = A) ' S(x) + S(x +02) = EE and S(z + C7) + S(z + C5) = EE.

) ~ A search through alk® possible byte values for quickly

The first termP { UC = V| TX = ZZ of the above s'um- shows that there is no byte valuewhich satisfies the two

mand would tie evaluated by the method of the analysis of [3) ;e equations.

asP (UC = V’ SX = (z, Z)T)- We now consider thdES e have therefore shown that it is not possible for a right

example of Section Il and take= ¢9 andz’ = Jz. We show quartet to exist in this boomerang analysis, even though the

in Section Il that reasoning of Section 4 of [1] would give a lower bound for

~ the probability of a right quartet of at leagfp? = 2728. Just

PUC=V|TX = Z) =0, like the DESboomerang of Section IlI, thiaES boomerang

whereas P (UC = V|SX = (z,2)7) = p3 > 0. nevercomes back.

The analysis of [5] would therefore give= (&9, dg, 5, dg) " VII. A HIGH PROBABILITY DESBOOMERANG

as the dominant term when evaluating the above summationye have given ©ESboomerang and aAES boomerang

for P (UC =V|TX = Z), whereas in fact this term is zero(Sections Il and VI) which cannot occur, that is they happen
in this summation. As with other analyses based on théth probability zero. In both cases, this was demonstrated by
boomerang idea, there is rep priori reason to assume thegiving a pair of S-Box equations which had no solution. Of

rectangle analysis works in the manner described by [5]. course, if we had set up a different potential boomerang, that
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is other difference values, we would have obtained other pawkereas the correct condition for a boomerang-type analysis
of S-Box equations, which may well have had many solutionis.
In such a case, it is entirely possible that the boomerang P(A|Rs) = #<A7HR3>
probability may greatly exceed that given by [1]. #Rs

We illustrate this point about boomerang probabilities witfithere is noprobabilistic reason why these two quantities are
a striking contrast to the zero-probability non-returnbgS related in any way. We can illustrate this by using a fair dice
boomerang of Section Ill. We simply make a minor modifiroll with six outcomes{1,2,3,4,5,6} as an example. If the
cation of the boomerang differences for Section Ill. Thus waice throw is at mosg, then the conditional probabilities that
takeV = V* = A* = A = §g rather thanV = V* = dg and the dice roll is odd and that the dice roll is even are given by
A* = AN = §g as fpr Section .III. As for t_his Section Il P( Dice is Odd| Dice < 2 ) — %
example, the statlstlcal'.reasonlng of Sect|on' 4 af [1] now and P(Dice is Even Dice< 2 )— L .
asserts that the probability of a right quartet(is;) . The - . 2
condition for a right quartet in this case is simply then givelf we replace the condition that the dice throw is at mpst

by with the less onerous condition that the dice throw is at most
P = Q=Q 468 =P+, 3, we obtain the following different conditional probabilities
X' = Y=Y'+468=X+d that the dice roll is odd and the dice roll is even:
and C' = D=D"+6 =C+5y. P( Dice is Odd| Dice<3) = 2

This right quartet is therefore simply the repeated use of a and P(Dice is Even Dice<3) = 3 .

right pair [2], [3] in differential cryptanalysis. Thus in this This simple example shows the central importance of the con-
case a right quartet occurs with the same probability asd#ioning event. Arbitrarily replacing one conditioning event
right pair based on this characteristic, nam%)z_ The true by another conditioning event is a fundamental error in the
probability of this boomerang occurring is very much great@pplication of conditional probability.

than the probability value for this boomerang occurring given In the DESandAESboomerang examples which occur with

by the statistical reasoning of [1]. zero probability (Sections Ill and VI), we hawé(\ Rs = )
even though4d (| Ry # 0, so
VIIl. CONDITIONAL PROBABILITY AND THE BOOMERANG #(ANR2) . #(ANRs)
= ()7
ANALYSIS #Ry #Rs3
A boomerang analysis requires the use of conditional proba- that isP(A|R) > P(A|R3) = 0.

bility. The condition for a right quartet is Rank-3: condition,
as is illustrated by the matrif" (Section V) of rank3n,
and we denote this event bis;. However, the boomerang-
type analysis of [1], [4], [5] instead uses an algebraically led&Ve

By contrast, in theDESboomerang example of Section VII,
the cryptographic eventl is actually a subset oR23, so we

onerousRank2n condition, as illustrated by the matrik’ # (A Ra) _ # (A Rs) < # (A Rs)
(Section V) of rank2n, and we denote this event bi,. #Ro #Ro #Rs
The justification for the application of a boomerang or a that isP(A|Ry) < P(A|Rs).
related analysis in the manner of [1] essentially asserts for . ,
any cryptographic event under consideration that For a boomerang-type analysis to be correct, we require that
#(ANR2) _ #(ANRs)
P(A|R3) = P(A|Ry). P(A[Rz) = B(A|Ry) = =20 = T,

There is simply no probabilistic justification for this assertion.oosely speaking, we require that the evehtoccurs with

the same frequency in the Rafik- subset as it does in the
Rank2n subset. As stated above, there is no probabilistic
reason for this to be the case, and as the examples of this
paper demonstrate, there is no general cryptographic reason for
this to be the case. A cryptographic boomerang-type analysis
that merely swaps the Rar¥ condition for the Rankn
Rank-3n condition cannot be regarded as having been substantiated.

EventA

Rank-2n Condition ———
IX. COMMENTS ON ARECTANGLE ANALYSIS OF THEAES
An analysis of theAES[7] in a specific related key model

Th licati f ditional bability to a b is given in [11], and this analysis makes use of a number of
€ application of conditional probabiiity 10 a boomerangy;ts eyt techniques based on the cryptographic boomerang.
type analysis is illustrated by the Venn diagram of Figure

. he correctness of the boomerang probabilities given by [1] is
The boomerang-type analysis of [1], [4], [5] uses asserted by [11], and such values for boomerang probabilities

#(ANR2) are the foundations of the analysis of th&S given by [11].
#Ry As we have shown, such foundations are not necessarily sound.

Fig. 2. Rank2n and Rank3n Conditions in the Boomerang Analysis.

P(A[Ry) =
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We discuss the dubious nature of tA&S analysis given arbitrary guess for the true probability. In terms of the original
by [11] by considering a critical technique used in this analysimotivation for the use of the worbdoomerango describe this
termed theFeistel switch A value for the probability that style of cryptographic analysis, the contribution of this paper
a Feistel switch occurs is given in [11] based on the usuzdn best be summarised as follows:

boomerang reasoning of [1], that is based on a Rank-
condition rather than the correct RaBk-condition. Thus the
value given by [11] for the probability that a Feistel switch
occurs is not generally correct. This is illustrated by BES
boomerang example of Section Ill, which is actually a Feistel
switch, withAx = v9, Ay = 0 and Az = ~z in the notation
of [11]. Thus it would be asserted by [11] that this DE
example of a Feistel switch, which can never happen, occurs
with nonzero probability.

Another technique used by [11] is termed Bdox switch [1]
which essentially considers the cryptographic boomerang
when V* = A*. However, whilst the Rankn condition is  [2]
used by [11] to give a probability value for the Feistel switch,
the Rank3n condition is used by [11] to give a probability 3
value for the S-box switch. This is problematic as DES 4]
boomerang example of Section VIl is essentially both an S-
box switch and a Feistel switch, withxy = Az = 79 and
Ay = 0 in the notation of [11]. 5]

These examples show that the justifications for the proba-
bility values for various cryptographic boomerang-type events
given by [11] are not really convincing. The data requirementg;
for the related key analysis of th&ES given by [11] cannot
therefore be regarded as having been soundly demonstrated.

8
X. CONCLUSIONS (8]

We have given counterexamples that clearly demonstrate
that the justification for the boomerang analysis given by [1] i$9]

A cryptographic boomerang need not return from
whence it came.
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