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Abstract—In this paper we consider the problem of how entities
operating under distinct roots of trust in a coalition environment
can flexibly and securely communicate with one another. We
consider the identity-based setting, with each entity being pre-
configured with a private key from a particular Trusted Authority
(TA), but where multiple, independent TAs are involved in the
coalition. Our solution to the problem adapts the Boneh-Franklin
identity-based encryption (IBE) scheme. It allows any entity
to securely communicate with any other entity, even without
knowing the TA with which the intended recipient is associated.
To enable this, we assume that the TAs co-operate to distribute
certain additional public information to all entities which allows
entities to decrypt a ciphertext that was composed using the
public parameters of one TA, using a private key issued by
another. We include a security analysis of our new approach.
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I. INTRODUCTION

Complex environments involving cooperation between en-
tities formed under distinct roots of trust are very relevant
in mobile ad hoc networks (MANETs). We consider the
fundamental and important question of how to enable secure
communications between disparate entities within such hetero-
geneous, potentially resource-constrained environments.

Traditional public key cryptography is not well-suited for
such networks since it utilises large amounts of energy and
bandwidth and requires a constant connection to a public key
infrastructure (PKI) to look up public keys, certificates and
revocation data. In addition, transmitting, storing and verifying
certificates puts extra strain on already limited resources.
Identity-based encryption (IBE) is an attractive choice for such
resource-constrained environments since it eliminates the need
for public key lookups, does not need certificates, and allows
revocation to be simplified by using time-based identifiers.

Although the concept of IBE was introduced by Shamir [16]
in 1984, it was not until the breakthrough papers of Sakai et
al. [15] and Boneh and Franklin [5] that practical and secure
constructions were demonstrated, using the mathematics of
pairings. The paper by Boneh and Franklin also proposed
the first security models for IBE and gave schemes secure
in the random oracle model [4]. This led to an explosion of
interest in the field of identity-based cryptography (IBC). In
IBC, identifiers such as email addresses, IP addresses or any
unique bit string can be used to form public keys for users.
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A Trusted Authority (TA), who possesses a master secret,
generates private keys for users as a function of the master
secret and the user’s identifier. If a party A wishes to encrypt
a message for B, he only needs to know Bs identifier and the
system-wide public parameters; he need not have any relation
with the TA to send the message, and need not authenticate B’s
public key. A number of authors have studied the applicability
of IBE to MANETs [11], [6], [12], [9], [2].

Almost all prior work in this area has been limited to
the case of a single TA. In more complex settings, such
as those encountered in dynamic coalition forming, we may
have multiple TAs (from different administrative domains) and
hence multiple roots of trust. For example, in the application
scenario envisioned in [14], coalition forces controlled by one
coalition member need the ability to communicate securely
with individuals and entities associated with other members
of the coalition. In this type of scenario, it is necessary
to find methods that allow entities that are under different
roots of trust to securely communicate with each other. A
particular challenge then arises when coalitions are formed
dynamically. In this situation pre-configuration of devices with
all of the required static security data (such as system-wide
public parameters for each of the coalition TAs) before a
mission commences will not, in general, be possible: the exact
set of coalition members may be unpredictable in advance,
and their security data may need to be updated during the
course of a mission. Issuing a fresh set of system-wide public
parameters for each new coalition, along with private keys for
all of the coalition members, is an unattractive solution since it
involves high communication costs and needs secure channels
for distribution of the new private keys. This is particularly
true when coalitions are short-lived, forming and re-forming
rapidly. Another approach would be for coalition members
to distribute the required security data amongst themselves
as and when necessary, in an ad hoc fashion. However, this
would require each member to maintain a complete set of data,
would involve significant storage overhead, and could result in
problems if secure communication was urgent but the required
security data had not yet been received.

In this paper we present an alternative solution to the prob-
lem of enabling secure communications in dynamic coalitions.
Our solution enables any entity A to securely communicate
with any other coalition entity B, even if B is associated
with a different TA and A is unable to obtain authentic
public parameters for B’s TA (for example, if that TA is
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simply unknown). The cost of our solution is that when a
coalition forms the TAs must broadcast a small amount of
additional information to each coalition member. However, this
broadcast need not itself be encrypted. Now A can use its own
TA’s public parameters (along with B’s identifier) to perform
the encryption to B. In fact, A can use a set of authentic
public parameters from any coalition TA. Meanwhile, B, upon
receipt of the broadcast information from the TAs, is able to
perform key translations: B can convert its existing private
key issued by its TA into private keys that are valid for the
same identifier under each and every one of the other TAs
in the coalition. This means that B is able to decrypt A’s
message no matter which public parameters were selected by
A during encryption. On the other hand, no other entity is able
to translate its private key to enable decryption of the message
intended for B.

We provide security models that are appropriate to this
kind of multi-TA application scenario, and give a specific
instantiation of our solution that adapts the Boneh-Franklin
BasicIdent IBE scheme [5]. This results in a highly
efficient encryption scheme in which the size of the coalition-
enabling broadcast is linear in the number of coalition partners.

In comparison to the approach based on distributing a
fresh set of system-wide public parameters for each new
coalition, our approach eliminates the need for the secure
channel to distribute new private keys, as well as the need for
bespoke communication between TAs and individual nodes.
Compared with the ad hoc approach, our method may be more
reliable (since nodes in receipt of the single broadcast will
immediately have all the information needed to enable secure
communications). In the specific instantiation we provide in
this paper, our approach also requires less communication.
In general, our approach does make use of a network-wide
authentic broadcast, and assumes that entities do know one
another’s identifiers even if the relevant TA public parameters
are not available. It also requires the various TAs to share some
common cryptographic parameters (but not master secrets),
which reduces its flexibility.

A. Related Work

To the best of our knowledge, multi-TA IBE schemes
where the TAs collaborate to enable secure communications in
dynamic coalitions have not been investigated in the literature
prior to this work. All of the work done in IBE has been
considered in the single-TA setting. HIBE schemes [10], [8] do
employ multiple TAs but our work is distinct from the notion
of a HIBE in that in HIBE schemes the setup of the lower
level TAs is closely bound to the upper level TAs, whereas
we envisage a scenario where existing single-TA deployments
can be made to interact dynamically with minimum overhead,
i.e. without reissuing private keys or similar infrastructure
overhaul.

A recent paper [13] makes a systematic study of IBE in the
setting of multiple TAs, but without TA collaboration of the
type considered here. The authors of [13] consider multiple
TAs sharing some common parameters, but with each TA
generating its own master secret and public parameters. They

provide security notions and security models for this multi-
TA setting and their work can be seen as providing natural
extensions of security notions and security models for the
single-TA setting. Their work does not consider the type of
solutions enabling dynamic coalition forming that we propose
in this paper.

In the situation where there are no prior relationships
between the different TAs except that they may share a subset
of common public parameters, if the sender of a message
can obtain authentic public parameters for all the TAs, then
cross-TA communication can be enabled by encrypting the
same message for the identifier in question using the public
parameters of each of the TAs. However, such schemes typ-
ically lead to significant ciphertext expansion and additional
cryptographic computation, which may render them unsuitable
in resource-constrained environments. This kind of scenario
has been addressed in [17], where a scheme is given that only
needs a single pairing operation during encryption. However,
the security model used in [17] is the usual one for the
single TA setting, and no consideration is given as to how
security may be affected by encrypting the same message
using multiple, different public parameters. In addition, the
schemes of [17] reuse randomness to enhance efficiency, and
this is not formally addressed in the security analysis. Barbosa
and Farshim [3] do consider the security of multi-recipient IBE
with randomness re-use, but only in the single-TA setting.

II. BACKGROUND AND DEFINITIONS

In this section, we provide basic definitions needed for the
remainder of the paper.

Definition 1: A pairing-friendly group generator
PairingGen is a polynomial time algorithm with input 1k

and output a tuple (G, GT , e, q, P ). Here G, GT are groups
of prime order q, P generates G, and e : G × G → GT is a
bilinear, non-degenerate and efficiently computable map. By
convention, G is an additive group and GT multiplicative.

For ease of presentation, we work exclusively in the setting
where e is symmetric; our definitions and results can be
generalised to the asymmetric setting where e : G1 × G2 →
GT , with G1 and G2 being different groups. Further details
concerning the basic choices that are available when using
pairings in cryptography can be found in [7]

Definition 2: A function ε(k) is said to be negligible if, for
every c, there exists kc such that ε(k) ≤ k−c for every
k ≥ kc.

Definition 3: We define the advantage of an algorithm A
in solving the Bilinear Diffie-Hellman (BDH) problem in
(G, GT ) to be:

AdvBDH
A (k) = Pr(A(aP, bP, cP ) = e(P, P )abc)

where a, b, c
$← Zq. Here, we implicitly assume that param-

eters (G, GT , e, q, P ) are given to A as additional inputs.
We say that the BDH problem is hard in (G, GT ) if no
polynomial-time algorithm that solves the BDH problem in
(G, GT ) has a non-negligible advantage.

Definition 4: An IBE scheme is defined in terms of four
algorithms:
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• Setup: On input 1k, outputs a master public key mpk
and a master secret key msk. We assume that mpk con-
tains descriptions of the message and ciphertext spaces,
MsgSp and CtSp.

• KeyDer: A key derivation algorithm that on input mpk,
msk and identifier id ∈ {0, 1}∗, returns a private key
uskid . This algorithm may or may not be randomized.

• Enc: An encryption algorithm that on input mpk, iden-
tifier id ∈ {0, 1}∗ and message m ∈ MsgSp, returns a
ciphertext c ∈ CtSp.

• Dec: A decryption algorithm that on input mpk, a private
key uskid and a ciphertext c ∈ CtSp, returns either a
message m ∈ MsgSp or a failure symbol ⊥.

These algorithms must satisfy the standard consistency
requirement that decryption undoes encryption, i.e. ∀m ∈
MsgSp,

Dec(mpk, uskid, c) = m where c = Enc(mpk, id, m).

A. Security notions for IBE

The standard security notions for IBE, viz. IND-ID-CCA
and IND-ID-CPA security, were first established in [5].
(Henceforth we drop the “ID” as we are working exclusively
in the identity-based setting.) These security notions model
the requirement that by looking at the ciphertext an adversary
should not be able to determine to which one of two chosen
messages it corresponds. An additional desirable security
property is recipient anonymity, which models the requirement
that an adversary should not be able to determine who the
intended recipient of a ciphertext is, i.e. the ciphertext should
not leak the identifier of the intended recipient.

We describe the ANO-IND-CCA security notion which
simultaneously captures both the property of message in-
distinguishability and the property of recipient anonymity,
and describe the other security notions by placing certain
restrictions on ANO-IND-CCA security.

The ANO-IND-CCA game is defined in terms of the follow-
ing game between an adversary A and a challenger C. C takes
as input the security parameter 1k, runs algorithm Setup of
the IBE scheme, gives A mpk, and keeps msk to itself. A then
runs in two phases:

• Phase 1: A issues a series of adaptively selected key
derivation and decryption queries on identities id and
identifier/ciphertext combinations (id, c) of its choice.
These are replied to by C by using algorithms KeyDer
and Dec and knowledge of msk.

• Challenge: After A decides to end Phase 1, it out-
puts two tuples (id0, m0), (id1, m1) where m0 and m1

are equal length messages. C selects b
$← {0, 1}, sets

c∗ = Enc(mpk, idb, mb) and gives c∗ to A. We require
that id0 and id1 not be the subject of any key derivation
query in Phase 1.

• Phase 2: This phase proceeds as in Phase 1, with the
constraints that id0 and id1 not be the subject of any key
derivation query and that (id0, c

∗) and (id1, c
∗) not be

the subject of any decryption query.
• Guess: A outputs a bit b′ and wins the game if b′ = b.

The advantage of A against the IBE scheme in the above
ANO-IND-CCA security game is defined to be:

AdvANO-IND-CCA
A (k) =

∣
∣
∣
∣
Pr[b = b′]− 1

2

∣
∣
∣
∣

where the probability is measured over the random choices of
coins of A and C. An IBE scheme is said to be ANO-IND-
CCA secure if the function AdvANO-IND-CCA

A (k) is negligible
for all polynomial time adversaries A.

Removing the adversary’s access to the decryption oracle
gives the weaker ANO-IND-CPA security notion.

Setting id0 = id1 gives the IND-CCA security notion.
Setting id0 = id1 and removing the adversary’s access to the
decryption oracle gives the IND-CPA security notion.

Setting m0 = m1 gives the ANO-CCA security notion.
Setting m0 = m1 and removing the adversary’s access to the
decryption oracle gives the ANO-CPA security notion.

Lemma 1: Let IBE be an IBE scheme that is ANO-CPA-
secure and IND-CPA-secure. Then IBE is also ANO-IND-
CPA-secure.

Proof: The proof (informally) follows by noting that if
IBE is IND-CPA-secure, then the challenger may replace the
tuple (m0, id0) with (m1, id0) in its response to the challenge
query without the adversary being able to detect the change.
Likewise, using ANO-CPA security, the challenger may then
replace (m1, id0) with (m1, id1). This informal argument can
be made rigourous using a sequence of games.

B. Boneh-Franklin IBE

We describe the BasicIdent IBE scheme from [5].

• Setup: On input 1k the algorithm works as follows

– Runs algorithm PairingGen to obtain
(G, GT , e, q, P ).

– Picks s
$← Z

∗
q .

– Sets master secret key msk = s and Ppub = sP .
– Chooses cryptographic hash functions

H1 : {0, 1}∗ → G
∗ and H2 : GT → {0, 1}n

for some n = n(k).
– Sets

mpk = (G, GT , e, q, P, Ppub,H1,H2, n).

The message space is MsgSp = {0, 1}n.
The ciphertext space is CtSp = G

∗ × {0, 1}n.
• KeyDer: On input mpk, msk and id ∈ {0, 1}∗, sets the

private key corresponding to id to be uskid = sH1(id).
• Enc: On input mpk, to encrypt a message m ∈ MsgSp

under the identifier id ∈ {0, 1}∗,

– Chooses r
$← Z

∗
q .

– Sets the ciphertext to be

c = (U, V ) = (rP, m⊕H2(gr
id))

where gid = e(H1(id), Ppub).
• Dec: On input mpk, c = (U, V ), and the private key

uskid corresponding to identifier id ∈ {0, 1}∗, computes

m = V ⊕H2(e(uskid, U)).
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Lemma 2: BasicIdent is ANO-IND-CPA secure assum-
ing the hardness of the BDH problem in groups generated by
PairinGen.

Proof: The BasicIdent scheme was shown in [5] to
be IND-CPA secure in the random oracle model, assuming
the hardness of the BDH problem in groups generated by
PairingGen. The BasicIdent scheme was shown to be
ANO-CPA secure in Theorem 4.4 of [1]. Now apply Lemma
1.

III. IBE FOR COALITION ENVIRONMENTS

In our approach, each user obtains a single private key cor-
responding to its identifier from their respective TAs, and later
use additional information broadcast by the TAs to translate its
private key. The translation allows a user to convert an existing
private key into one that would have been issued by any of the
other TAs. This in turn allows a sender to encrypt messages
to a recipient using the recipient’s identifier and the public
parameters of any one of the TAs. The recipient can then use
translation to obtain a private key that allows it to decrypt the
ciphertext. An encryption scheme with these properties can be
formally specified by the following 5 algorithms:

• Setup: On input a security parameter 1k and an index
n = n(k), n ≥ 2 denoting the number of TAs

– Let T A = {tai : 1 ≤ i ≤ n} denote the set of labels
of all the TAs.

– Returns a set of common system parameters params
shared by all TAs. We assume that params includes
a description of the message space MsgSp and the
ciphertext space CtSp.

– For each ta ∈ T A, generates a unique master public
key component mpkuta and a master secret key
mskta.

– For every pair of TAs, tai, taj ∈ T A takes as
input params , msktai

, msktaj
, and returns a relation

reltai,taj
from a space R of relations. Let Rta

denote the set of all relations pertaining to ta ∈ T A.
– The master public key for ta ∈ T A is

mpkta = (params,mpkuta).

• KeyDer: On input mpkta, mskta for ta ∈ T A and an
identifier id ∈ {0, 1}∗, returns the private key uskid,ta
corresponding to id for TA ta.

• TranslateKey: On input uskid,tai
and reltai,taj

,∈
Rtai

returns uskid,taj
.

• Enc: On input mpkta for ta ∈ T A, id ∈ {0, 1}∗, m ∈
MsgSp, returns a ciphertext c ∈ CtSp.

• Dec: On input mpkta for ta ∈ T A, c ∈ CtSp and private
key uskid,ta, returns m ∈ MsgSp or a failure symbol ⊥.

These algorithms must satisfy the standard consistency
requirement that ∀m ∈ MsgSp, ∀id ∈ {0, 1}∗ and ∀ta ∈ T A,

Dec(c, uskid,ta) = m where c = Enc(mpkta, id, m).

We assume here that the relations Rta pertaining to each
ta ∈ T A are broadcast to all users in the system. Af-
ter this is done, a user with identifier id and private key
uskid,tai

may use the relation reltai,taj
,∈ Rtai

in Algorithm

TranslateKey to obtain uskid,taj
. This enables that user

to decrypt ciphertexts computed using identifier id and the
master public key of taj .

A. Security Notions

We introduce security models appropriate to the above cryp-
tographic primitive. We define the mANO-IND-CCA security
game to capture an indistinguishability and anonymity notion
of security similar to that in a single-TA setting. The mANO-
IND-CCA security game is defined in terms of the following
game between an adversary A and a challenger C. C takes as
input the security parameter 1k and an index n = n(k), n ≥ 2.
It runs algorithm Setup and gives A the master public keys
for all TAs, ta ∈ T A, along with all the data Rta. It keeps
all the master secret keys to itself.

• Phase 1: A issues a series of adaptively selected key
derivation and decryption queries on TA/identifier (ta, id)
and TA/identifier/ciphertext (ta, id, c) combinations of its
choice. These are replied to by C by using algorithms
KeyDer and Dec and its knowledge of the master secret
keys.

• Challenge: After A decides to end Phase 1, it outputs the
tuples (m0, id0), (m1, id1) and a challenge TA, ta. Here
m0 and m1 are equal length messages and id0 and id1

must not be the subject of any KeyDer query in Phase 1.

C selects b
$← {0, 1} and sets c∗ = Enc(mpkta, idb, mb).

C gives c∗ to A.
• Phase 2: This phase proceeds as in phase 1, with the

constraint that id0 and id1 are not the subject of any key
derivation query and (ta, id0, c

∗) and (ta, id1, c
∗) are not

the subject of any decryption query.
• Guess: A outputs a bit b′ and wins the game if b′ = b.

The advantage of A against the IBE scheme in the mANO-
IND-CCA security game is defined to be:

AdvmANO-IND-CCA
A (k) =

∣
∣
∣
∣
Pr[b = b′]− 1

2

∣
∣
∣
∣

where the probability is measured over the random choices
of coins of A and C. An IBE scheme is said to be mANO-
IND-CCA secure if the function AdvmANO-IND-CCA

A (k) is
negligible for all polynomial time adversaries A.

Removing the adversary’s access to the decryption oracle
gives us the mANO-IND-CPA security notion.

Setting id0 = id1 gives the m-IND-CCA security notion.
Setting id0 = id1 and removing the adversary’s access to the
decryption oracle gives the m-IND-CPA security notion.

Setting m0 = m1 gives the m-ANO-CCA security notion.
Setting m0 = m1 and removing the adversary’s access to the
decryption oracle gives the m-ANO-CPA security notion.

The corresponding single-TA security notions can also be
obtained by setting n = 1.

B. An instantiation based on the Boneh-Franklin scheme

We give an instantiation based on the BasicIdent
scheme of [5].

• Setup: On input 1k and n = n(k), n ≥ 2
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– Let T A = {tai : 1 ≤ i ≤ n} denote the set of labels
of all TAs.

– Runs PairingGen to obtain (G, GT , e, q, P ).
– Chooses cryptographic hash functions

H1 : {0, 1}∗ → G
∗ and H2 : GT → {0, 1}l.

– Sets params = (G, GT , e, q, P,H1,H2, l, k). The
message space is MsgSp = {0, 1}l−k and k is the
length of padding employed. The ciphertext space is
CtSp = G

∗ × {0, 1}l.
– For 1 ≤ i ≤ n sets si

$← Z
∗
q and sets mski = si and

mpkui = siP .
– For every tai ∈ T A generates the set

Ri = {reltai,taj
: 1 ≤ j ≤ n}

where reltai,taj
= sj · si

−1 mod q.
– Sets mpki = (params,mpkui).

• KeyDer: On input mpki, mski and an identifier id ∈
{0, 1}∗, sets the the private key corresponding to id for
tai to be
uskid,tai

= siH1(id).
• Enc: On input mpki for tai ∈ T A, to encrypt a message

m ∈ MsgSp, under id ∈ {0, 1}∗
– Pads m with k zero bits.
– Chooses r

$← Z
∗
q .

– Sets the ciphertext to be

c = (U, V ) = (rP, (m||0k)⊕H2(gr
id))

where gid = e(H1(id),mpkui).
• TranslateKey: On input uskid,tai

, the private key
corresponding to id ∈ {0, 1}∗ for tai ∈ T A, and
reltai,taj

∈ Ri returns reltai,taj
· uskid,tai

.
Note that

reltai,taj
· uskid,tai

= sj · si
−1 · siH1(id)

= sjH1(id)
= uskid,taj

.

so that algorithm TranslateKey does indeed convert
private keys correctly.

• Dec: On input mpki, c = (U, V ) the recipient with private
key uskid,tai

does the following:

– Runs TranslateKey to obtain uskid,taj
for all

1 ≤ j ≤ n, j 
= i. (Note that this step needs to be
performed just once if the user can store all the keys
uskid,taj

.)

– Computes m
′
j = V ⊕H2(e(U, uskid,taj

)) for all
1 ≤ j ≤ n.

– For each m
′
j checks if the last k bits are zero.

(Parameter k is selected such that with overwhelming
probability only the decryption of c using the correct
private key yields this padding format.) If it is, it sets
m to the left l − k bits of m

′
j and outputs m, else

outputs ⊥. We note that if we assume that ciphertexts
contain a label indicating which TA’s master public
key was used to perform the encryption, then the
decryption operation can be done in a single step
using the correct private key.

Note that, for this particular scheme, the complete set of
n2 values reltai,taj

can be computed upon receipt of a single
broadcast containing the values relta1,taj

for j = 2, . . . , n.
This means that this specific scheme needs a broadcast whose
size is linear in the number of coalition TAs, rather than
quadratic.

Theorem 1: The multi-TA scheme based on BasicIdent
is mANO-IND-CPA secure assuming the hardness of the BDH
problem in groups generated by PairinGen.

Proof: Suppose there is an mANO-IND-CPA adversary
A against the multi-TA IBE scheme with advantage ε and
running in time t. We show how to construct an algorithm
B that uses A to break the ANO-IND-CPA property of the
BasicIdent scheme.
B’s inputs are the parameters mpk =

(G, GT , e, q, P, Ppub,H1,H2, l) of the BasicIdent
scheme. B’s task is to break the ANO-IND-CPA security of
the BasicIdent scheme and it does this by acting as a
challenger for A.
B generates the parameters of the multi-TA IBE scheme.

It sets params = (G, GT , e, q, P,H1,H2, l, k) where k is the
length of padding employed. Let T A = {tai : 1 ≤ i ≤ n}
denote the set of labels of all TAs where n is the number
of TAs . Then B sets mpkuI = PPub for taI ∈ T A with
I

$← {1 . . . n}. Note that PPub = sP for s ∈ Z
∗
q but the value

of s is not known to B. It sets mpkuj = λj ·PPub for taj , for
each 1 ≤ j ≤ n, j 
= I , where each λj is drawn uniformly at
random from Z

∗
q . It also sets λI = 1. The master secret key for

taj is mskj = λj · s which, again, B does not know. However,
with the knowledge of the λj values it is able to generate, for
every tai ∈ T A, the appropriate set Ri = {reltai,taj

: 1 ≤
j ≤ n}. B does this by setting reltai,taj

= λj · λi
−1 mod q.

B then sets mpki = (params,mpkui) for each tai ∈ T A and
gives these public keys to A, along with the sets of relations
Ri, 1 ≤ j ≤ n}.
A makes a series of queries which B answers as follows.

• Phase 1: In Phase 1 of the attack A makes a series
of key derivation queries on (ta, id) combinations. B
asks the corresponding key derivation query on id to its
challenger which responds with the private key uskid,tai

.
If ta = tai, B relays the response to A. Otherwise, B
uses the appropriate λj value to compute uskid,taj

=
λj · uskid,tai

which corresponds to the private key of id
for taj and sends this to A.

• Challenge: When A decides to end Phase 1 of the
attack it outputs two messages/identifier tuples (m0, id0)
and (m1, id1) and the TA, ta, on which it wishes to be
challenged, subject to the condition that no key derivation
query was asked on id0 or id1 in Phase 1. B pads the
two messages m0 and m1 with k zero bits to obtain
m′

0 = m0||0k and m′
1 = m1||0k and sends the tuples

(m′
0, id0) and (m′

1, id1) to its challenger and receives the
BasicIdent encryption c∗ = (U, V ) corresponding to
m′

b and idb for tai, for a bit b chosen uniformly at random.
If ta = tai then B relays c∗′ = c∗ to A. Otherwise, B sets
c∗′ = (λj

−1 · U, V ) which corresponds to the encryption
of m′

b to identifier idb for taj and sends this to A.
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• Phase 2: Phase 2 of the attack proceeds as in Phase 1
with the restriction that no key derivation query is allowed
on id0 or id1.

This completes our description of B’s simulation. Note that
A’s view of the simulation is identical to its view in a real
attack. All the queries are responded to correctly. When A
terminates by outputting a bit b

′
, B simply relays this bit to

its challenger. Clearly B’s advantage in breaking the ANO-
IND-CPA security of BasicIdent is equal to A’s advantage
against the mANO-IND-CPA security of the multi-TA IBE
scheme. We know that B’s advantage against BasicIdent is
negligible and hence A must have negligible advantage against
the multi-TA scheme.

IV. OPEN PROBLEMS

We pose a number of open problems as a consequence of
this work. It will be interesting to produce schemes where the
relations can be derived without the TAs having to share their
master secret keys, or to prove that this is impossible. Schemes
secure in stronger models, for example where a subset of TAs
can be corrupted, or which tolerate the corruption of private
keys corresponding to an identifier for a subset of TAs pose
additional challenges. Finally, schemes which are CCA secure
and/or which do not make use of random oracles in the security
analysis merit investigation.
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