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Abstract petabytes of online data storage. Despite the promising
signs, many believe that a lot still needs to be done in order
Password-based authentication is still the most widely- to realise computational grids analogous to the pervasive
used authentication mechanism, largely because of the easelectrical power grid. In particular, as commercial intre
with which it can be understood by end users and imple- grows in grid computing, grid security is an issue that will
mented. In this paper, we propose a security infrastructure become increasingly important.
for grid applications, in which users are authenticated us-  Currently, the grid security infrastructure (GSI) of the
ing passwords. Our infrastructure allows users to perform Globus Toolkit (GT) [16], proposed by Fostet al. [18],
single sign-on based only on passwords, without requiring plays an essential role in supporting various grid secu-
a public key infrastructure. Nevertheless, our infrasttue rity services, such as single sign-on, mutual authengnati
supports essential grid security services, such as mutirala and delegation. Being based on public key infrastructure
thentication and delegation, using public key cryptogiaph  (PKI),® GSI users are required to possess and manage long-
techniques. Moreover, hosting servers in our infrastreetu  term credentials (typically RSA public/private key pajrs)
are not required to have public key certificates, meaning which are usually renewed yearly. Inevitably, some ma-
mutual authentication and delegation of proxy credentials chines within the scope of a grid community may lack
can be performed in a lightweight and efficient manner. up-to-date protection in the form of the latest vulnerabil-
ity patches and virus definitions. This may lead to such
machines falling under the partial or complete control of
attackers who are able to remotely exploit vulnerabilities
and hence obtain long-term user credentials. To minimise
the risk of compromise, many recent grid implementations
The vision of grid computing [17, 19] is to provide €asy make use of the MyProxy system [8, 37] to securely store
access to “unlimited” resources, thereby enabling computa and protect long-term user credentials. MyProxy also effer
tionally complex tasks to be performed and huge amountsthe penefit of “credential mobility”, enabling users to asse
of data to be stored and shared. There has been some SUSRheir credentials from any machine through, for example, a
cion, since the termgrid was first used about a decade ago, wep prowser.
that grid computing might be another technological vision
that turns out to be more hype than substance. Despite that, ) ) )
the vision prevails and the gap between vision and reality is Motivations. It is desirable that remote computing re-

narrowing quickly. This is evident from the large and grow- Sources be accessible from various platforms, including
ing number of grid projects and testbeds worldwide [25]. handheld devices, such as personal digital assistantsg>DA

TeraGrid [47], one of the pioneering grid projects, which &nd mobile phones, as well as desktop and laptop machines.
was completed in 2004, is currently capable of provid- !N fact, due to the increasing availability of wireless des

ing 102 teraflops of computing power and more than 15 in recent yearsyireless grids[2, 34, 41] can offer addi-
tional untapped resources to existing wired computing re-

1 Introduction

*The research in this paper was supported by the UK Engineer-
ing and Physical Sciences Research Council (EPSRC) thrrgimt 21 petabyte =10° terabytes =06 gigabytes.
EP/D051878/1. SHere, we assume that existing PKls make use of certificatesieler,
1A teraflop is one trillion floating-point operations per sedo we will later show that a PKI can be certificate-free.



sources. In particular, wireless devices can offer difiere However, its architecture has a subtle but crucial drawback
types of resources through their embedded objects, such ath the MyProxy protocol [8], although users are authen-
cameras, microphones, sensors and global positioning systicated to their respective MyProxy servers using conven-
tem (GPS) receivers. More importantly, wireless devices tional username/password techniques, server autheaticat
can supply information — on temperature, health, pollution is achieved using the server-authenticated version of the
levels, etc. — from geographic locations and social sedting TLS handshake protocol [15]. This implies the need to pro-
that are difficult to access through conventional wired net- tect the root Certificate Authority’s public key certificate
works [34]. on the users’ machines. There are ways for an attacker to
The PKl-based GSI is a rather heavyweight apparatus,install a bogus root key in the user’s browser [5, 27]. Hence,
mainly because of the extensive use of public key certifi- if & desktop is vulnerable to stealing of a private key, then
cates [28] and proxy certificates [48]. Generation, certifi- the desktop may also be at risk from replacement of the as-
cation and verification of public keys, distribution of cer- sociated Certificate Authority’s certificate by the attacke
tificates, and other aspects of traditional public key man-  The above issues and observations have led us to our in-
agement using PKIs incur non-trivial overheads. Wireless vestigation of a grid security infrastructure which is nolyo
devices are often battery-powered and the energy requiredertificate-free, but also “PKil-free” from the user perspec
for transmission of a single bit of data is ovEi00 times tive.
greater than that required by a sing#bit computation [6].

Therefore, it is necessary to minimise the communication contributions.  In this paper, we propose a password-
overheads of any grid security infrastructure if we are to € gnapled and certificate-free grid security infrastructure
ploit the full potential of wireless grids. In short, the eme (PECF-GSI). Briefly, our proposal enhances the earlier
gence pf Wirelegs grids has prompted the need for a moreork of Lim and Paterson [32] so that users arey au-
lightweight architecture. thenticated using passwords, with the authenticatiomtpki
Lim and Paterson recently proposed a fully identity- place between users and a centralised authenticatiorrserve
based security infrastructure for grid applications [3@hg  This server plays a similar, but not identical, role to the
identity-based public key cryptography (ID-PKC) [14, 44].  MyProxy server in the PKI-based GSI. Our approach has
Key management in this approach is simpler than in the the benefit that neither client nor server certificates are re
PKI-based GSI because it does not use certificates and kehuired during user authentication. Our proposa| also com-
sizes are relatively small. For instance, the communinatio pletely removes the need for long-term user public keys, and
bandwidth requirement for mutual authentication and dele- hence the need for a revocation mechanism for these pub_
gation between two entities can be reduced by up to 90%,jic keys too* Instead, users are given short-lived, identity-
when appropriately chosen elliptic curves and system pa-pased credentials by the authentication server upon ssicces
rameters are used [32]. ful authentication. All subsequent security services are ¢
Neverthelessey revocatiorn the identity-based setting  ried out using these credentials on behalf of users, without
can be complicated. Boneh and Franklin [14] proposed therequiring direct user intervention. Thus our proposal sep-
use of a date concatenated with a user’s identifier (the con-arates security functions into two “zones”: a user-frigndl
struction of a public key from an identifier will be explained zone, where only passwords are involved, and a certificate-
in Section 2.1.1) to achieve automated key expiry. However, free zone, which is hidden from the users’ view, and makes
this approach has the disadvantage of increasing the workuse of full-strength public key techniques. In addition, we
load of a Private Key Generator (PKG), since the PKG is show how to solve the key escrow issue by adopting certifi-
required to regularly issue private keys to its users. Alier  cateless public key cryptography (CL-PKC) [3]. Our con-
tively, the PKG could issue private keys less frequently, fo tributions can be summarised as follows:
example monthly or yearly. In this case, however, it would
be necessary to adapt conventional key revocation mech- ® We design a lightweight and user-friendly grid security

anisms, such as Certificate Revocation Lists (CRLs) and infrastructure. Our proposal inherits attractive proper-
Online Certificate Status Protocol (OCSP), to the identity- ties of the identity-based approach, in particular being
based setting, in order to provide timely revocation of an certificate-free and using small key sizes. Mutual au-
identifier and its associated public key. thentication of a user and a server is based only on a
Moreover,key escrows inevitable in the identity-based provably secure password-based authentication proto-

setting because the PKG uses a master secret to extract pri- ~ €0l- Yet, our architecture still supports various grid

vate keys of its users. This may not be desirable in some ~ SECUrity services, such as single sign-on, mutual au-
grid applications. thentication and delegation.

MyProxy Continuejs to play a major role 'n the GSl by of- “4We still require mechanisms for handling revocation of eepublic
fering better credential protection and mobility to grigtts keys, however.




e Key revocation in the identity-based setting is a well- lic key cryptography (CL-PKC). We then describe a prov-
known issue [14, 40]. We employ “just-in-time” is- ably secure password-based authentication protocol due to
suance of short-lived keys to avoid any complications Abdallaet al.[1]. We also give a brief overview of the exist-
related to revoking users’ long-term public keys. Our ing grid security infrastructure (GSI) of the Globus Toolki
approach is rather similar to the use of short-lived (GT), and review some related work.
symmetric keys in Kerberos [36]. This, and the fact
that system parameters of the identity-based primitives 2.1  Cryptographic Preliminaries
do not necessarily need to be pre-distributed or boot-
strapped, gives rise to easy, flexible and user-friendly | et G, andG, be two groups of ordey for some large
deployment of ID-PKC. We also show how timely re- prime ¢, whereG; is an additive group ané, denotes a
vocation for hosting servers’ long-term public keys can related multiplicative group.
be carried out very simply in our architecture, by push-  An admissible pairingin the context of identity-based
ing up-to-date revocation information to users during and certificateless public key cryptography is a function
authentication. G, x G, — G, with the following properties:

e We develop an escrow-free grid security infrastruc-
ture using CL-PKC. Key escrow is inevitable in the  © Bilinear: GivenP, @, R € G1, we have
identity-based setting because the PKG extracts pri- R ) R
vate keys on behalf of its users, and is a feature of éPQ+R)=¢ePQ) &P R)
the identity-based grid security architecture of Lim and é e
Paterson [32]. In applications where high-value or
commercially sensitive resources are to be shared, an
escrow capability at the Certificate Authority (CA) or
MyProxy level is unlikely to be acceptable.

e We devise a more efficient and natural delegation pro- =é(aP,Q)" = é(P,Q)™.
tocol than the current technique used in the GSI [49]
and the original approach of Lim and Paterson [32]. e Non-degenerate There exists a” € G; such that
This can be achieved by exploiting the properties of é(P, P) # 1.
hierarchical ID-PKC [24] and CL-PKC [4]. The math-
ematical properties of hierarchical ID-PKC and CL-
PKC allow very efficient credential verification of a
delegatee for a particular delegation. A verifier needs
only to check the credential of the delegatee, instead
of having to verify the credentials of the delegadeel
all of his ancestors along the delegation chain, as in
existing proposals [32, 49].

Hence, for any:, b € Z;, we have

é(aP,bQ) = é(abP, Q) = &(P, abQ)

e Computablelf P,Q € G4, é(P, Q) can be efficiently
computed.

Typically, G, is a subgroup of the group of points on
a suitable elliptic curve over a finite fieldy, is obtained
from a related finite field, and is obtained from the Weil
or Tate pairing on the curve. Givah @Q € G; anda € Z,
P+ @ denotes elliptic curve point addition, an@ denotes
elliptic curve point (or scalar) multiplication. Note thaP
Organisation. The remainder of this paper is organised can be computed very efficiently. However, the problem of
as follows. In Section 2, we introduce background material finding a givenaP is believed to be intractable, when the
relevant to this paper. In Section 3, we present our proposalcurve is appropriately chosen. This problem is known as
for a password-enabled and certificate-free grid security i theelliptic curve discrete logarithngECDL) problem. The
frastructure. This includes a description of the architext  reader is referred to [21] for more mathematical background
and its underlying protocols. In Section 4, we explain how on pairings.
key escrow can be removed from the security architecture

proposed in the previous section. Section 5 discusses some 1.1  |dentity-Based Public Key Cryptography

performance issues of our proposal. Finally, we conclude in ) ) ) _
Section 6. In 1984, Shamir [44] proposed the idea of identity-based

public key cryptography (ID-PKC). Instead of generating

and using a random public/private key pair in a public key
2 Background cryptosystem such as RSA or ElGamal, Shamir proposed
using a user’'s name or other unique identifier (such as an

In this section, we first give a brief introduction to pair- email address) as a public key, with the corresponding pri-
ings, which are bilinear maps fundamental to identity-bdase vate component being generated by a trusted Private Key
public key cryptography (ID-PKC) and certificateless pub- Generator (PKG). Since a user’s public key is based on



some publicly available information that uniquely identi-

fies the user, an identity-based cryptosystem does not re-

quire a mechanism for authenticating public keys. However,

Shamir was only able to develop an identity-based signature

(IBS) scheme based on the RSA primitive.
Only in the early 2000s did the emergence of cryp-

tographic schemes based on pairings on elliptic curves

result in the construction of a feasible and secure IBE
scheme [14, 29, 42]. Further details can be found in [39].

Gentry and Silverberg [24] proposed hierarchical
identity-based encryption (HIBE) and hierarchical idgpati
based signature (HIBS) schemes with total collusion resis-
tance, regardless of the number of levels in the hierarchy. |
the hierarchical setting, a root PKG produces private keys
for PKGs in the next level of the tree, who in turn generate
private keys for PKGs or users in the next level (and so on).
It is this scheme on which our proposal is badéte now
sketch Gentry and Silverberg’s HIBE and HIBS schemes
(see [24] for full details).

RooT SETUP: The root PKG chooses a generafgy €
G4, picks a randonsg € Z*, and sets)y = soFy.
It also selects cryptographic hash functions
H, :{0,1}* - Gy, Hs:Gy — {0,1}™ for some
n, Hz :{0,1}* — Gy, Hy : {0, 1}" x {0, 1}" — Zg
and H;:{0,1}™ — {0,1}"™. The root PKG’s
master secret iy and the system parameters are
<G1, GQ, é, Po, Qo, Hl, HQ, H3, H4, H5>

LOWER-LEVEL SETUP: A lower-level entity (lower-level
PKG or user) at level picks a randons; € Z; which
will be kept secret.

EXTRACT: For an entity at levelt with ID-tuple
(IDq,...,1D:), where(IDq,...,ID;) is the ID-tuple
of the entity’s ancestor atleve(l < ¢ < t—1),theen-
tity’s parent computes’, = H1(ID4,...,ID;) € Gy,
sets the secret poirtt; to bez;;l si1 P = S +
s¢—1 P, (note thatS;_; is the parent’s secret point
given by the parent’s ancestor afd ; is a secret value
only known to the parent), and defines Q-values by set-
ting Q; = s; P for 1 < ¢ <t — 1. The entity at level
t is given bothS;, as his private key, and the Q-values
by its parent.

ENCRYPT. Given a message m and ID-tuple
(ID1,...,IDy}), this algorithm computes the ciphertext
<TPO, ’I’PQ, e ,TPt, Z@HQ(é(QO, Pl)T), m®H5(z)>,
wherez € {0,1}" andr = H4(z,m). Note that
rPy,rP,,...,rP, are all elements ofG; and the
sizes of the last two components of the ciphertext are

dependent on.

5t is worth noting that other HIBE and HIBS schemes are aligla
We chose the Gentry/Silverberg schemes because they anergffand
their security is based on reasonable computational adgmp

DECRYPT. Given a ciphertextUy, Us, ..., U, V, W), this
algorithm takes as input the associated private &gy
and recoversn. It also checks iUy, Us, ..., U; have
the correct structure. Otherwise, the recoveneds
rejected.

SIGN: Given a private keys; and a message € {0, 1}*,
the signer with ID-tupl€ID+, .. .,1D;) computesh =
Hg(lDl, Ceey IDt,m) € Gy ando = S; + s;h. The al-
gorithm outputs the signature, Q1, . .., Q:), where
each componentis i&;.

VERIFY: Given a signaturéo, Q1, ..., Q) of a message
m, this algorithm takes as input the associated public
key, computed from ID-tupléID,...,ID;), and re-
turns a message indicating the success or failure of the
verification.

2.1.2 Certificateless Public Key Cryptography

There are applications which do not tolerate key escrow,
which is a feature of identity-based cryptosystems. Thss ha
led to the development of escrow-free variants of pairing-
based public key cryptography, including Al-Riyami and

Paterson’s certificateless public key cryptography (CL-
PKC) [3] and the certificate-based encryption (CBE) con-
cept of Gentry [23]. Itis the former approach that we use in
this paper.

A user’s private key in the certificateless setting con-
sists of two components: (i) an identity-dependent partial
private key (generated in the same way as in the normal
identity-based approach); and (ii) a full private key which
can be produced using the partial private key and some se-
cret known only to the user. Succinctly, this approach uses
input from the PKG and the user to generate a private key,
thereby eliminating key escrow. We now briefly describe a
hierarchical certificateless encryption (HCLE) scheme and
a hierarchical certificateless signature (HCLS) scheme [4]

RooT SETUP: As in Section 2.1.1.
LOWER-LEVEL SETUP: As in Section 2.1.1.

PARTIAL -PRIVATE-KEY EXTRACT: As with the E-
TRACT algorithm in Section 2.1.1, except that this
algorithm sets the entity’s partial private kéy to be
22:1 S$i—1P; = Di—1 + s¢—1 P, WhereDt_l is the
parent’s partial private key ang_, is a secret value
only known to the parent. The entity’s parent also de-
fines Q-values by settinl x,, Qv,) = (siFo, $:Qo)
forl <:<t—1.

SET-PRIVATE-KEY: This algorithm transforms a partial
private key D, of an entity at levelt with ID-tuple
(IDq,...,1D;) into a private keyS;, = s;D;, where
sy is the secret value that the entity has chosen in
LOWER-LEVEL SETUP.



SET-PUBLIC-KEY: This algorithm sets a public key of unique identity or distinguished name and given a public
an entity at levelt with ID-tuple (ID4,...,ID;) as key certificate signed by a Grid CA. Public key certificates
(s¢ Py, $:Q0)- are used to support authentication and key agreement proto-

ENCRYPT. This algorithm first checks if the Q-values cols, such as the TLS protocol. Proxy certificates are used
have the correct structure. It then performs similar for single sign-on and delegation.
steps to the HCRYPT algorithm in Section 2.1.1, ex- Before a user submits a job request, he must create
cept that this algorithm takes as input the ID-tuple @ proxy certificate which includes generating a new pub-
(ID1,...,IDy), the public key(s, Py, s,Qo) and the re- lic/private key pair and signing the proxy certificate with
lated Q-values to compute the ciphertext. his long-term private key. This newly created proxy cer-

DECRYPT. As with the DECRYPT algorithm in Sec- tificate can then be used for repeated authentication with

tion 2.1.1, except that this algorithm takes as input a other grid entities. The user’s long-term private key does
different set of Q-values. not need to be accessed again until the expiry of the proxy

SIGN: As with the SGN algorithm in Section 2.1.1, except ggg{(':ceati'ovfg; &g?rt\?ecizeéfgasc;rr]ejrr(()amu?r;(jsf:g] .a target
that this algorithm uses different Q-values. P ' P q '

VERIFY: This algorithm first validates the format of the Q- 1. X generates a new public/private key pair and sends a

values. It then performs the similar steps as with the request (that is signed with the new private key}ito
VERIFY algorithm in Section 2.1.1, exceptthatthis al- 2. A verifies the request using the new public key, creates
gorithm uses a different public key and Q-values. a new proxy certificate, and signs it with her current

proxy credential (short-lived private key);

We remark that the above schemes do not have for- 3. A forwards the new proxy certificate 6.

mal security models and proofs. Nevertheless, they are
straightforward adaptations of the provably secure HIBE Note thatA can impose some constraints on whatcan
and HIBS schemes of Gentry and Silverberg described inand can't do, using ther oxyPol i cy field of the proxy

Section 2.1.1. certificate.A has to trust that an entity to whicki presents
this proxy certificate will impose the constraints specified
2.1.3 A Password-Based TLS Protocol The GSI has been built on the Generic Security

Service Application Program Interface (GSS-API) [33]
Abdalla et al. [1] recently proposed a provably secure and incorporates GSl-enabled OpenSSL [38] to sup-
password-based TLS protocol, based on earlier work Ofport proxy certificates. Examples of the RSA-based ci-
Steineret al. [46]. The protocol makes use of a discrete pher suites includ&LS_RSA W TH_RC4_128_MD5 and
logarithm based mask generation function to instantiate a5 RSA W TH DES CBC SHA.
symmetric encryption primitive, as suggested by Beltztre In the GSI setting, each user has a long-term RSA pub-
al. [10, 11]. The protocol also makes use of a hash func- jic/private key pair with a 1024-bit modulus. The short-
tion H, mapping onto a Diffie-Hellman group generated term keys for the user’s proxy credential have only 512-bit
by g. Then, A with passwordPW encrypts a Diffie-  mgoduli. This substantial reduction of key sizes is driven by
Hellman componen® by calculating{g } »,, wherer 4 = the fact that generating an RSA key pair is a computation-
H(PWa)and{g®}~, = g"-ma. Thustheresult of the en- )1y expensive operation. It has been shown that generating
cryption is a group element. To decryptand recaffeone 5 key pair with 512-bit moduli can reduce the processing
can simply divide the ciphertext by,. We describe amod-  time by approximately 77% of the time required for a 1024-
ified version of this protocol and explain how it is used to p;t key pair [49]. Since the proxy credential has a relagivel
support single sign-on in Section 3.3.1. short lifetime, it is currently believed that the reduction

The important point about this protocol is that dictionary security implied by using only 512-bit moduli poses an ac-
attacks are of little value to an adversary. If the adversary ceptably low risk in grid systems.

guesses a password and uses it to deg/ypt 4, he simply There are a small number of grid projects that use Ker-
obtains a group element. In effect, the group elemgnt  peros [36] as the backbone of their security infrastrusture
masks the (hash of the) password. It is generally believed that Kerberos, being based on sym-
metric key cryptography, is more efficient than PKI-based
2.2 The Grid Security Infrastructure approaches. However, Kerberos is unlikely to be a suit-

able long-term solution because many computational grids

The PKl-based GSI focuses on authentication, messagéiave a dynamic entity population, and the establishment

protection, and the use of proxy credentials to support sin-and management of shared symmetric keys will be imprac-
gle sign-on and credential delegation [18, 49, 50]. In grid tical. Furthermore, it is not clear how the dynamic del-
applications that employ the GSI, each entity is assigned aegation mechanism of [49] can be supported using Ker-



beros. Therefore, PKI is preferred for grid applications, can eliminate the difficult tasks involved in correctly dsta
while Kerberos seems to be best suited for intra-domainlishing trust roots of CAs from the user side. It can also
security. In order to achieve inter-operability with PKI- minimise the user’s direct involvement in certificate man-
based systems, some Kerberos-based grid projects make usggement. Our proposal for a user-friendly and certificate-
of a Kerberised client-side program, called KX.509, to ac- free security architecture is influenced by Beck&sl's
quire X.509 certificates using a client’s existing Kerberos work.

ticket [30, 35]. Although the plug-and-play PKI concept seems to make
PKI more usable for the users, there are still many aspects
2.3 Related Work of PKI that need to be addressed. For example, how can we

improve the effectiveness of current key revocation mecha-
MyProxy [8, 37] is an online credential repository that nisms, such as CRLs, by exploiting the advantages that the

implements the virtual smart card concept [43]. As with Plug-and-play PKI concept could bring? Furthermore, the
storing keys in a smart card, a MyProxy server is expected@PPlication of the plug-and-play PKI to the GSI does not
to provide better protection for long-term user privatesey red_u_ce t_he _exte_nswe use of certlflcates_, and ce_rtlflc_aue cha
than desktop computing environments. ver_lflcqnon is still rngred for all the grid security sé&gs
To create a proxy credential, a user authenticates him-Which involve certificates.
self to the MyProxy server using a password which he
shares with the MyProxy server by performing the follow- 3 Our Proposal
ing steps [8].
) . Here, we propose a password-enabled and certificate-
1. The user establishes a TCP connection to the serveg.o ggj (PECF-GSI). We begin by giving a conceptual
and initiates a server-authenticated TLS handshake,jo\y of the PECF-GSI design. We explain how PECF-GSI
protocol. can support various grid security services. Then, we pro-
2. Once the TLS handshake is complete and a securgjide details of the protocols which underpin PECF-GSI.
channel is established, the user sends a request mes-
sage to the server. The request contains information,3.1  Architectural Overview
such as a username, a password and a lifetime.

3. If all checks succeed, the server will return ‘0’ to in- PECF-GSI employs a Trusted Authority (TA), instead
dicate success or ‘1’ with an error text that suggests of a CA, as the root of trust within a grid environment.
otherwise. The TA's roles include acting as the PKG in the identity-

4. The user then generates a new public/private key pairbased setting and providing a key management service. In

and forwards the public key to the server through the PECF-GSI, a user’s long-term credential is simply a pass-
established secure channel. word, which he shares with an authentication server. We

5. Subsequently, the server creates a new proxy certificaté?SSume that the user delivers his password to the authenti-

signed with the user’s stored private key and returns it C2tion server during a one-off user registration pf?ase..
to the user. The authentication server is assumed to be accredited by

the TA and hosting servers (or resource providers) within

This approach relies on a certificate-based PKI and the grid environment. Unlike the user, who only has to re-
the user must ensure that the associated certificates bootnember a password, the authentication and hosting servers
strapped in his machine are trustworthy and have not beermust obtain the TA's authenticated parameter set through
replaced. out-of-band mechanisms. This hybrid approach divides our

Recently, Becklest al. [9] considered issues related architecture into two zones: (i) a user-centric zone which
to the usability of the PKl-based GSI, noting that man- employs password-based authentication, and (ii) a server-
aging certificates can be burdensome and tedious for gencentric zone which makes use of identity-based PKI (non-
eral grid users. In an effort to improve the usability of the certificate-based PKI). This is illustrated in Figure 1.
PKI-based GSI, they adopted Gutmann’s plug-and-play PKI  As with the current GSI, we make use of proxy creden-
concept [26], which emphasises automated and transparertials when providing security services such as mutual au-
setup of PKI for the end user. In so doing, Beckétsal. thentication and delegation. In Figure 1, a user proxy is
make use of the PKIBoot service of [26] to allow a user a short-lived agent created by the user to perform security
to authenticate himself to a PKIBoot server with the stan- services on the user’s behalf. Similarly, a resource prexy i
dard username/password method. Subsequently, the user 6Note that user registration in PECF-GSI setting may well heem

can s.ecur.ely retrieve his public key.(‘:ertiﬁcate (and option simpler than applying for an X.509 certificate in the GSlisgtt This is
ally his private key) and/or CAs’ certificates. This appfioac because the user does not have to obtain a certified publifrdmya CA.
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Figure 1. A conceptual view of PECF-GSI.

created by a resource provider to help manage a job submisPECF-GSI can be used to support essential security services
sion from a user. for grid applications. Further details of the underlyingpr

We map the entities in Figure 1, each of which will re- tocols will be provided in Section 3.3.
quire some form of credentials to interact with another en-  Before userA submits a job to resourc®, for exam-
tity, into the hierarchical setting of the Gentry—Silverpe  ple, through the Grid Resource Allocation and Management
HIBE and HIBS schemes (as introduced in Section 2.1.1). (GRAM) module of the GT [50], she authenticates herself
Let R be an authentication servet,be a user, an& and  to R using a secure username/password mechanism. When
Y be hosting servers. We writé and X to denote proxies  the password-based authentication is successful and a se-
for A and X, respectively. Then, the TA is a level O entity cure channel betwees and R is establishedR? extracts a
in the hierarchy, and issues private keysitoX andY at  proxy credential for use byl. The proxy credential, which
level 1. These entities, in turn, issue private keys to tieeir  comprises a short-term public/private key pair, is trasmi
spective children at level 2, as shown in Figure 2. Note that ted to 4, along with other required information, such as the
A does not possess any long-term credential issued by thefA's system parameters, through the secure channel.
TA; instead she obtains proxy cred_entials frédin Hence, SubsequentlyA signs her job request (with the new
A, a user proxy ford, becomes a child oR. proxy private key), which is then submittedtd X verifies
A’s signed request and checksdfis an authorized user. If
the checks are successfi¥, createsX and the associated
managed job service [50]. This is followed by the mutual

Level 0 authentication ofd and X through an identity-based and
certificate-free TLS handshake protocol.

Level 1 R ~ A'may, at her discretion, delegate her credential through
A to X for later use [50].A can achieve this in PECF-GSI
by simply issuing a new proxy private key f§ through
the established TLS channel. This short-lived private key

Level 2 A
: is generated based on the relevant delegation information.
Now the delegate& effectively becomes a child of the del-
Figure 2. The hierarchical relationships be- e_gator[l in the hierarchy de_picted in Figure .2. Similarly, if
tween entities in PECE-GSI. X _furthe[ delegates some nghtsS;’o thenl_/ will become a
child of X. The resulting delegation chain rooted at the TA
STA-—R—A—-X Y.

Using the above notation, we now briefly explain how In this paper, we use a hierarchy with a single TA for ease



of exposition. In actual implementations, we can expandthe3.2.3 Key Revocation

hierarchy of Figure 2 to support multiple TAs. This can be ) , )
achieved by adding a root TA at the top of the hierarchy with Our proposed design deals with revocation of user keys and

the TAs becoming level 1 entities. Similarly, lower-level of hosting server keys in different ways. The users are never

entities are moved down to the next level in the hierarchy. 9ven long-term public keys, instead they are only ever pro-
vided with proxy keys. As with proxy certificates [48] and

Kerberos tickets [36], these proxy credentials in our PECF-
GSI setting have a short lifetime, typically less than 12

) hours. As the window of exposure to compromise is min-
We now describe the system parameters and keys thajmised, there is no need for an explicit revocation mech-

will be used in our protocols, which are described in Sec- anism for user keys. In this case, the hosting servers are

3.2 On System Parameters and Keys

tion 3.3. trusting R to only distribute fresh keys to the users if the
users’ privileges are still valid.
3.2.1 Parameter Generation and Distribution Conversely, hosting servers are issued with long term

) _ public keys. In this case, there is a requirement for an ex-
During the system setup phase, the TA runs a Bilin- pjicit revocation mechanism. To allow for the revocation of
ear Diffie-Hellman (BDH) parameter generator to obtain servers’ public keys, we introduce the notion of an Identity
groupsG, G of large prime ordey and an admissible  Reyocation List (IRL), where an IRL is analogous to a CRL
pairingé : Gy x G — Go. Itthen performs the BOT iy 3 certificate-based environment. The IRL includes the
SeTUP of the Gentry—Silverberg HIBE and HIBS schemes jgentity of any server whose key has been revoked. This
to produce a master secret The system parameters are gjjows users to verify the validity of a particular hosting
(G1,Go, €, By, Qo, Hy, Hy, Hs, Hy, Hs). We remark that  server's public key prior to submitting a job to that server.
an authentic set of_the_TA parameters must be made availiR| s are distributed to users b§ via the secure channel
able to the authentication and hosting servers. One way tOgstaplished at authentication time. From the user’s perspe
achieve this is by bootstrapping these parameters into th&iye, this “push” method of distribution simplifies the pro-
grid system. Alternatively, distribution of the paramet&r  cess of verifying whether a hosting server has had its public

also possible through the use of a certificate obtained fromkey revoked. We discuss this issue in more detail in Sec-
a conventional CA that certifies the parameters. We will 4jon3.3.1.

discuss concrete parameter choices in Section 5.

3.3 Protocols
3.2.2 Key Generation

Once the system parameters have been set up, the TA canis- e now describe the protocols that we employ in PECF-
sue private keys to its subordinates at level 1 (see Figure 2)GS! to provide single sign-on, mutual authentication and
using its master secret, computed by the BoT SETUP delegation for grid applications.

algorithm. For example, authentication servés long-

term private key isSg = soPgr, wherePr = H;(IDpg) 3.3.1 Single Sign-on

is the matching public key. Hosting servers’ long-term pub-

lic/private private keys are generated in a similar way. A The MyProxy system makes use of the existing standard
proxy’s public key at level 2 can be computed based on its TLS protocol [15] to provide mutual authentication between
ancestor’s identifier and its own identifier concatenatead wi a user and a MyProxy server. This is typically based on
a lifetime LT in some fixed format. For example, usés the MyProxy server’s public key certificate and a password
proxy public key would beP; = H;(ID g, 1D 4||LT 4), and shared by the server and the user. However, in such a set-
the corresponding private key can be obtained fi@mvho up, where the user enters his password only after the se-
will run the EXTRACT algorithm of the Gentry—Silverberg cure channel is established, the authentication of the user
HIBE (or HIBS) scheme to generate; = Sgr + srPj. (through his password) is not directly tied to the secure
Here,sy is a secret value chosen Bywhen it performsthe  channel [46]. This may give a false sense of security if
LOWER-LEVEL SETUP algorithm. The upper part of Ta- management of certificates of the relevant parties (e.g. the
ble 1 summarises the credentials possessed by the authentserver and its CA) are not handled properly. This prompted
cation server?, userA and hosting servex. the study of password-based TLS protocols [1, 46].

It is worth noting thatA does not possess any long- We use a modified version of the protocol described in
term credential, except a password which she shares withSection 2.1.3 for mutual authentication between a user and
R. Infact, R’s proxies are proxies of the users with whom the authentication server in our PECF-GSI setting. This is
it shares passwords. because the protocol is provably secure and it can be im-



Table 1. Credentials and keys in PECF-GSI.

Scheme Entity Long-term Credential Proxy Credential
PublicKey | Private Key Public Key | Private Key
Gentry-Silverberg R Pr = H,(IDR) Sr = soPr — —
(HIBE/HIBS) A — — Pz :H1(|DR7|DA||LTA) Si=Sr+srP;z
X PX:H1(|Dx) SX:SQPX P)‘(:H1(|DX7|Dx|‘LTx) S)‘(:SX—I—SX}DX
Al-Riyami—Paterson R (srPo, srQo) Sr = srSoPr — —
(HCLE/HCLS) A — — (s iPo,s54Qo) Si=35i(Sr+ srPj)
X <Sxpo,sto> Sx = sxsoPx <SXP0785{Q0> SXZS*(SX -"-Sxpj()

plemented by modifying existing implementations of the
widespread standard TLS protocol.

In PECF-GSI, we translate the discrete logarithm based
approach of Abdall&t al. to the elliptic curve setting. We
make use of the hash functidh, : {0,1}* — G7 from the
HIBE scheme. A’s passwordPW, is mapped tory =
H,(PW,4) € Gji. The Diffie-Hellman componenj® is
replaced byuP,, whereP, generate$s, and{aFPy}, is
defined to bet Py + 4. To recoven Py, we simply subtract
w4 from{aPy},,. Based on this mask generation function,

which makes use of the system parameters in our PECF-

schemes when performing mutual authentication and dele-
gation (see Sections 3.3.2 and 3.3.3).

The IRL is used byA to check the continuing validity
of the identifier of the hosting server to whighis going to
submit her job. Itis worth noting that this approach “fortes
the user into receiving an up-to-date IRL. Additionallyg th
user does not have to check the authenticity of the IRL, as-
sumingR behaves in an honest manner. Upon expiry of the
proxy credential, all the information that obtained from
R can be destroyed.
We remark that the whole process of single sign-on does

GSI setting, we can derive a password-based TLS protocolnot involve any kind of certificate or parameter verifica-

analogous to the protocol of [1]. Further details of this
protocol are given in Appendix A.

Steineret al. and Abdallaet al. suggest that parameters
such asG,, P, and H; should be fixed or form part of a
standardised ciphersuite. This obviates the need for e us
A to verify the number-theoretic appropriateness of these
parameters.

Once A and R have been mutually authenticated and
established a secure sessighextracts a short-lived pub-
lic/private key pair(Pj,S ), shown in Table 1. Subse-
quently, R sends the following information ta through
the secure channel:

1. the newly created proxy credenti@ s, Sz);

tion from the user’s perspective (recall that users are in a
password-based zone in our PECF-GSI setting). Here, we
regard verification of parameters as checking the authen-
ticity of the parameters and not validating their number-
theoretic structure.

3.3.2 Mutual Authentication and Key Agreement

While a password-based TLS protocol is a convenient
mechanism for the authentication server and its (known)
users, the standard PKI-based TLS protocol is clearly more
suitable for mutual authentication and key agreement be-
tween two entities who have not previously communi-
cated. We now leave the password-based zone and enter the

2. an authenticated copy of the TA system parameterscertificate-free PKI zone, where we explain how two enti-

(G1,Gy, ¢, Py, Qo, Hy, Hy, Hs, Hy, H5);®
3. an up-to-date IRL.

Upon receiving the proxy credential{ stores the pri-
vate keysS ; in a local file system accessible by her proky
when necessary. This completes the process of single sign
on by A. The system parameters thatreceives fromR
are needed to run the Gentry-Silverberg HIBE and HIBS

“In order to optimise the efficiency of our proposal, we
re-use some of the components of the system parameters
(G1,Go,é, Py,Qo, Hi1,H2,H3, Hs, Hs) that R obtained from
the TA.

8We note that the parameteBs , Py and H are already in use byl to
run the password-based TLS protocol. Hence, in an actudémgntation,

R only needs to transmit the remaining system parametess to

ties within a grid environment can authenticate each other
and share a session key.

Figure 3 shows a certificate-free authenticated key agree-
ment protocol, adapted from Lim and Paterson’s identity-
based TLS protocol [32], with minor modifications to the
Serverldentifier andCdientldentifier mes-
sages. The protocol employs the Gentry—Silverberg HIBE
and HIBS schemes.

In the first message of the protocal,; denotes a
nonce chosen by, session_id is self-explanatory,
and ci pher_suite contains a cipher specifica-
tion that handles the HIBE and HIBS schemes, e.g.
TLS H BE_HI BS_W TH_DES CBC_SHA. Here,
Encx(.) denotes an encryption using the HIBE scheme



(1) A—X: dientHello = ng, sessionid, ciphersuite
(20 X —A: ServerHello = ng, session.id, ciphersuite,
Serverldentifier =IDx, IDx|LTx,

Server Hel | oDone
B A—X: dientldentifier =IDg, ID|LTaA,

Cl i ent KeyExchange = Ency(premaster_secret),
IdentityVerify = Sig;(handshake messages),
d i ent Fi ni shed

(4 X — A: ServerFinished

Figure 3. A certificate-free authenticated key agreement pr  otocol

with X's proxy public key P, while Sig;(.) represents  certificate-free and is a one-pass protocol message, ft als
a signing operation in the HIBS scheme usiAg proxy has a very efficient verification mechanism in the sense that
private keys ;. a delegatee’s delegated credential can be checked by per-
When A (playing the role of client) performs mutual au- forming only one signature verification, regardless of the
thentication withX (playing the role of server), she needs length of the delegation chain. This is a significantimprove
to forward her public key information, i.e. IR 1D 4||LT 4 ment on the two aforementioned delegation methods.
to X as part of the protocol handshake, and vice versa. We now explain the details of the delegation technique
Note that sinceX includes its long-term identifier in the that we employ in PECF-GSI by using an example between
Server | dentifi er messaged must checkiftheiden-  the delegatorl (through her proxyd) and the delegate.
tifier is still valid using the IRL that she received from In the delegation procesd, performs the following steps:
Similarly, sinceA usesR’s long-term public key informa-

tion, X must validateR’s public key before using it. 1. compute a proxy public kef’y, x of the form

Space constraints preclude a more detailed description H(ID». ID 4IILT 4. 1D + IILT < 1 Jobe || Policy«
of the TLS protocol and the above protocol. The inter- 11D, IDAJILT 4, 1D LT x|} Job | 22
ested reader is referred to the literature for further de- where LT is the lifetime thatA decides forX, Jobg
tails [15, 32]. We also note that our certificate-free authen describesA’s job request, and Poligy indicates the
ticated key agreement protocol can be adapted straightfor- policy thatA wishes to enforce o ;
wardly to support user-to-user authentication. 2. extract a proxy private ke§ s x = Si + s41P4/x

with her secret valug 5;

3.3.3 Delegation 3. transmit (IDx |[|LT x [ Jobx [|Policyg, S5,x) to X

through a secrecy and integrity protected TLS chan-
The current delegation technique used in the GSl requires a nel?

round-trip interaction between a delegator (typically & gr N

user) and a delegatee (typically a hosting server or resourc !N this caseA actually acts as a PKG and issues a private
provider), as described in Section 2.2. Also, verificatibn o key to X, which becomes the entity belod at level 3 in

a delegatee’s credential requires validating both lomgrte ~ Figure 2. This can be seen in the ID-tuple used to construct
and proxy certificates of all the parties involved along the P, in which the first two parts are identifiers of’s
delegation chain. ancestors, i.eR and A. -

Lim and Paterson proposed an identity-based one-pass It is worth noting that hereX’s delegated proxy creden-
de|egat|on protoco| [32] in which the de|egator S|gns adel tial is different fromX’s proxy credential shown in Table 1.
egation token and forwards it to the delegatee. One advanThe latter is usually used whe¥i performs mutual authen-
tage of this approach is that the delegator can bind the deledication with users.
gatee’s public key information to the delegation tokenwith  If @ third party, for examplé’, wants to verify thatX
out acquiring the delegatee’s proxy public key, thus requir indeed is acting oal’s behalf, thery” must: (i) authenticate
ing only one-pass protocol message. However, verification °It might be thought that the need for the secure channel tspert
of a delegatee’s status as the delegation target requilies va the proxy private key fromi to X is a limitation of this approach. In
dation of all the signed delegation tokens (analogous ie val fact, the secure channel between these two parties will arigvay; the

dation of certificates in the GSI) issued by all the delegator parties have to authenticate each other using the TLS hakelgirotocol,
| he del . hai before the delegation can take place. This is to ensurehbaldlegation
along the delegation chain. is targeted at the right entity and that the delegation tasgeonvinced of

Here, we propose a delegation protocol which is not only the identity of the delegator.




X and (i) check thatX is in possession af s, 5. These an adversary, who is also a valid user under the same
two checks will be carried out as part of the TLS handshake TA, intercepts the proxy private key s, x that A created

that takes place betweefiandY . for X, and replaces it wittE’s self-computed private key
WhenX further delegated’s credential to another host- S’ <+ = Sk + spPa,x. Superficially, this appears to be a
ing serverY’, X can construct a new proxy public key feasible attack, sincEy, ¢ is public andE knows the sys-

) tem parameters. However, the HIBE and HIBS schemes
Pa/x/v = Hi(IDR, ID4[|LT 4, IDx [[LT ¢ [[Jobg [[Policyx,  have the property that the private key corresponding to
IDy ||LTy ||Joby || Policysy ), Pj,x can only be computed by the owner of the identity
“ID 4||ILT 4", which is the immediate ancestor of the next
where Job refers to the job (potentially sub-tasks of J9b  levelidentity “IDx ||LT g || Jobg ||Policys” in the same hier-
that X wantsY” to execute and Poligyrefers to the policy  archy. Gentry and Silverberg’s security model does model
that X imposes on’, respectively. The matching private an adversary that obtains identifiers to which it is not enti-
key isSi,x/v = Sajx + sxPasx y- This private key  tled, and their HIBE and HIBS schemes are provably secure
and the relevant information can then be forwardedto  in such an attack model [24].
which subsequently becomes subordinat& tat level 4 of
the hierarchy. 4 Removing Key Escrow
To verify Y’s delegated proxy credential, the verifier
only needs to authenticaié and check whether” knows Key escrow is a feature of the HIBE and HIBS schemes
the private key corresponding s, /v, eventhough the 50 in PECF-GSI, as with other standard identity-based
delegation chain now has two delegate¥sandY). This  ¢ryptographic schemes. This may not be acceptable for
can be done, in principle, by verifying a signature produced certain grid applications. One way of solving the key es-
by Y usingSy4,x /v crow problem is to apply the Al-Riyami—Paterson HCLE
We remark that the use of the Gentry—Silverberg HIBS znd HCLS schemes to PECF-GSI.
scheme for this purpose would resultin the size of the signa- | order to use the Al-Riyami—Paterson HCLE and
ture increasing as the delegation chain grows and verifica-HCLLS schemes (see Section 2.1.2), we need to modify the
tion of the signature becoming slower. Nevertheless, therekeys used in the HIBE/HIBS schemes. An entity’s pri-
existimproved HIBE schemes in the literature, from which yate key in the HCLE and HCLS schemes is the product
we can derive a more efficient HIBS scheme. Boeell,  of the entity's private key and its chosen secret value fer th
for example, recently proposed a HIBE scheme in which Gentry—Silverberg HIBE and HIBS schemes. For instance,
the size of the ciphertextis constant and decryption reguir - r's jong-term private key in the HIBE/HIBS schemes is
only two pairing computations, regardless of the hierarchy ¢ p..: hence R’s new private key for the HCLE/HCLS

depth [13]. schemes would beg sy Pr, wheresy, is a secret value that
R uses to extract private keys for its immediate lower-level
3.4 Security Considerations entities. The public key oR, which comprises two compo-

nents, is nowsr Py, srQo). The lower section of Table 1

In our single sign-on approach, we assume tRds a summarises the new key sets required for the Al-Riyami—
party trusted to issue the correct system parameters, mosPaterson HCLE and HCLS schemes.
importantly@Q,, and up-to-date IRLs to its users through se-
cure channels. Therefore, no additional infrastructureis 4.1  Single Sign-on Without Key Escrow
quired to verify the authenticity of the parameters and IRLs
Note that most of the components of the system parameters The changes that we have to make to PECF-GSI in order
discussed in Section 3.2 can be fixed and made public, exto remove the key escrow issue are rather trivial. WHen
ceptQo = sobFo, Wheresg is the TAs master secret. A performs a single sign-on, she and her authenticationserve
failure to obtain@, from a trusted source would allow a R first perform mutual authentication using a shared pass-
trivial man-in-the-middle attack. Our single sign-on mrot  word, and then establish a secure channel (as before). Sub-
col is secure against such an attack, assuntingehaves  sequently,R runs the RRTIAL-PRIVATE-KEY EXTRACT
honestly. Also, we assume that hosting servers always trustlgorithm and issues a partial private K& +sr P ) to A,
R in issuing proxy credentials to the correct users. Thesealong with other information such as the system parameters
assumptions are essential for the protocol in Figure 3 andand an updated IRL.
our delegation protocol to work as intended. When A receives the partial private key, she runs the

We now consider the possibility of an adversary attack- LOWER-LEVEL SETUP algorithm to randomly pick a se-
ing the delegation protocol. Using our example from the cret values ;. This secret value, in turn, is used to compute
previous section, we need to consider the possibility thather proxy public/private key paird can then use the proxy



credential to perform mutual authentication and delegatio choice results in a corresponding group of prime orgler

with a hosting server. Since the valsig is unknown toR, approximately equal t@2°2, and gives roughly the same
A’s new proxy private key is kept secret froRy which is security level as 1024-bit RSA. Using the point compres-
not the case in the protocols described in Section 3.3. sion technique, elements of this group can be represented
using 272 bits. Since all arithmetic is carried out in fieléls o
4.2 Security Concerns characteristic 2, group operations and pairing compuiatio
can be implemented efficiently [7].
The cryptographic set-up in CL-PKC allows userstocre-  In addition to the curve and group selections, we re-

ate more than one public key for the same partial private quire hash functions for the Gentry—Silverberg HIBE and
key [3]. For exampleA can randomly select two differ- HIBS schemes. The outputs éf; and Hs are elements

ent secret values; ands’;, and compute two sets of dis- of G;, while H, gives an output with approximately 252
tinct public/private key pairs. However, we believe thasth  bits. Note that the size of outputs &, and Hy are de-
property would not cause any major issues within a grid en- pendent om, the bit length of plaintexts. We assume that
vironment. This is because partial private keys produced byn = 256, since this is sufficient for our protocol mes-
the authentication server are short-lived. In fact, thesise sages (see Section 3.3.2). Hence, the size of ciphertexts
can take advantage of this property by extracting differentand signatures produced by the Gentry-Silverberg HIBE
proxy key pairs for different job submissions to increasg ke and HIBS schemes (or the Al-Riyami—Paterson HCLE and
freshness, before the expiry of their respective partial pr HCLS schemes) can be computed, and are 1056 bits and
vate keys. 816 bits, respectively.

In the context of CL-PKC, we must trust the authen-  The estimated communication costs for the protocols
tication server not to mount active impersonation attacks that underpin the GSI and PECF-GSI are summarised in
against its users. Such attacks are possible because thable 2. The architecture based on the Gentry—Silverberg
authentication server can always select a secret value (foschemes is denoted by PECF-GSI-I, while the architecture
some “victim”) and calculate a private key based on the vic- based on the Al-Riyami—Paterson schemes is denoted by
tim’s partial private key to which it necessarily has access PECF-GSI-II. Actual computational costs in milliseconds
However, these attacks would leave behind cryptographicare also summarized in this table. These timings were ob-
evidence which may reveal the authentication server's ac-tained by implementing the key generation algorithms in
tions. We also note that traditional PKIs have an analogousRSA and the Gentry—Silverberg HIBE/HIBS schemes us-
problem: we have to trust a CA not to illegally sign user ing the MIRACL library [45]. The experiments were per-
certificates, enabling the CA to impersonate these users tformed on a Pentium IV 2.4 GHz processor. For simplicity,
other parties. we limit the length of the delegation chain to one. Compu-

tational costs are not currently available for PECF-GSI-II

5 Performance
5.1 Communication Costs

In this section, we compare the communication costs of
the protocols used in GSI and PECF-GSI for key agreement  |n the GSI, the communication cost of the key agree-
and delegation. We then compare the computational costsnent protocol through the standard TLS handshake is ap-
of long-term and proxy key generation, key agreement andproximately 37.8 kilobits; the corresponding cost in PECF-
delegation. GSI-I (with key escrow) is approximately 1.9 kilobits.

In the GSI, we assume the size of a 1024-bit RSA public Note that for simplicity, we ignore small components in
key certificate is 1.5 kilobytes (ignoring small fields, such poth the TLS protocols, such as tiki ent Hel | 0 and
as subject and validity period). Similarly, a 512-bit RSA J j ent Fi ni shed messages. Key agreement in PECF-
proxy certificate is 0.8 kilobyte¥. Ciphertexts and signa-  GSi-II, which does not have key escrow and so makes use
tures generated using a short-term RSA key are 512 bits.  of additional public key components, has a slightly higher

For PECF-GSI, we work with a supersingular elliptic communication cost compared to key agreement in PECF-
curve of embedding degree 4 oV@s2n: [20, 22] to ob- GSI-I.

tain the system parameters described in Sectiof'3This The communication costs for delegation in the GSI

101t is worth mentioning that RSA keys can be replaced by mucinteh Car} be ?St'mat_ed Stra|ghtf0rwardl3’_from the prOtopOI de-
keys, which are based on elliptic curve cryptography (ECK2).[ How- scribed in Section 2.2. Delegation in PECF-GSI-I is very
ever, this does not eliminate the fact that certificatesstiillbe in use, and lightweight because it only involves issuance of a private

hence, the associated limitations of certificated-basehitactures. - -
11Wwe note that this curve is only chosen so that concrete tisnamgl bit key' In PECF-GSI-Il, additional pUb“C key components are

counts can be given. A wide variety of other choice of curves taeir in(?IUded_ as well, and her_‘(.:e extra bandwidth is 'jeqUi.red-
associated parameters are available. It is obvious that our certificate-free approach suits wire-



Table 2. A comparison of performance characteristics.

| Type of Cost (units) | Operation GSI | PECF-GSI-I | PECF-GSI-II
Communication (KB) Key agreement 37.8 1.9 2.4
Delegation 7.8 0.3 0.8

Computation time (ms) | Long-term key generation | 149.90 1.69

Proxy key generation 34.85 1.74

Key agreement 5.34 28.95

Delegation 38.33 10.16

less environments well, in which transmission of data us- 6 Conclusions and Future Work

ing battery-powered mobile devices is a relatively expensi

operation. We have proposed a grid security infrastructure which
is password-enabled and certificate-free. Our infragrect

offers three distinct advantages.

5.2 Computational Costs _ )
e The only long-term secret required by users is a pass-

word. This is likely to improve usability and accessi-

Key generation in PECF-GSI is far more efficient than bility of grid applications considerably. Moreov,er, we
RSA key generation in the GSI. This may have a big impact do not need to worry about revocation of users’ public
on password-enabled architectures such as the GSl incorpo- ~ K€YS, @ considerable problem in certificate-based ar-

rating MyProxy and PECF-GSI. chitectures. o .
e Keyagreementand delegationin our approach requires

much less bandwidth than the GSI. In addition, our
delegation technique requires only a single verifica-
tion.

e The computational effort required by the key genera-
tion algorithms that we employ is considerably lower
than in the GSI.

We can see from Table 2 that proxy key generation in
PECF-GSI is almost 20 times faster than MyProxy in the
GSI'2 This is, to some extent, an unfair comparison, be-
cause of the completely different mathematical properties
behind these two approaches, but it does suggest that the
authentication server in our proposal will scale better and
support a larger number of users than the MyProxy server.

The figures for key agreement (including mutual authen- ~ Our lightweight security architecture is more suitable
tication) are obtained by summing the times taken for the than the GSI for use by devices with limited resources,
user and authentication server to perform their respectivethereby significantly extending the number of devices that
parts of the protocol. A similar method is used to obtain a can interact with computational grids and going some way
single figure for the computational costs of delegation [31, to realising the potential of wireless grids. That said,
Table 4.3]. Key agreement in the GSI (using the standardidentity-based and certificateless public key cryptogyaph
TLS protocol) is computationally less expensive than the are relatively new, and thus lack support from standardisa-
corresponding operations in PECF-GSI (using the modi- tion bodies. This may hinder early adoption of our proposal.
fied identity-based TLS protocol). In contrast, delegation ~ To meet the requirement of grid applications which do
in PECF-GSI is almost four times faster than in the GSI.  not tolerate key escrow, we proposed the use of certificate-
less public key cryptography, which enables users to select
their own private components. This only resulted in minor
changes, in terms of key set-up, to our original architectur

An important security aspect of grid applications which
we have not considered in this paper is authorization. A nat-
ural extension of this work is to develop novel authorizatio
techniques using properties of identity-based cryptduyap

2Note that we only compare private key extraction in PECF-GSI We are also aware that there are other aspects of per-
RSA public/private key pair generation in the GSI, becabhsetitme taken formance that ought to be considered, such as fault toler-

to compute a public key using the hash functitin in PECF-GSIis neg- 5406 and availability of our architecture in comparisorwit
ligible given the parameters we have chosen. Furthermamstaiction

of a public key by hashing an identifier occurs as part of treeiated MyProxy. Since MyProxy still continges tq evolve, it will
encryption/decryption scheme. be appropriate to make such comparisons in the near future.

It is unfortunate that key agreement is slower in PECF-
GSI, but we note that the cumulative time for key agreement
and delegation is still lower in PECF-GSI. Overall, we be-
lieve that the computational costs of PECF-GSI make it an
attractive alternative to the GSI.
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A A Password-Based TLS Protocol

Figure 4 shows the EC-SOKE-TLS protocol, an adapta-
tion of the Simple Open Key Exchange for TLS (SOKE-
TLS) [1] to the elliptic curve setting.

1) A—R: dientHello
session. d,
ci pher suite
ServerHell o = ng,
session.d,

ci pher _sui te,

Ser ver KeyExchange =IDg,
rPy,

Server Hel | oDone

Cl i ent KeyExchange =1D 4,
{G’PO}TFA

Ser ver Fi ni shed

d i ent Fi ni shed

nAl

2) R— A:

B) A—R:

R— A:
A— R:

(4)
()

Figure 4. EC-SOKE-TLS protocol

We assume used (playing the role of client) and au-
thentication serveR (playing the role of server) share a
passwordr 4 and some parameters required for the proto-
col, such a$s,, Py and H;. We use{-} to denote a mask
generation function which maps an elementGafinto an-
other element ofs; by using the password. In our case,
the mask generation function is defined to be the addition

of a group element and a password (as described in Sec

tion 3.3.1).

In step (1),A sendsR a standardCl i ent Hel | o mes-
sage as in the standard TLS protocol. Herg,is a random
number generated by.

In step (2), R responds with &Ser ver Hel | o mes-
sage which contains a different random number and
other associated information. R also randomly picks
r € Z,, calculates its Diffie-Hellman value ag} and for-
wards theSer ver KeyExchange message tod. The
Server Hel | oDone message is sent to indicate the end
of step (2).

In step (3), A randomly selects: € Z; and com-
putesaP,. This Diffie-Hellman value is then encrypted (or
masked) usingl’s passwordr4 and forwarded tdz, along
with her identity.

A and R compute a pre-master secret

pms = HO(IDA7 IDRa TA, {aPO}ﬂAayP07 ayPO)a

where PRF is a pseudo-random function specified for the
standard TLS protocol [15].

Note that R can computepms if and only if it can
recoveraP from A and compute the composite Diffie-
Hellman valueny Py. On the other hand4 must know the
valuea of a P that R would recover from her passwori .
This is to prevent an adversary from impersonatihgo
R using a guessed passwarf] by computing{a'Fo},,,
wherea’ is a value which is known to the adversary. This
impersonation would fail unless the adversary could ptedic
the valuen” of a”’ Py that R recovers using the correct pass-
word 74 from {a’PO},r/A. The difficulty of findinga” is
believed to be as hard as solving the ECDL problem.

In step (4),R produces theSer ver Fi ni shed mes-
sage, which contains the verification value:

PRHms, “server finished”, hy, ho)

where h; and hs represent hash values of all handshake
messages up to but not including this message, using dif-
ferent hash functions.

Note thatA must verify if R has computed the cor-
rect value in theServer Fi ni shed message before
calculating her corresponding verification value in the
C i ent Fi ni shed message in the last step. This is to
prevent a bogus server from impersonatiRgto A and
mounting an offline dictionary attack. IfA sends the
C i ent Fi ni shed message immediately after sending
thed i ent KeyExchange message, the bogus senir
can test if a candidate passwaorf is correct by performing
the following steps:

1. decrypt{aPy}., from A using its guessed password
«’, and obtain:' P;

compute the corresponding pre-master seerat and
master secrets’ using{aFo}r,,yPo,a'yP, assum-
ing R’ knows the valuey;

. compute the verification value of
ClientFini shed message usingpms’
ms’;

compare the verification value obtained in step (3) with
the value that?’ received fromA. A match between
these two values indicates a correct guess. Otherwise,
R’ repeats steps (1) to (4) using a different candidate
passwordr’;.

2.

the
and

4,

A is authenticated t@& if the last message from con-
tains the correct verification value. Thast er _secr et
is subsequently used to derive further keys for the TLS
record layer.

where H; is a secure hash function; the associated master

secretis

ms = PRRpms, “master secret”,na,nx),



