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Abstract—Constraints are an important part of role-based
access control policies. The safety or security of a system is
maintained by enforcing constraints that are specified in the
policy. In order to decide whether an access request is authorized,
existing constraint enforcement mechanisms perform both au-
thorization checking, which verifies that the requested operation
is sufficiently authorized, and constraint checking, which checks
whether permitting the operation would violate any constraint.
The decision functions of large-scale systems, where hundreds
of requests arise concurrently, require relatively simple decision-
making algorithms. Performing constraint checking when de-
ciding whether an access request is authorized introduces an
additional overhead.

In this paper, we describe a new framework for enforcing
constraints that only requires us to perform authorization check-
ing when deciding an access request. Essentially, we transform
the constraint checking problem into an authorization checking
problem by modifying authorization state following the success
of an access request.

I. INTRODUCTION

An access control policy specifies high-level rules according
to which the system must govern access to its protected
resources. An access control mechanism defines low level
functions that implement the controls imposed by the policy.
Typically, an access control mechanism includes a reference
monitor, which mediates every request and decides whether to
permit or deny the request.

Often, the success of an access request not only allows a
principal to access protected resources, but may also update
the authorization state. In a role-based policy, for example,
the authorization state is updated following the success of a
request that attempts to assign a user to a role. In this paper, we
consider access requests that require the authorization state to
be updated following their success. We refer to such an access
request as an operation.

Constraints specify high-level policy requirements that must
be satisfied in order to enforce the business rules of the system.
A “constrained policy” includes the specification of at least
one constraint on the set of operations that may be permitted
by the system. In order to guarantee that the constrained policy
is enforced, we must ensure that no operation which results
in the violation of a constraint can succeed.

Given a constrained policy, in order to decide whether
an operation is to be permitted, the reference monitor must
perform authorization checking and constraint checking.

• Authorization checking is required to verify that the
initiator of the operation has the (minimal set of) per-
missions required for the operation to be permitted.

• Constraint checking is required to ensure that permitting
the given operation will not result in a state change that
would cause the violation of any constraint specified
in the policy. (In other words, constraint checking is
essential for enforcing a constraint.)

An operation is only permitted if it passes both authorization
checking and constraint checking.

Generally, in order to know whether or not permitting an
operation op would violate any constraint, it is necessary to
identify a set of constraints that are relevant to op and evaluate
these constraints at some point in time. Existing constraint
enforcement mechanisms perform constraint checking while
deciding an operation [1]–[3]. We believe that approaches that
perform both authorization checking and constraint evalua-
tion for deciding an operation may not be appropriate for
applications that require quick access decision times. This
is because performing constraint checking for deciding an
operation creates an additional overhead to access decision
times.

The decision functions of large-scale systems, where hun-
dreds of requests arise concurrently, require relatively sim-
ple decision-making algorithms. We describe an approach
where an operation is decided by only performing authoriza-
tion checking. In simple terms, we transform the constraint
checking problem into an authorization checking problem by
updating the authorization state following the authorization of
an access request. The authorization state is updated (after the
request has been authorized) to include those requests that are
now prohibited as a result of permitting the authorized request
to proceed. The evaluation of an access request first checks that
the request is not prohibited, and only then decides whether
it is authorized.

Hence our framework has the following features.

• Authorization state encodes both positive and negative
authorizations.

• Constraints are not evaluated when deciding an operation;
rather, constraints are evaluated following the success of
an operation.

A variety of constraints have been considered in the role-



based access control (RBAC) literature. Perhaps the best
known being static separation of duty, dynamic separation of
duty and cardinality constraints. We develop a uniform syntax
for specifying such constraints and also illustrate that these
constraints only differ in their evaluation context, enabling us
to have a single strategy for enforcing many different types of
constraints.

However, existing RBAC models do not provide a suffi-
ciently rich notion of authorization state. The concept of a
session, for example, is defined simply as a set of roles selected
by a user. In order to enforce dynamic constraints that are
specified over multiple sessions, it is necessary to have a more
complex data structure to describe sessions. The first part
of this paper, therefore, describes some minimal extensions
to the basic RBAC model that are required to support the
enforcement of many types of constraints.

The following are the main contributions of this paper.
• We extend the RBAC96 model to include a comprehen-

sive account of run-time and historic authorization state
and define state changes within that model.

• We define a uniform syntax for specifying both separation
of duty and cardinality constraints.

• We define formal semantics for constraint satisfaction.
• We present a framework for enforcing constrained role-

based access control policies.
The rest of the paper is organized as follows. In the next

section, we extend the RBAC96 model. Section III formally
defines constraints, evaluation contexts and semantics for con-
straint satisfaction. We describe the concept of a new constraint
enforcement framework in Section IV. We compare our work
with relevant work of the literature in Section V, and conclude
this work in Section VI.

II. RBAC MODEL

We extend the RBAC96 model [4] which defines the fol-
lowing sets and relations: R is a countable set of roles, U is a
countable set of users, P is a countable a set of permissions,
and S is a countable set of sessions. We retain the user-role
and permission-role assignment relations, UA ⊆ U × R and
PA ⊆ P ×R.

A. Extensions to RBAC96

However, we extend the accepted notion of session and
include additional relations, because the RBAC96 model is
not sufficiently rich semantically to permit the evaluation of
certain types of constraints. RBAC96 defines a set of sessions
S, and functions user : S → U and roles : S → 2R, where
user(s) denotes the user who activated session s and roles(s)
denotes the set of roles active in session s; roles(s) is a subset
of the roles for which user(s) is authorized. While these
elements of the model permit the evaluation of constraints
concerned with the current state of the system (albeit in a
rather complicated way), they do not permit the evaluation
of constraints concerned with past actions. Accordingly, we
introduce the following relations.
• The user-session relation US ⊆ U × S × {0, 1}.

– (u, s, 1) ∈ US means that session s is associated
with user u and is live.

– (u, s, 0) ∈ US means that s is no longer live (having
been terminated by the user).

We assume that each session s is associated with a unique
identifier. In particular, once a session is terminated it
is never reactivated. Note, however, that a user may
have two or more live sessions: that is, we may have
(u, s1, 1) ∈ US and (u, s2, 1) ∈ US .
In other words, a session identifier uniquely identifies a
tuple in US , but the user attribute does not.

• The session-role relation SR ⊆ S ×R× {0, 1}.1

– (s, r, 1) ∈ SR means that role r is currently active
in session s.

– (s, r, 0) ∈ SR means that role r is no longer active
in session s.

Hence the set of roles activated by a user u in session s
can be computed from SR. Moreover, the set of all roles
activated by a user u in all live sessions can be computed
from US and SR.

• The session-permission relation SP ⊆ S × P × {0, 1}.2

This relation is used to model the actual granting of
permissions in response to requests from a session. When
the permission is no longer required, we say that it is
released.

– (s, p, 1) ∈ SP means that session s has requested and
been granted permission p, and p has not yet been
released by s. The authorization semantics of RBAC
means that there exists r ∈ R such that (s, r, 1) ∈ SR
and (p, r) ∈ PA.

– (s, p, 0) ∈ SP means that session s requested p, was
granted permission p, and has subsequently released
it.

B. State of an RBAC system

The (authorization) state of a role-based system may be
divided into three parts.
• The static authorization state λs defines authorizations for

various entities, such as users and roles, within a system.
• The runtime or dynamic authorization state λd defines

what roles are currently active and which permissions
have been granted (as a consequence of an access request
being authorized), but not released.

• The historic authorization state λh defines previous sys-
tem activity, such as successful activation of roles and
invocation of permissions.

The static authorization state is represented using existing
RBAC96 structures, such as the UA and PA relations. In

1The RBAC96 model permits the set of roles within a session to be
dynamic, but the specification of the model only allows us to identify the
roles that are currently active within a session. This is inadequate if we wish
to enforce dynamic constraints that restrict activation of roles across multiple
sessions.

2Note also that the RBAC96 model admits the existence of a set of active
permissions within a session. Again, we need to extend the specification of
the RBAC96 model so that we can enforce dynamic constraints that restrict
invocation of permissions across multiple sessions.



particular, λs = UA∪PA. Note that the extensions defined in
Section II-A can be used to model the run-time state of the
system, as well as the historic state. This is because we include
the “active flag” in such relations, enabling us to distinguish
between current role activations and permission invocations
and those that have happened in sessions that are no longer
live. Hence, λd ⊆ λh = US ∪ SR ∪ SP .

C. State changes

An event is triggered by the successful completion of some
operation. Such an operation may be initiated either internally
by the system or externally by a user (in the form of an access
request, for example).

Each event is associated with a set of actions. Such an
action may either simply update the state or perform some
more complex combination of tasks. In the context of this
paper, each such action has the effect of modifying some
RBAC relation defined in Section II-A. In other words a suc-
cessful operation causes a state change, while an unsuccessful
operation does not. The successful completion of a user-role
assignment operation, for example, causes a change in the UA
relation; whereas a successful activation of a role by a session
changes the SR relation.

Table I summarizes the operations that we consider in
this paper. It includes the parameters associated with each
operation (where u ∈ U , r ∈ R, s ∈ S and p ∈ P ), the
state that is affected, and the effect of the state change.

Any operation that causes a tuple to be added to the state
is said to be a grant operation; and any operation that causes
a tuple to be removed from the state is said to be a revoke
operation. Hence, invokePerm(.) is a grant operation and
releasePerm(.) is a revoke operation, for example.

III. CONSTRAINTS: SPECIFICATION AND EVALUATION

Informally, constraints encode business requirements, which
specify restrictions on the state of a system. Generally,
constraints are used to specify those states that should be
prohibited.

Several kinds of constraints have previously been identified
for RBAC models [3], [5]–[8]. Such constraints are generally
classified in the following way.
• A static constraint specifies restrictions on the compo-

nents of authorization state.
For example, we may specify a static constraint that
specifies no user is assigned to both roles r1 and r2. That
is, {(u, r1), (u, r2)} * UA.

• A dynamic constraint specifies restrictions on the com-
ponents of runtime state.
For example, we may specify a dynamic constraint
that specifies no session may simultaneously acti-
vate both roles r1 and r2 within a session. That is,
{(s, r1, 1), (s, r2, 1)} * SR.
We may also specify a dynamic constraint that
specifies no user may simultaneously activate
both roles r1 and r2 across sessions. That is,
for any two sessions s1, s2 ∈ S, such that

(u, s1, 1), (u, s2, 1) ∈ US , {(s1, r1, 1), (s2, r2, 1)} * SR
and {(s1, r2, 1), (s2, r1, 1)} * SR.

• A historic constraint specifies restrictions on the compo-
nents of historic state.
For example, we may specify a historic constraint that
specifies no user may ever invoke both permissions p1

and p2. That is, for any two sessions s1, s2 ∈ S, such that
(u, s1, b1), (u, s2, b2) ∈ US , {(s1, p1, b

′
1), (s2, p2, b

′
2)} *

SP and {(s1, p2, b
′′
1), (s2, p1, b

′′
2)} * SP .

The literature suggests that there is little consensus within
the research community on specifying historic constraints that
restrict invocation of permissions by roles [6]. Moreover, it is
sessions (that is, sets of roles) that invoke permissions, rather
than individual roles. Hence, we do not believe it is appropriate
to consider constraints that restrict invocation of permissions
by single roles.

Crampton proposed a simple specification model for defin-
ing separation of duty constraints [6]. In this section, we
extend this model to include both separation of duty and
cardinality constraints for RBAC models.

Definition 1: A constraint is a tuple (D,S, k, x) where D
is the domain of the constraint, S is the constraint set, k is
the threshold and x is the state context of the constraint.

Given a constraint c = (D,S, k, x), the domain D and the
constraint set S are subsets of one of U , R, P and S. The
context of a constraint x specifies an environment, such as
static, dynamic and historic, within which the constraint is to
be evaluated. For example, a static state context requires that
the constraint be evaluated with reference to (part of) the static
authorization state (λs).

Example 2: A constraint c1 = (U, {r1, r2}, 1, s) specifies
that a user u ∈ U may be assigned to no more than one role
from the specified set of roles {r1, r2}.

That is, c1 represents a simple separation of duty constraint
for assignment of a user to roles r1 and r2.

Example 3: A constraint c2 = (S, {r1, r2, r3}, 2, d) speci-
fies that a session s ∈ S may activate no more than two roles
from the specified set of roles {r1, r2, r3}.

That is, c2 represents a cardinality constraint that limits the
number of roles in {r1, r2, r3} that may be activated within a
session.

In the remainder of this paper, we will use the constraints
defined as running examples to illustrate constraint evaluation
and enforcement.

A. Evaluation context

As mentioned earlier, constraints are evaluated by referring
to some part of the authorization state. However, the relevant
part is determined by the domain, constraint set and state
context of a constraint.

Definition 4: Let (D,S, k, x) be a constraint. Then, the
evaluation context of (D,S, k, x) is defined by the combi-
nation of D, S and x. We write E(D,S, x) to denote the
evaluation context of (D,S, k, x).



TABLE I
EVENTS AND THEIR ASSOCIATED ACTIONS

Operation Parameters Affected state Action
assignUser u, r λs UA ← UA ∪ {(u, r)}
revokeUser u, r λs UA ← UA \ {(u, r)}
assignPerm p, r λs PA ← PA ∪ {(p, r)}
revokePerm p, r λs PA ← PA \ {(p, r)}

createSession u, s λd, λh US ← US ∪ {(u, s, 1)}
destroySession u, s λd, λh US ← (US ∪ {(u, s, 0)}) \ {(u, s, 1)}
activateRole s, r λd, λh SR ← SR ∪ {(s, r, 1)}

deactivateRole s, r λd, λh SR ← (SR ∪ {(s, r, 0)}) \ {(s, r, 1)}
invokePerm s, p λd, λh SP ← SP ∪ {(s, p, 1)}
releasePerm s, p λd, λh SP ← (SP ∪ {(s, p, 0)}) \ {(s, p, 1)}

A constraint is evaluated by referring to its corresponding
evaluation context.3 If D ⊆ U , S ⊆ R and x = s, as in
Example 2, then E(U,R, s) = UA ⊆ λs. Hence, a constraint
(U,R, k, s) is evaluated by referring to the UA relation (part
of the static authorization state λs).

Note that different combinations of the domain, constraint
set and context give rise to different constraints and evaluation
contexts. Specifically, there are at most 4 × 3 × 3 = 36
different constraint types that can arise, and 18 different
evaluation contexts since E(D,S, x) = E(S,D, x). Some of
these constraints and evaluation contexts will be more useful
than others, while some are not applicable. In particular, the
SR relation is likely to be widely used as an evaluation context
because it is used to determine whether dynamic separation
of duty and cardinality constraints on role activation within a
session are satisfied.

Table II shows how a number of evaluation contexts may
be derived from the basic relations we defined, in Sec-
tion II-A, for representing authorization state. We specify
the derivation using relational algebra, where πA1,...,An(R)
denotes the projection of relation R on attributes A1, . . . , An,
σexp(R) denotes the selection of those tuples in R that satisfy
the logical expression exp, and ./ denotes the join of two
relations. These evaluation contexts are used when evaluating
various constraints. (The relations UA, PA, US , SP and SR
are evaluation contexts that need no derivation from other
relations.) There is a very natural correspondence between
constraints and their respective evaluation contexts, a selection
of which are shown in Table III.

B. Constraint violation
A constraint defines a family of sets and specifies a

maximum number of elements to be permitted in each set in
the specified context. The constraint c = (A,B, k, x) defines
the family of sets

Qc =
⋃

ai∈A

({ai} ×B)

= {{(a1, b1), . . . , (a1, bn)}, . . . , {(am, b1), . . . , (am, bn)}}.
3Note that, at any given point in time, an evaluation context is always a

subset of the authorization state.

TABLE II
DERIVED EVALUATION CONTEXTS

Relation Derivation Semantics
UPs ⊆ U × P πU,P (UA ./ PA) authorized user-permission

relationships

USd ⊆ U × S σActive=1(US) current user-session activations
SRd ⊆ S ×R σActive=1(SR) current session-role activations
URd ⊆ U ×R πU,P (USd ./ SRd) current user-role activations
SPd ⊆ S × P σActive=1(SP) current session-permission

invocations

UPd ⊆ U × P πU,P (USd ./ SPd) current user-permission
invocations

URh ⊆ U ×R πU,P (US ./ SR) all user-role activations
UPh ⊆ U × P πU,P (US ./ SP) all user-permission invocations

TABLE III
EXAMPLES OF CONSTRAINTS AND THEIR EVALUATION CONTEXTS

Constraint Evaluation
contextDomain Constraint set Context

U R static UA

R U static UA

P R static PA

U S dynamic USd

S R dynamic SRd

U R dynamic URd

S P dynamic SPd

U P dynamic UPd

S P historic SPh

U P historic UPh

For each ai ∈ A, let Qai
c denote {(ai, b1), . . . , (ai, bn)}.

Then, Qai
c ∈ Qc is called a constrained (authorization) set

and q ∈ Qai
c is called a constrained (authorization) request.

Note that Qai
c ⊆ E(A,B, x).

Definition 5: A constraint c = (A,B, k, x) is violated if,
for any a ∈ A, |Qa

c ∩ E(A, B, x)| > k.
Informally, a constraint (A,B, k, x) is violated if its evalu-

ation context contains more than k elements from any one of
its constrained sets.

Definition 6: A constraint c = (A,B, k, x) is said to be
violation-prone if, for any a ∈ A, |Qa

c ∩ E(A,B, x)| = k.



In other words, a constraint is violation-prone if a sub-
sequent state change could cause its violation. If we wish
to prevent the violation of constraints, then it is the set of
violation-prone constraints that are of concern at any given
time.

IV. PREVENTING CONSTRAINT VIOLATION

Existing approaches to constraint enforcement perform both
authorization checking and constraint checking while deciding
a constrained operation [1]–[3]. We believe that such ap-
proaches incur higher access decision times, which is due to
the fact that constraint checking is performed while deciding
the request. In this section, we describe an alternative approach
for enforcing constraints that only requires us to perform au-
thorization checking. Essentially, we transform the constraint
checking problem into an authorization checking problem by
updating the authorization state.4

Specifically, given the success of an operation, we ap-
propriately update authorization policy and evaluate relevant
constraints for determining a set of “prohibited” operations
that would violate at least one constraint. This prohibited set of
operations is also included as part of the authorization policy.
The reference monitor denies every subsequent operation that
is prohibited by the policy.

A. Authorization state

Recall, from Section II-B, that the authorization state en-
codes authorizations that have been permitted. In this section,
we extend this authorization state to encode both permitted
(positive) and prohibited (negative) authorizations.

We represent the extended authorization state A by the
following two relations.
• A+ ⊆ X × Y : a tuple (x, y) ∈ A+ means that an

operation that authorizes x for y has been permitted.
We refer to A+ as the authorization relation.

• A− ⊆ X × Y : a tuple (x, y) ∈ A− means that an
operation that authorizes x for y has been prohibited
(because authorizing x for y would violate at least one
constraint).
We refer to A− as the constraint enforcement relation.

Recall, from Section III-A, that we defined a suite of evalua-
tion contexts for evaluating constraints, which are derived from
authorization state. Hence, these evaluation contexts naturally
encode successful positive authorizations and are analogous to
the authorization relation (A+) defined above. In the following,
we will use a superscript ‘+’ for all evaluation contexts
that encode successful positive authorizations. The evaluation
context UA that encodes successful user-role assignments, for
example, is now denoted as UA+.

We define a constraint enforcement relation for each evalu-
ation context. Table IV shows constraint enforcement relations
with their semantics.

4A detailed discussion of existing constraint enforcement mecha-
nisms and updating the authorization state in our framework is be-
yond the page limitations of this paper. Hence, such discussions
are provided in a longer version of this paper that is available at
http://www.isg.rhul.ac.uk/~jason/Pubs/passat09ext.pdf.

TABLE IV
CONSTRAINT ENFORCEMENT RELATIONS AND THEIR SEMANTICS

Constraint
enforcement
relation

Semantics

UA−s ⊆ U ×R (u, r) ∈ UA−s means u can not be assigned to r

PA−s ⊆ P ×R (p, r) ∈ PA−s means p can not be assigned to r

UP−s ⊆ U × P (u, p) ∈ UP−s means u can not be authorized to p

SR−d ⊆ S ×R (s, r) ∈ SR−d means r can not be activated in s

UR−d ⊆ U ×R (u, r) ∈ UR−d means u can not activate r

SP−d ⊆ S × P (s, p) ∈ SP−d means p can not be invoked in s

UP−d ⊆ U × P (u, p) ∈ UP−d means u can not invoke p in
any session

UR−h ⊆ U ×R (u, r) ∈ UR−h means u can no longer activate r

UP−h ⊆ U × P (u, p) ∈ UP−h means u can no longer invoke p

Then, the extended authorization state of an RBAC system
is defined as follows.
• λs = UA+ ∪UA− ∪ PA+ ∪ PA−;
• λd = US+ ∪SR+

d ∪ SR−d ∪UR−d ∪SP+
d ∪SP−d ∪UP−d ;

• λh = US+ ∪ SR+
h ∪ SR−h UR−h ∪ SP+

h ∪ SP−h ∪UP−h .

B. Access request evaluation

An operation is decided by the reference monitor by refer-
ring to the constraint enforcement relation A− and authoriza-
tion relation A+. Specifically, an operation op that authorizes
x for y is
• denied if (x, y) ∈ A−;
• permitted only if (x, y) /∈ A− and (x, y) ∈ A+.

For example, a request to activate a role r in a session s created
by a user u is denied if (s, r) ∈ SR−d , and permitted only if
(s, r) /∈ SR−d and (u, r) ∈ UA+.

V. RELATED WORK

The work of Simon and Zurko includes an implementa-
tion model for enforcing constraints in role-based environ-
ments [3]. In this work, a request is only permitted if the
user is authorized to perform the request and no constraint is
violated as a result of permitting the request. Essentially, the
reference monitor performs both authorization checking and
constraint checking for deciding a request.

Chadwick et al discussed enforcement of dynamic separa-
tion of duty constraints that span across multiple sessions [2].
Such constraints are referred to as historic constraints in
our work. In the work of Chadwick et al, successful op-
erations are recorded in a repository, which is referred to
for enforcing constraints. Specifically, in order to decide an
operation, the decision function performs the following two
functions. Firstly, the decision function refers to the RBAC
authorization structures for determining whether the operation
could be granted. Subsequently, the decision function checks
whether any constraint prohibits the operation to be granted by
referring to the repository of successful operations. Essentially,
the former function performs authorization checking and the
latter process performs constraint checking.



Crampton proposed an implementation model for enforcing
historic separation of duty constraints [6]. This work intro-
duces the concept of a blacklist, which is a dynamic access
control structure. A blacklist is associated with each user and
records negative authorizations of the user. A request initiated
by a user u would be denied if the request belongs to the
blacklist associated with the user. However, this work only
considers enforcement of permission-based historic separation
of duty constraints. In comparison, our framework presents
a generalized model using a suite of constraint enforcement
relations (A−), which encode prohibited authorization state.
Note also that a blacklist is similar to one of our constraint
enforcement relations, UP−h ⊆ U × P . Hence, we consider
blacklists as a special case within our framework.

The Chinese Wall model includes a history matrix N ⊆
S×O, where S is a set of subjects and O is a set of objects [1].
Initially, all entries of the matrix are set to be false. A cell
N [si, oj ] is set to true only if subject si has been permitted
to access object oj . In other words, the history matrix records
successful access requests. Access decisions are made based
on the previous requests that were granted to a subject by
referring to the entries of the history matrix. The history matrix
of the Chinese wall model and our constraint enforcement
relations A− actually serve a very similar purpose, which is
to enforce constraints. Our framework, however, is a dynamic
and more complex version of the Chinese wall history matrix.

Our ideas could perhaps be implemented by using XACML
policies and triggering policy updates through the obligation
mechanism. This mechanism is used to signal to the policy
enforcement point that certain actions must be taken, in
addition to enforcing the access control decision. In the context
of our work these actions would be to update the negative
authorization policy. Unfortunately, XACML 2.0 [9] – the
latest standard – provides no mechanism for updating XACML
policies.

VI. CONCLUSION

We extended the state of the RBAC96 model to provide
support for the evaluation of certain dynamic and historic
constraints. We introduced a new constraint syntax that can be
used for both separation of duty and cardinality constraints.
We then derived various evaluation contexts from the extended
RBAC state, which are used to evaluate constraints with
different combinations of scope and context. We also defined
formal semantics for constraint satisfaction within our model.

We noted that approaches that perform both authorization
checking and constraint checking when deciding an operation
have performance overheads. The decision functions of large-
scale systems, where hundreds of requests arise concurrently,
require relatively simple decision-making algorithms. We de-
scribed the concept of a new framework that should reduce
access decision times – compared to existing approaches [1]–
[3] – for evaluating whether a state transition would re-
sult in constraint violations. Essentially, we transformed the
constraint checking problem into an authorization checking

problem by updating the authorization state when constraints
become violation-prone.

Due to page limitations, we were unable to include al-
gorithms for updating the authorization state following the
success of both grant and revoke operations in this paper. A
longer version of this paper that includes such algorithms is
available at http://www.isg.rhul.ac.uk/~jason/Pubs/passat09ext.pdf.

We introduced two different relations for representing au-
thorization state: an authorization relation and a constraint en-
forcement relation. In our framework, a constrained operation
is decided by only referring these two relations.

In future work we would like to develop a test-bed that
would enable us to compare the performance of different
approaches to constraint enforcement. We would also like to
investigate the extent to which it is appropriate to adopt a
“lazy” approach to policy updates. Such an approach obviously
leads to the possibility of false positives, where a request
violates a constraint but is granted because the negative policy
has not had relevant prohibited requests appended to it, and
false negatives, where a request does violate a constraint but is
denied because the negative authorization policy has not had
relevant requests removed.
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