
1. INTRODUCTION

XML is fast becoming the de facto format for document-
based information exchange. This is particularly evident in
emerging standards supporting security features for Web ser-
vices such as SAML, XACML and WS-*, which are all
based on XML. 

XML is a markup language like HTML.Unlike HTML,
which describes both the content and presentation of docu-
ments, XML describes the content and structure of docu-
ments. A well-formed XML document is based on an XML
schema or a document type definition (DTD), which define
elements, inter-element relationships and attributes of the
data contained in the document.

We use an imaginary ACM catalogue as a running exam-
ple. The catalogue is sent in encrypted form to ACM sub-

scribers.
The recipients of the catalogue will be given only the
encryption keys that can decrypt elements in the document
that they are entitled to read.

Figure 1 illustrates the skeleton of an XML document
containing information about the ACM catalogue. (The
schema on which this document is based can be found in the
appendix.) Elements typically contain data, while attributes
contain information that will be useful for any subsequent
processing of the XML document. The acm-catalog ele-
ment includes the issue-date attribute, for example.

The explicit structure of an XML document means that it
is  easy to identify distinct aspects of the document’s con-
tent. Hence it becomes possible to specify restrictions to par-
ticular information contained within an XML document. In
short, when data is stored in XML format, we can consider
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more fine-grained access control than has previously been
possible. 

There has been considerable interest in controlling access
to stored or broadcast XML data, both in academia [4, 6, 15,
18] and from standards bodies [21]. Most authorization
frameworks for controlling access to XML data [4, 6, 15, 21]
are essentially extensions of the protection matrix model
[13]. Recall that the protection matrix essentially encodes
authorizations as access triples of the form (s, o, a), where s
is a subject, o is an object and a is an access right.

Damiani et al., for example, define an ‘access authoriza-
tion’ to be a tuple (s, o, a, p, t), where p determines whether
it is a positive or negative authorization and t determines the
type of authorization [6]. The type determines the scope of
the authorization and its precedence in resolving authoriza-
tion conflicts. For instance the scope may either be local to
the XML element or recursive and apply to all sub-elements.
The default order of precedence is that authorizations
defined on an instance of a schema override any authoriza-
tions at the schema level. However, the type can be used to
modify this behaviour.

The Author-χ framework, developed by Bertino et al. fol-
lows a broadly similar approach. It defines an ‘access control
policy’ to be a tuple (t, s, o, a, p), where t is a temporal
restriction on the use of the authorization and p determines
the propagation options for the authorization.

We would argue that these approaches are unlikely to
scale well and incorporate all the problems of scalability and
administrative burden associated with access control matri-
ces. Moreover, authorizations for XML data have a natural

ordering, which can be used to organize authorizations into a
hierarchy.

This paper makes use of ideas from role-based access con-
trol. In particular, the fact that XML documents have a hier-
archical structure is used to form a hierarchy of permissions,
which are grouped to form roles. Our work is also based on
the trivial observation that granting access to an XML ele-
ment and all its sub-elements can be implemented by
encrypting that data with a key and supplying an authorized
user with that key. Moreover, if we wish to deny access to
some of the sub-elements, we can simply further encrypt
those elements with a different key. This means that many
useful access control policies can be effectively implement-
ed by selectively encrypting parts of an XML document and
distributing appropriate decryption keys to authorized users.
In our framework a role becomes synonymous with a set of
encryption keys. 

There exist several schemes for associating keys with ele-
ments in a partially ordered set (poset) in such a way that a
user with k(x) can derive k(y) for any y ≤ x [1, 12, 17, 23].1
Bertino et al. have employed one such scheme to good effect
[3]. However, the fact that the hierarchy they use is the pow-
erset of authorizations, which is exponential in the number
of authorizations, means that their approach is unlikely to
scale well.

Our approach has some similarities to that of Miklau and
Suciu [18], who model an XML document as a tree and
specify the keys that are required to ‘unlock’ each element of
the tree. However, their approach results in users having to
manage several different keys. For large and complex docu-
ments, this may prove to be a limiting factor on user accep-
tance and scalability.

Another limiting factor may be the demands made on the
end-user. The approaches described above either require the
user to derive a number of different encryption keys or
expect the user to manage a number of different keys, and to
selectively decrypt different regions of the XML document
with each of these keys. We suggest that in order to enforce
more complex access control policies and to remove the pro-
cessing burden from the end-user, it is more appropriate to
generate custom views of the XML document and circulate
different views to different groups of users. This approach
can also be readily adapted to implement a more convention-
al access control mechanism that receives access requests
and either returns the requested information or denies the
request.

In the next section, we provide an overview and motiva-
tion for our approach. In Section 3 we describe how to use
encryption to enforce a class of access control policies for
broadcast XML documents and how the Akl-Taylor scheme
[1] can be used to minimize the number of keys required by
recipients of encrypted documents. We describe the related
work and illustrate how our approach complements these
frameworks. We also discuss a number of methods for
enforcing more complex access control policies using cryp-
tography and explain why we believe such methods are
unlikely to be practicable. In Section [4], we describe some
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1.  We will use the terms ‘poset’ and ‘hierarchy’ interchangeably. Formally,
a hierarchy is modelled as the (directed) graph of the reflexive, transitive
reduction of the partial order relation.  In other words, a hierarchy is mod-
elled as the Hasse diagram [7].

Figure 1 A skeleton of an XML document representing the ACM catalogue



alternative approaches to policy enforcement. We describe
how the techniques of Akl and Taylor can be modified to
provide a method for assigning a security level to each ele-
ment in an XML document, which can be used to generate
different views for different users. We then illustrate how
security levels can be used within the XACML framework to
provide a lightweight role-based authorization mechanism
for controlling access to XML data. Finally, we conclude
with some ideas for future work.

2. AN OVERVIEW

As in classical access control, we define a protection object
(or simply object) to be data for which an access control pol-
icy is defined. However, we make one restriction: namely, an
object can only be a sub-tree rooted at an element of the doc-
ument.In fact, this is not as limiting as would first appear,
because we may also deny access to any such object, and
hence by granting access to an element (and the associated
sub-tree) but denying access to other sub-elements, we can
provide fine-grained access control. For example, we could
grant a user u access to the journal element but deny access
to the paper element. Hence, u would only be able to access
elements such as name and table-of-contents.

2.1 The XPath transform

The XPath transform forms part of the XML digital signature
specification [28, Section 6.6.3] and is used to specify those
parts of an XML document that are to be signed [27]. For this
reason, XPath expressions have often been used to specify
regions of a document to which access is restricted [4, 6].

XML documents have a hierarchical structure, determined
by the nesting of elements within the document. XPath expres-
sions describe the nodes that satisfy a certain path in this hier-
archy. For example, the expression acm-catalog/journal
selects all journal elements within the acm-catalog element.
(An expression of this form is similar to an SQL SELECT state-
ment.) XPath expressions can also conditionally select particu-
lar nodes satisfying a particular path. The expression
acm-catalog/journal[name=‘TISSEC’], for example,
selects all journal elements in which the <name> element is
equal to ‘TISSEC’ (ACM Transactions on Information and
System Security). (An expression of this form is similar to an
SQL statement of the form SELECT ... WHERE.) 

An important abbreviation in XPath syntax is //, which
selects descendant elements at any depth in the document.
Hence, //paper would select all papers in either ACM jour-
nals or proceedings. The wildcard character \ttast can also be
used: for example, /acm-catalog/* selects all child elements
of the catalog element. The XPath expression
/journal[name=‘TISSEC’]/paper identifies all nodes corre-
sponding to papers appearing in Transactions on Information
and System Security (TISSEC). Damiani et al provide an
accessible and authoritative introduction to XPath expres-
sions and their use in specifying authorizations [6].

2.2 XML-signature XPath filter 2.0

Unlike previous researchers, we will define objects using the

XPath filter transform [29]. The XML-signature XPath filter
specification describes a new signature filter transform that,
like the XPath transform, provides a method for computing a
portion of a document to be signed. 

XPath Filter was developed to improve the efficiency of
digital signature implementations.XPath expressions are
used to select the roots of document sub-trees, which are
then combined using set intersection, subtraction and union.
The fact that XPath filters use document sub-trees and set
operations makes it ideal for our purposes. 

An input document contains all the nodes available to pro-
cessing by the transform. The filter node set is computed by
evaluating a sequence of XPath expressions and combining
their results. The sub-tree expansion of a node set is defined
to be the set of subtrees rooted at any node in the node set.
Initially, the filter node node set comprises the entire input
document.In sequence, each XPath expression is then evalu-
ated, sub-tree expanded, and then used to transform the filter
node set using one of the three set operations. After all
XPath expressions have been applied, the resulting node-set
is used to filter the input document.

For example, if we wished to specify the object consisting
of all journal information except the bodies of papers, we
specify the XPath filter

<dsig-xpath:XPathFilter="intersect">//journal
</dsig-xpath:XPath>

<dsig-xpath:XPathFilter="subtract">//journal
//body</dsig-xpath:XPath>

In the remainder of this paper we will use the terms object
and XPath filter interchangeably. However, we will general-
ly prefer to use a single letter to denote an object, rather than
cluttering the paper with the corresponding XPath filters.
Where necessary, we will specify an XPath filter using a
combination of XPath expressions and set operations, rather
than using the more cumbersome XML syntax. The subtract
operation is denoted by –. For example, the XPath filter
above would be written as

//journal - //journal//body

2.3 Containment

Wadler provides a semantics for patterns [24], on which the
syntax of XPath expressions is based. Part of the semantics
identifies the set of nodes in an XML document selected by
an XPath expression. Given an XML document D and an
XPath filter x, we write x(D) for the set of nodes in D select-
ed by x. Given a schema S and XPath expressions x and y,
we will write x « S y iff for all documents D that conform to
schema S, x (D) ⊆ y (D).

The containment problem, determining whether x « S y, has
been extensively studied in recent years [19,20,26]. In general
the containment problem is undecidable, but there are known
to be several fragments of XPath for which it is tractable. In
particular, the containment problem is in PTIME for XPath
expressions that include node tests, / and any two of * [ ] and
//. (The containment problem is co-NP complete if we allow
all three of * [ ] and //.) Henceforth, S will be clear from
context and we will simply write x « y to denote that the set of
nodes selected by x is a subset of those selected by y.
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2.4 Role-based access control

Role-based access control is beginning to establish itself as
the most promising access control paradigm for modern
computing systems [10]. The central notion is that of a role
to which both users and permissions are assigned. The role
provides a ‘bridge’ between users and permissions and, since
the number of roles is typically orders of magnitude smaller
than either the set of users or permissions, the administrative
burden is significantly reduced. The central components of
role-based access control are: a set of users U, a partially
ordered set of roles R, a set of permissions P, a user-role
assignment relation UA ⊆ U × R and a permission-role
assignment relation PA ⊆ P × R. An XML access control
policy (XACP) will specify a set of objects O and which
roles have access to those objects.

Our aim in this paper, is to show how the use of a partial
ordering on the set of objects coupled with role-based access
control can simplify the expression of access control policies
for XML documents. Generally, a permission is an object-
access pair. However, we need only consider read access in
this paper, so a permission is synonymous with an object.

2.5 Cryptographic access control

Information flow policies have been of interest to the securi-
ty community since the early 1970s [2,8]. In such policies
each user and object is associated with a security level. Since
the mid-1980s a number of attempts have been made to
implement such policies using cryptography [1,12]. An
object is encrypted with the key corresponding to its security
level. Each user is given a single key corresponding to his
security level. Certain information is made publicly avail-
able, which enables the user to derive the key of any security
level below his own. We will adapt these techniques to pro-
tect XML documents.

We generate a policy hierarchy containing objects and
roles. Objects are encrypted with keys based on their relative
seniority within the policy hierarchy. A user is supplied with
a master key, which is synonymous with a role, enabling him
to decrypt those objects for which he is authorized. We can
control access to published data by encrypting the data and
selectively distributing keys. In the context of published
XML data, we encrypt different elements of the XML docu-
ment with different keys.

3. SPECIFICATION AND 
ENFORCEMENT OF XACPS  

Given an XML schema S, we first identify the objects of
instances of S that are to be subject to access restrictions.
These objects are specified using XPath filters.

Definition 1
Let S be an XML schema. An XML access control policy
(XACP) for S is defined to be a tuple (O,R, ρ), where O is a
set of objects specified as XPath filters, R is a set of roles
and ρ ⊆ O × R.

The relation ρ specifies the objects to which each role should

have access. We use ρ to induce a partial ordering on the set
of roles.

Defintion 2
Let r,r' ∈ R and let O(r) = {o ∈ O : (o,r) ∈ ρ). We write r «
r' iff O(r) ⊆ O(r’)

Definition 3
Let P = (O,R,ρ) be an XACP. Define

O0 = {O(r) : r ∈ R} and (1)

Oi = O (i-1) ∪ {o ∩ o’ : o, o’ ∈ O (i-1)} (2)

Let j be the least integer such that Oj = O(j+1) and define O* =
Oj. Such a j exists (and is less than the cardinality of O) since
Oi is monotonically increasing, Oi ⊆ 20 for all i, and O is
finite.

Definition 4
O* is the set of policy objects. The policy hierarchy is defined
to be the Hasse diagram of the partially ordered set 〈O*, ⊆〉.

Note that, the role hierarchy is embedded in the policy
hierarchy, since R is equivalent to O0 by (1) and O0 ⊆ O* by
(2). We now introduce an example policy for the ACM cata-
logue, which will make some of these concepts clearer.

3.1 Example policy

We now consider an example for the ACM catalogue. It is
assumed that subscribers pay a subscription fee that provides
them with a certain level of access to the catalogue. These sub-
scription categories are assumed to be synonymous with roles.
There are four distinct classes of subscription: full  provides
access to all parts of the ACM catalogue; journal provides
access to all parts of all journals in the ACM catalogue;
restricted provides access to all parts of each journal and
proceedings except for the bodies of papers; and proceedings
provides access to all the contents of ACM proceedings. The
table of contents of each journal is freely available.

Figure 2 illustrates an XACP for the ACM catalogue. In
the next section we will show how to enforce this policy
using cryptographic techniques. Figure 2(c) summarizes the
relation ρ. Hence, restricted subscribers, for example,
would be given access to objects A, B, D and E, but not
objects C and F. (Notice that D is not a protected object and
does not appear in the relation ρ.)

The role hierarchy contains four roles: full is greater than
all the other roles and the other three roles are pairwise
incomparable.We have

Oo = {{ A,B,C,E,F}, {A,B,C}, {A,B,C}, {A,B,E}, {A,E,F}}  

Hence,

Oo = {{A,B,C,E,F}, {A,B,C}, {A,B,C}, {A,E,F}}  
O1 = Oo ∪ {{A,B}, {A}, {AE}}  
O2 = O1 = O*

The resulting policy hierarchy is shown in Figure 2(d).
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3.2 Policy enforcement

What this policy actually means is that full subscribers
have recursive read access to the root element of the ACM
catalogue, whereas other subscribers do not. Such a policy
can be enforced by encrypting more deeply nested elements
in the document tree with different keys and distributing
appropriate keys to each subscriber. A journal subscriber
would not receive the key that is used to encrypt element E,
for example.

We implement this policy by encrypting different objects
with different keys. We will write k(x) for the key used to
encrypt object x. The important question is: How do we
choose the encryption keys?

A simple approach to broadcasting this document (while
enforcing the XACP) would be to generate six keys
k(A),...,k(F) and give each recipient the keys required to
decrypt those portions of the document he or she is autho-
rized to read.This is the approach adopted by Miklau and
Suciu (see Section 3.3.2). However, in complex XML docu-
ments, this will probably lead to users having to manage a
large number of keys. Ideally, we would like to give each
recipient a single key that can be used to decrypt appropriate
elements in the document. We now describe how this can be
achieved by defining a key hierarchy and using techniques
due to Akl and Taylor.

3.2.1 Policy and key hierarchies
We will associate an encryption key k(x) with each element

x in the policy hierarchy. If x∈R, the key will act as a master
key and be used to derive the encryption key of y for all y «
x. Figure 3 shows the key hierarchy for the ACM catalogue
policy. (The policy hierarchy has been reproduced for the
reader’s convenience.) There are four master keys kf,  kj kr
and kp corresponding to the roles full, journal,
restricted and proceedings, respectively. Note that if x ⊆
x’ we use k(x’) to encrypt objects in x' – x. Hence, the key
corresponding to element {A,E}, for example, will only be
used to encrypt element E, as element A has already been
encrypted with k(A). Note also that a master key may be
used to encrypt objects, as in the case of objects C and F, for
example.

3.2.2 The Akl-Taylor scheme for hierarchical 
access control

Akl and Taylor developed a method for assigning symmetric
encryption keys to a hierarchy of security labels [1, 7]. Their
scheme had the property that if a user u was assigned to
security label l then he could decrypt any object with securi-
ty label l’ « l.

The advantage of the key hierarchy is that we can now
apply such established methods for generating keys to
encrypt an XML document.

Keys k(A) ,..., k(F) will be used to encrypt the document
and each user will be given a single key from the set {kf, kj,
kr, kp} with which he can either directly decrypt the docu-
ment or use it to derive appropriate keys.

Let X denote the policy hierarchy. To initialize the
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Akl-Taylor scheme, the document owner performs the fol-
lowing steps:

1. Choose large primes p and q and publish n = pq
2. Choose k ∈ [2n–1]. such that (k,n) = 1
3. For each x ∈ X, choose a distinct prime p(x)
4. For each x ∈ X, define and publish π(x) = Π(x)y ≤ x « p(y)
5. For each x ∈ X, compute secret key (k,x) = kΠ(x) mod n.

Figure 4 illustrates how values p and Π are associated
with each element of the hierarchy. Hence kf is defined to be
k, kj  is k2.5.7.13, etc. Given key k(x) in the hierarchy, it is pos-
sible to derive key k(y), where k(y) ≤ k(x), by computing

k(x)Π(y)/Π(x) = (kΠ(x) )Π(y)/Π(x) = (kΠ(y) = k(y)

Note that Π(y) is public information and Π(y) is divisible by
Π(x) whenever k(y) ≤ k(x) by construction. Note also that it
is not feasible to derive a key k(z), where k(z) ≥ k(x) because
this would entail computing integral roots of k mod n [22].
The scheme is also secure against a set of users pooling
information in an attempt to derive keys for which they are
not authorized [1].

3.3 Related work

In this section we briefly describe two other approaches that
use cryptography to limit access to published XML docu-
ments. We also illustrate how our methods can be applied to
examples from the literature, in one case leading to smaller
keys and a simpler implementation of the encryption and in
the other reducing the number of keys required by each user
to a single one. This suggests that our methods could be
combined with the more sophisticated features in the other
frameworks to provide a more powerful overall mechanism.

3.1.1 author-XX
author-X is an access control framework designed for XML
documents by Bertino et al [4]. A policy base is a set of
authorizations of the form (t,s,o,a,p), where s is a subject, o
is an object (specified as an XPath expression), a is an access
mode, p is a propagation flag and t specifies the time period
for which the authorization is valid.

Bertino et al describe a distribution strategy for XML
data, in which a restricted set of data is ‘pushed’ to sub-
scribers. They describe a method for enforcing a policy base,
which encrypts portions of the XML document with different
keys in such a way that a subscriber can only decrypt the

information she is permitted to access [3].
The scheme is based on a method of Tzeng, which associ-

ates an encryption key with each element in a partially
ordered set [23]. Tzeng’s method is based on Harn and Lin's
method for assigning keys to elements in a hierarchy [12],
which is itself based on the Akl-Taylor scheme. The main
difference between the Harn-Lin and Akl-Taylor schemes is
that the former uses asymmetric cryptographic techniques in
an effort to reduce the size of the keys associated with mini-
mal elements in the hierarchy.

The main contribution of Tzeng’s scheme is that it can be
used to give keys a limited lifetime. Clearly, this is relevant
to author-X because it explicitly includes temporal con-
straints on authorizations.

Bertino et al consider all possible subsets of the set of
authorizations and label each node of the XML document
with the set of authorizations that applies to the node. Natu-
rally, the powerset of authorizations is a partial order and
Tzeng’s scheme can be employed.

However, there are several problems with this approach.
Firstly, the powerset of authorizations grows exponentially
with the number of authorizations, so the number of nodes in
the hierarchy to which Tzeng’s scheme is applied is likely to
be very large. This in turn means that it will be expensive to
derive encryption keys as the public information associated
with each element is the product of primes and may include
as many as 2n primes, where n is the number of authoriza-
tions. Secondly, Tzeng’s scheme is not secure against collab-
orative attacks, in which two or more users combine their
key information to deduce keys higher in the hierarchy [31].
Finally, each user receives a key for each authorization that
applies to them. This means that users may have to use and
manage a large number of keys in order to decrypt a docu-
ment.

The example used by Bertino et al concerns a simple
access control policy designed to protect the contents of an
electronic newspaper published weekly and distributed in
XML format. The newspaper is encrypted and sent to sub-
scribers who are supplied with keys enabling them to decrypt
those portions of the newspaper to which they have access.
Figure 5 shows the access control policy (as originally pre-
sented [3, Table 2]).

The first element of each tuple indicates the temporal
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Figure 3 Policy and key hierarchies for the ACM catalogue policy

Figure 4 The AKl-Taylor scheme for the key hierarchy in figure 3



restrictions that are to be applied to the authorization. In
each case, the restrictions apply to days of the week in the
year 2002. The last two elements of each tuple indicate
whether the authorization provides normal read access
(NO_PROP) or recursive read access (CASCADE), which also
grants access to all sub-elements. In other words, CASCADE
grants read access to the subtree.

We assume that users will be associated with an appropri-
ately named role based on their subscription status. Each
role will be associated with a key that can be used to decrypt
all parts of the newspaper to which that role has access. For
simplicity, we assume the existence of a <day> element in
the newspaper schema and model temporal constraints as fil-
ters of the newspaper content: for example, we model the
object accessible to the financial role using the XPath fil-
ter Newspaper[day="wednesday"]//financial-supple-
ment.

The policy described in Figure 5 is very simple and gives
rise to the role hierarchy shown in Figure 6(a). Note that the
policy hierarchy differs slightly from the role hierarchy
because the weekend and light roles can both access the
Front-page element. Hence we include the object F =
//Front-page[day="saturday" or day="sunday" in the
policy, which can be accessed by both roles. The remaining
objects in the policy are uniquely associated with a single
role and have been omitted from the policy hierarchy shown
in Figure 6(b).

Following the Akl-Taylor scheme, we associate a prime
with each element and then generate public information and
an encryption key for each element. This is summarized in
Figure 6(c), where k is co-prime to n = pq and p and q are
large primes. The primes associated with each element in the
policy hierarchy are shown in brackets in Figure 6(b).

We encrypt each region of the newspaper with the appro-
priate key. We distribute the key k to all full subscribers, the
key k2.5.7 to all weekend subscribers, etc. The complexity of
the keys in Figure 6 compares very favourably with the keys
derived by Bertino et al for this example, where the key
exponents were the product of as many as 16 large primes
[3, Table 3].2

3.3.2 The work of Miklau and Suciu
Miklau and Suciu developed a comprehensive framework
for controlling access to published XML documents [18].
Their framework includes policy specification, policy trans-
lation to primitive access control rules, the derivation of a
protection scheme from those rules and cryptographic tech-
niques for enforcing the protection scheme. They are able to
specify more complex policies than have been considered in
this paper, although the enforcement strategy they employ

means that their methods are only likely to be practical for
simple XACPs.

We focus here on the enforcement of a protection scheme.
A protection scheme P [18, Section 3] is a function from the
set of nodes in an XML document tree to a set of guard for-
mulae defined over a set of keys K. A guard formula σ satis-
fies the following grammar

σ : true | false | k | σ ∧ σ’ | σ ∨ σ’ 

where k ∈ K. An example of a schematic XML document
and the associated guard formulae [18, Figure 3a] is shown
in Figure 7. The necessity formula of an element e is defined
to be the conjunction of the guards of all e’s ancestors in the
XML tree. The necessity formula of element 4 in the figure,
for example, is k1 ∧((k1 ∧ k1) ∧ k4) ∨ k3. Hence, any user
wishing to access elements in the tree will typically require a
number of different keys.

Miklau and Suciu enforce the protection scheme by first
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Figure 5 An example of Bertino et al.

Figure 6 The role and policy hierarchies and encryption keys for the exam-
ple in Figure 5

2. ‘Large’ in this context means suitable for use with asymmetric cryptosys-
tems.  This is a feature of Tzeng’s scheme.



normalizing the XML document [18, Section 3] so that each
element in the new document is associated with a single
atomic guard formula. The normalized document is encrypt-
ed using a recursive traversal of the normalized document
tree, the (unique) key associated with each element and the
W3C Recommendation for encrypting XML documents [30].
Hence element 6, for example, would be encrypted with both
k1 and k2.3

We suggest the following alternative approach. For each
combination of keys C ⊆ K, compute the set of nodes that
can be accessed using those keys. Intuitively, a node can be
accessed using a set of keys C if its necessity formula is sat-
isfied, with the convention that a ‘propositional variable’ k
evaluates to true if k ∈ C and false otherwise. Informally, we
convert those sets into abstract roles and associate a new key
with each role thus identified. More formally, we have the
following definitions.

Defintion 5
Let K be a set of keys, C ⊆ K, k ∈ K, σ1 and σ2 be guard for-
mulae defined over K. Then we write

• C |=  true;
• C |= k if k ∈ C;
• C |= if C σ1 ∧ σ2 if C |= σ1 and C |= σ2
• C |= if C σ1 ∨ σ2 if C |= σ1 and C |= σ2

We say C satisfies if C |= σ.

Definition 6 
Let C ⊆ K and o ∈ O be a protected object with necessity
formula σ0. Then define O(C) = {o ∈ O : |= σ0}.

Let R = {O(C) : C ⊆ K}. We define an a partial order on R
by subset inclusion. As before we create a set of policy
objects O*. Figure 8 illustrates the application of these tech-
niques to our example. Figure 8(a) indicates which subsets of
{k1, k2, k3, k4} give rise to distinct access capabilities. Note
that this table essentially enumerates an instance of the func-
tion accP defined by Miklau and Suciu [18, Section 3.1].
This function is used in the derivation of a protection scheme
from a set of primitive rules [18, Definition 5.1].

We treat each set of keys as a role, and each element as an
object. Hence, the role r2, corresponding to the set of keys
set {k1, k3} is associated with elements 1, 2, 3 and 4. This
enables us to define ρ and hence to infer an ordering on the

set of roles and the set of policy objects. In particular,

Oo = {{1,3}, {1,2,3,4}, {1,2,3,5}, {1,2,3,4,6}, {1,2,3,4,5}, 
{1,2,3,4,5,6}}  

O1 = Oo ∪ {1,2,3}
O2 = O1 = O*

In Figure 8(b), we illustrate the policy hierarchy. For clarity,
we have only included role names and indicated the addition-
al elements that are explicitly assigned to each role in curly
brackets. Finally, in Figure 8(c), we illustrate the Akl-Taylor
values. The numbers in brackets indicate the primes numbers
associated with each element in the hierarchy. These are
used to derive the Akl-Taylor public information, also shown
in Figure 8(c), and the master key values shown in the last
column of Figure 8(a). Note that element 2 would be
encrypted using key κ2.3.5.7.11. This element could not be
decrypted by any user assigned to role r1, but could be
decrypted by any other user.

Encryption of the document could be performed directly
using the keys in Figure 8(b) and the same techniques used by
Miklau and Suciu. Element 4, for example, would be encrypt-
ed first with k’3, then with k’2 and finally with k’1. (This nest-
ed encryption is the method proposed by Miklau and Suciu.
As we observed earlier, this is not necessary, and element 4
could simply be encrypted with key k’3.) Note that no normal-
ization is required when applying our method, whereas the
normalized document in Miklau and Suciu’s scheme has an
additional 6 elements and requires 4 additional keys.

Miklau and Suciu propose a rather rich policy specifica-
tion language, supporting many of the features available in
XACML [21]. However, given the number of keys and addi-
tional nodes that are required to enforce the relatively simple
policy describe above, it would seem that using their meth-
ods to enforce more complex policies will result in users
having to manage a very large number of keys. One further
problem with the Miklau-Suciu approach is that the necessity
formula of an element is the conjunction of the guard formu-
lae on the ancestor-or-self elements. This means, that it is not
possible to have a sub-element which is ‘less protected’ than
its parent element. An example of why this might be a limi-
tation of their approach is provided by the ACM catalogue
example in which the table of contents for each journal is
freely available, despite being within the <journal> ele-
ment, parts of which are encrypted.

3.4 Enforcing more complex XACPS

Consider a new type of ACM subscription sigsac, which
allows the user full access to all publications related to secu-
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3.  Miklau and Suciu assume the use of super-encryption, in which elements
may be encrypted several times. An alternative approach, based on the
Harn-Lin scheme [12], is to define a function k1, where the ith element of
h(x) is defined to be 1 if k3 and 0 otherwise.

Figure 7 An example of a Miklau-Suciu protection scheme



rity (such as TISSEC and the proceedings of CCS and SAC-
MAT).4 Introducing this type of subscription, requires a
change to the set of protected objects. Specifically, we need
to be able to identify security-related content in the cata-
logue and to distinguish access to that content. The most
problematic aspect of this is that while the objects associated
with the sigsac role are entirely contained with those associ-
ated with the full role, they partially overlap with those
objects associated with other roles. Hence, if we encrypt the
objects accessible to the sigsac role with some key associ-
ated with that role, there will be some information that
another authorized role cannot necessarily see. The
restricted role, for example, should have access to the
summary information for TISSEC but not the full articles,
whereas the sigsac role should not have access to the sum-
mary information for TODS.5 (Of course, there is no prob-
lem if we assume that the sigsac role is entitled to have
access to all parts of the catalogue granted to the restrict-
ed role: that is, restricted < sigsac.)

In general, the resolution of such conflicts will be depen-
dent on the wider context. However, in all cases, we must
consider the intersection of the overlapping regions and
decide on an appropriate encryption strategy. Let o and o’ be
two overlapping regions and consider the object o ∩ o’.
There are two possibilities: the first is to make the regions
disjoint (in other words, remove the intersection from one or
other of the regions) and the second is to define the intersec-
tion of the two regions as a separate object with its own
encryption key.

In the case of our example, consider the following possi-
bilities:

• Encrypt the summary information for security-related arti-
cles using kr (the key for subscribers to the restricted role)
In this case, sigsac subscribers would need to be given
kr. This is likely to be the solution that would be adopted
in the case of this example: subscription services are
often ‘layered’, with a subscriber adding more features
(such as special interest groups) to her profile. In this sce-
nario, all users pay for the restricted service and then add
subscriptions to special interest groups and other features. 

Figure 9 illustrates the policy hierarchy if this implemen-
tation is chosen. We split the set of journals (originally
object C) into two disjoint objects, C’ and C’’: C’’’ repre-
sents the bodies of papers appearing in TISSEC (XPath filter
//journal[name="TISSEC"]//body), and C’ represents all
other journals. We make a similar split for the set of pro-
ceedings.

• Encrypt the summary information for security-related arti-
cles using ks (the key for subscribers to the sigsac role)
In this case, restricted subscribers would have to be
given ksif they are to be able to access summary informa-
tion for security-related content. It is unlikely that this
will be a satisfactory solution in our example.

• Encrypt the summary information of security-related arti-
cles using a new key that can be derived by both
restricted and sigsac subscribers
In this case, restricted subscribers and sigsac subscribers
will need to derive an additional key to decrypt summary
details for security-related publications. Again, this seems
to be inappropriate in our particular example, but this
method does provide a general resolution strategy and is
the one that should be adopted where the application con-
text means that neither of the above solutions are appro-
priate. Note that we saw a trivial example of this type of
approach in Section 3.3.1, when it was necessary to create
a separate object because of overlapping objects for the
weekend and light roles.

In general, it would appear that policy hierarchies will
become quite complicated in real-world applications, even
when the number of roles is quite small. Using cryptography
to implement XACPs will be problematic, because the user
will either have to manage a large number of keys (as in the
approach of Miklau and Suciu) or will have to derive a large
number of keys. In the next section we consider how a dif-
ferent use of the Akl-Taylor scheme and the use of role
views could provide a solution for complex access control
requirements.

4. ALTERNATIVE APPROACHES

In this paper we have examined how to associate keys with
different regions of an XML document. This approach was
inspired by the work of Bertino et al on ‘push’ models for
encrypting and distributing XML documents to subscribers.
This method was employed in order to enforce an access
control policy ‘at a distance’ having disseminated the pro-
tected information. We have seen that this approach is not
without its problems: complex policies will be difficult to
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Figure 8 The Miklau-Suciu example using hierarchical and role-based
access control

4. SIGSAC stands for the ACM special interest group on security, audit and con-
trol. TISSEC stands for ACM Transactions on Information and System Security;
CCS for ACM Conference on Computer and Communications Security; and
SACMAT for ACM Symposium on Access Control Models and Technologies.
5. TODS stands for ACMTransaction on Database systems



implement and even simple ones require a certain amount of
effort from the end user in order to recover the plaintext.
In this section we describe some alternative strategies for
controlling access to XML data. We first look at the use of
views, which are subsets of the original document tree, tai-
lored for the access permitted to each role. The use of views
either eliminates or significantly reduces the amount of cryp-
tographic effort required by both publisher and subscriber.
Finally, we consider the use of a technique based on the Akl-
Taylor scheme that can be used for both push and pull access
control models.

4.1 Security views using XSL 
transformations

Many document formats, such as HTML, contain informa-
tion that determines both content and presentation. In con-
trast, XML documents determine only the logical structure of
the information within the document and the information
itself. Transformations can be applied to an XML document
in order to render the information in different formats deter-
mined by the requirements of the end user.

An XSL transformation is used to transform an XML doc-
ument into another XML document or another document for-
mat (such as HTML). A transformation can add or remove
elements and attributes to or from the output file. XPath is
used by the transformation to locate elements and attributes
in XML documents. Hence, for each role, we can construct a
role filter, an XPath Filter that describes precisely those ele-
ments of the XML document the role is authorized to view.
The role filter is obtained by taking the union of the objects
defined in the policy hierarchy that are less than or equal to
the role. Hence, the  restricted role filter is

/acm-catalog - //journals//body 
- //proceedings/paper

An XSL transformation can then be written for each role,
creating a security view that is distributed to the relevant
subscribers. (Of course such views may be encrypted with a
single key and digitally signed to prevent eavesdroppers from
viewing the content and to provide an integrity check for the
view received by the user.) Given that end users are likely to

prefer a plaintext version (or a ‘simple’ encrypted version) of
precisely the information they subscribe to, it seems prefer-
able to adopt this approach to distribution. Clearly, the num-
ber of views is equal to the number of roles (which will be
significantly less than the number of subscribers).

4.2 Access control using Akl-Taylor without 
encryption

Broadcasting encrypted information to subscribers is not nec-
essarily the only way in which users gain access to XML
documents. Damiani et al. for example, have developed a
fine-grained access control framework for controlling access
to stored XML documents [6]. XACML is an XML-based
language for specifying and enforcing access control policies
for XML data [21]. These access control protection systems
are based on the more traditional ‘pull’ model, associated
with operating systems and database management systems, in
which subjects request access to objects. The request is eval-
uated by an access control mechanism and the legitimacy of
the request is determined by the authorizations that apply to
the user. The access request is only granted if the user is
appropriately authorized.

We observe that the use of Akl-Taylor public information
to derive a view of an XML document can be used equally
well for pull distribution models. However, because we are
not going to use the Akl-Taylor scheme to generate encryp-
tion keys, we are able to use a more efficient representation
of these security parameters.

4.2.1 Symbolic Akl-Taylor values
Let X be a poset and let [x1 ,..., xn] be an enumeration of the
elements of X. any function f: X → Yn, let fi(x) denote the ith
component of f(x).

Definition 7
Define a : X → {o,1}n, where 

0 if xi ≤ x
ai(x) = 

1   otherwise

In other words, a(x) is the symbolic prime factorization of
the corresponding Akl-Taylor public value (in which the ith
element in the enumeration is assigned the ith prime). If x,y
∈ X and x ≤ y, then a(x) ∧ a(y) = a(y), where ∧ denotes the
bitwise AND operation. Notice that 1, a string of n ones, has
the property that 1 ∧ a(x) = a(x) and hence that 1 ≤ x, for all x
∈ X.6 For x ∈ X, we say that a(x) is the SAT (symbolic Akl-
Taylor) value of x.

Figure 10 illustrates the function a for the ACM catalogue
policy hierarchy. We assume the following enumeration of
the elements in the policy hierarchy:

fulljournal = C,restricted,proceedings = F, B,E,A].

The policy hierarchy has been reproduced for ease of refer-
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Figure 9 Including the sigsac role in the policy hierarchy

6. An alternative approach, based on the Harn-Lin scheme [12], is to define
a function h : X → {0, 1}n, where the ith element of h(x) is defined to be 1
if xi 6 x and 0 otherwise. If x, y ∈ X and x ≤ y, then h(x) ∧ h(y) = h(x). We
define securityLevel = 1 for any element that is not protected.

⎧
⎨
⎩



ence. The most significant bit corresponds to 2, while the
least significant bit corresponds to 17 (the prime assigned to
element A in the hierarchy). Notice that a(D) = 1111111,
indicating that this element is not protected.

4.2.2 The security level attribute
In order to encode an XACP within an XML document, we
add a new attribute to each element in the schema. The secu-
ritylevel attribute is defined to be a binary string of length
n, where n is the cardinality of the policy hierarchy.

If the element is a protected object in the hierarchy, the val-
ue of its securitylevel attribute is defined to be the object’s
SAT value. Otherwise, it is defined to be 1. Recall that a(x) ∧
1 = a(x) for all x ∈ X. Hence any object that has secu-
ritylevel = 1 will be ‘less than’ every other element and
will be accessible to every role. Figure 11 illustrates the use of
the securitylevel attribute in the ACM catalogue policy.

Henceforth we assume that every element in the XML
schema has a securitylevel attribute.7 This attribute is
used to encode the set of roles that are permitted to access the
element.

4.2.3 Constructing views
When a requester has been identified and authenticated she is
associated with a member of the role hierarchy. The access
control mechanism will be responsible for identifying the
requester and associating her with a SAT value using the pol-
icy hierarchy.8 A comparison of these attributes will deter-
mine whether access is permitted. If access is granted, a view
of the document will be created using an XSL transformation
parameterized by this attribute.

We can use an XML document annotated with the secu-
ritylevel attribute to create security views. Given a role r,
we construct a ‘role view’ by transforming the XML docu-
ment so that an element e is only included if a(e) ∧ a(r) =
a(r). This corresponds to ‘encrypting’ the element in the Akl-
Taylor scheme. What it means in practice is that elements the
role is not allowed to access are omitted from the trans-
formed document.

4.2.4 Using XACML and Akl-Taylor
We will consider how our techniques can be used in XACML

policies. Similar considerations apply when adapting our
techniques to the methods of Damiani et al. [6]. As in the
previous section, we assume that the user has been identified
and associated with a SAT value.

XACML enables an authorization decision to be based on
some characteristic of the subject other than its identity. The
most common application of this idea is to use the subject's
role. Attributes of subjects contained in the request context
may be identified by the <SubjectAttributeDesignator>
element, which contains a URN that identifies the attribute.
Similarly, XACML permits attributes of the target resource
(other than its identity) to be used when making an authoriza-
tion decision. Attributes of the resource may be identified by
the <ResourceAttributeDesignator> element. Finally, we
may define custom functions that take subject and resource
attributes as arguments and return a boolean value.

Figure 12 shows a generic XACML policy that can be
used to control access to an XML document annotated with
the securitylevel attribute. Lines 01-07 are preamble
identifying relevant namespaces; lines 08-22 define a
boolean value that determines whether the securitylevel
attribute of the subject is greater than that of the requested
resource; this variable is referenced in the <Condition>
element in lines 39-41, which determine whether the rule
is applicable and therefore whether access will be permit-
ted. We have assumed the existence of a function that can
compare two strings that represent securitylevel
attributes (line 09) and the definition of the securitylev-
el attribute for subjects (line 12). Lines 10-14 return the
securitylevel attribute of the subject, while lines 15-20
return the securitylevel attribute of the requested
resource.

4.3 Related work

There are a number of proposals in the literature for control-
ling access to XML data [5, 6, 9, 11, 15, 21, 32]. Of particu-
lar relevance here are those that generate views of the XML
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7. Alternatively, we can generate a new XML document in which each ele-
ment has such an attribute using an XSL transformation. This approach is
less desirable because of the additional processing required.
8. The association of requesters with roles is outside the scope of this work.
We anticipate that some kind of attribute-based assignment policy would be
used [4, 14, 16], based on the use of digital credentials [25].

Figure 10 Constructing the function a 

Figure 11 Including the securityLevel attribute in the ACM catalogue



document [9] or claim to be efficient [5, 32].
Fan et al augment a document type definition (DTD) with

an access specification for each distinct group of users [9].
An access specification for group G is essentially a labelling

of the edges in the directed graph representing the DTD, and
indicates which parts of the document tree are available to
users in G. We note that a user group has many similarities
with the concept of role. Unlike our approach, which exploits
the structure of the role hierarchy, the approach of Fan et al
does not take into account any dependencies between user
groups.

Yu et al introduce the idea of an accessibility map, which
is essentially a labelling of the nodes of the directed graph
representing an XML document [32], and provide re-
labelling techniques for compressing the accessibility map.
Each user requires a compressed accessibility map, and
hence this approach is likely to require considerable
resources.

Carminati and Ferrari propose an approach designed to
make the evaluation of requests to access XML data more
efficient [5]. They introduce the concept of an AC-XML
document, which essentially encodes an access control list
for each element in the DTD. Moreover, their approach is
based on credentials, where a user is assigned to a role
based on his attributes and characteristics. They do not,
however, exploit any seniority relationships between
roles.

Our approach, although less mature than some of the pro-
posals described above, provides a simple and lightweight
access control mechanism for XML data, and one that can
easily be incorporated into existing standards such as
XACML, unlike other proposals in the literature. It exploits
the power of role-based access control, thereby making poli-
cy specification and evaluation easier. Like the work of
Carminati and Ferrari, our approach can also be applied at
the schema level. In short, we reduce the effort required in
specifying policies to a minimum.

5. CONCLUSION

We have described a new cryptographic approach for enforc-
ing access control policies on published XML documents. Our
approach exploits the inherent hierarchical nature of XML
documents and employs role-based ideas to derive keys or
views for different users. We believe that our approach offers a
scalable and natural approach to access control for XML docu-
ments, and also inter-operates well with existing frameworks.

Nevertheless, a considerable amount of research needs to
be done. Of immediate interest is a more thorough investiga-
tion and formal treatment of the interplay between our frame-
work and that of Miklau and Suciu. We believe that the
expressive policy specification and transformation frame-
work of Miklau and Suciu combined with our techniques
from role-based and hierarchical access control could prove
to be a powerful mechanism for protecting access to pub-
lished XML documents.

We discussed the problems that arise in enforcing more
complex access control policies and proposed an alternative
approach using views. These views are generated either using
an XPath filter for each role or by annotating an XML docu-
ment with a securitylevel attribute that encodes the rela-
tive seniority of each element in the policy hierarchy. This
attribute can be compared with a similar attribute for the
requesting entity enabling an access decision to be made. Our
approach is considerably simpler than existing approaches
and fully exploits the hierarchical nature of XML documents,
the use of XML schema (or DTDs) and role hierarchies – the
first mechanism to do this. However, our work in this area is
still at an early stage. We need to undertake additional work
to determine the limitations of our approach and whether
alternative techniques in the literature support a wider range
of access control policies. It would also be interesting to see
whether the techniques used by Yu et al for compressing the
accessibility map can be applied to our approach, thereby
reducing storage and maintenance overheads ever further.
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Both XACML and the framework of Damiani et al. allow
policies in which the authorization information is inconsis-
tent, in the sense that a request may be both granted and
denied. In particular, policies that include negative as well as
positive authorizations can lead to conflicting decisions.

A particular example occurs when an authorization at the
schema level permits access to an element but an authoriza-
tion at the document level denies access. Such policies
require a conflict resolution strategy, such as ‘deny-over-
rides’ algorithm defined in the XACML standard. We have
not yet addressed these issues. This is certainly something
that will concern us in our future work.
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