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Abstract is sometimes referred to &erarchical access contrdie-
cause the partially ordered set of security labels can be rep
A key assignment scheme is a cryptographic techniqueresented as a hierarchy.

for implementing an information flow policy, sometimes  Although information flow policies were originally used

known as hierarchical access control. All the research to in military systems, they have many other practical appli-

date on key assignment schemes has focused on particucations, particularly if we regard the set of users as being

lar encryption techniques rather than an analysis of what partitioned into a set adecurity classesvith each class be-

features are required of such a scheme. To remedy this weang associated with a particular security label. Such appli

propose a family of generic key assignment schemes andions exist in many different environments, including secu

compare their respective advantages. We note that everydatabases, broadcast services (such as Pay TV) and secure

scheme in the literature is simply an instance of one of mail systems. The problem that needs to be addressed in all

our generic schemes. We then conduct an analysis of theof these applications is how best to enforce the information

Akl-Taylor scheme and propose a number of improvementsflow policy.

We also demonstrate that many of the criticisms that have

been made of this scheme in respect of key udpates are un-

founded. Finally, exploiting the deeper understanding we Key assignment schemes The use of encryption to en-

have acquired of key assignment SchemeS, we introduce éorce information flow pOIiCieS has been eXtenSively stud-

technique for exploiting the respective advantages oédiff ~ ied[1,2,4-11,18,19,21-26,28-32,35-38,40,41,43-46,48

ent schemes. 49,51]. In solutions of this type, each security label is as-
sociated with a unique cryptographic key. The problem of
enforcing the information flow policy thus becomes a prob-
lem of assigning and managing the keys in the system in a

1 Introduction way that is compatible with the policy. For this reason they
are typically referred to dsey assignment schemes
Background The seminal work of Akl and Taylor [1] has A key assignment scheme is administered by the policy

inspired a considerable amount of research on implement-owner, sometimes referred to agrasted centrewho is re-

ing aninformation flow policyusing cryptographic tech- ~ sponsible for generating and distributing keys, genegatin
nigues. An information flow policy associates each user and managing any public data required by the scheme and
and each object in a computer system with a security la-updating the scheme in the event of changes to the policy.
bel, where the set of security labels is partially ordered, a  The existence of a trusted centre is assumed throughout this
requires that a user must be at least as privileged as any obpaper: statements of the form “choose a k&yfor exam-

ject she reads. This is widely known as #imple security ~ ple, should be interpreted as “the trusted centre chooses a
property, which forms part of the Bell-LaPadula security keyk”.

model [3]. Algebraically, the simple security property is In addition to a key for each security label a key as-
expressed in the following way: for subjecto obtainread  signment scheme may also associate a secret valuerwith
access to objeat we require that\(s) > A(o), where) and publish some information that is accessible to all users

is a security function that associates an entity with a secu-of the scheme. This information can be used to derive the
rity label. The enforcement of the simple security property encryption key for any lower security label. In other words,



an object with security leve) that has been encrypted with  Organization In the next section we propose our frame-
the associated key(y) can be decrypted by any user with work, which includes a general definition of an information

security levelr > y because the user can derive Key)) flow policy and a key assignment scheme. We define a num-
from the secret value associated witAnd the public infor-  ber of generic schemes that can be used to create key assign-
mation. ment schemes and comment on the relative merits of these

schemes. In Section 3 we consider the Akl-Taylor scheme
Motivation There have been many papers in the last in more detail. We modify the scheme, enabling us to im-

twenty years on key assignment schemes, the majority hav-Prove its efficiency and compare the performance of this
ing appeared in the last ten. However, much of this re- modified scheme with another scheme in the literature. In

search effort has been poorly motivated and narrowly fo- S_ection_ 4 we i_ntroduce our hybrid key assignment scheme.
cused. The results that have been produced are fragmentefginally in Section 5 we make some concluding remarks and
and are not presented within a common framework. Con-Suggest topics for future research.
sequently, many proposals have been reinvented, while oth-
ers have not been compared with state-of-the-art. FurtherNotation Henceforth we adopt the following conventions:
many proposals for key assignment schemes have made uns, when used as input to some (cryptographic) function, will
substantiated claims and lack any satisfactory securaitan denote a string identifying the security labgl » denotes
ysis. It is thus not surprising that many have later been a hash functionF denotes a symmetric encryption algo-
found to be flawed [7, 20, 22,23, 25,27,39,42,43,47,50]. rithm, E,(m) denotes the encryption of messagewith

We believe that it is important to take stock of the body key k; @ denotes the bitwisXOR operation;s || ¢ denotes
of research in this area in order to determine whether anythe concatenation of stringsandt; m | n means that inte-
substantial progress has been made since the early papegerm divides integern without remainder{m, n) denotes
of Akl and Taylor [1] and Gudes [18]. A glaring omission the greatest common divisor of integersandn; in partic-
from much of the existing research is any comparison eitherular, (m,n) = 1 means thatn andn are co-prime.
with fundamental key assignment schemes (as discussed in
Section 2) or other proposals in the literature. We believe 2 A general model for key assignment
that the development of a generic model for key assign- schemes
ment schemes would be of considerable use in evaluating

the wide variety of existing research. . . .
y g A partially ordered set is a pafi_, <), where< is a re-

o ] flexive, anti-symmetric, transitive binary relation én We
Contributions A study of the literature has led us to the may writez > y whenever < x. We sayzr coversy, de-
conclusion that there are actually a small number ofgenericnotedy <z, if 1/ < 2 and there does not existe L such
key assignment schemes. Particular schemes only differ i”thaty < 2 < 2 We sayy is thechild of z if y < z (and
the choice of cryptographic primitives that are chosen to . is the parentof y). X is atreeif no element ofX has
implement one of the generic schemes. The first contribu-,5re than one parentX is a total order if forz,y € L,

tion of this paper is to define five generic key assignment githers: < yory < z. TheHasse diagranof a poset is the
schemes and to classify existing schemes as instances Qfjrected graphL, <) [14].

these generic schemes. A comparison of the characteristics
of these generic schemes allows us to infer the advantage®efinition 1 An information flow policy is a tuple
of particular schemes in the literature. (L, <,U,0,\), where:
It has long been thought that the Akl-Taylor scheme suf-
fers from a number of disadvantages. This scheme is an ® (L, <) is a (finite) partially ordered set of security la-
instance of our generic node-based key assignment scheme. ~ bels;
An analysis of the scheme allows us to propose an alterna-
tive version that does not suffer from many of the disad-
vantages identified by other researchers. Nevertheless, ou e O is a set of objects;
analysis also reveals that the Akl-Taylor scheme does have
significant drawbacks. e )\ : UUO — L is a security function that associates
Different generic schemes offer different advantages. users and objects with security labels.
Our final contribution is to combine our deeper understand-
ing of key assignment schemes with recent work in role-  Such policies were of particular interest in the mid-
based administration to define a hybrid key assignment1970s, and formed part of the famous Bell-LaPadula secu-
scheme that offers the advantages of its parent schemesty model. The basic operation of the policy is that a user
without their respective disadvantages. u can read an objeetif A\(u) > A(o). Clearly, one way of

e U is a set of users;



implementing such a policy is to encrypt an object with se- the remainder of this paper, we will define a key assign-
curity labely € L with a keyk(y) and provide all users with  ment scheme by stating L), o(L), Pub and the method by
security labelr > y with the keyk(y). Henceforth, we will which keys are derived. When describing the key derivation
represent an information flow policfl, <,U, O, \) as a method, we always assume that a user with security tabel
pair (L, <) with the tacit understanding thé&t, O and are wishes to obtaim:(y), wherey < z.

given. We assume that the policy will be implemented by

encrypting objects and distributing keys to users, engblin 2.2 Special cases

them to decrypt the objects to which they should have ac-

CESS. If L is a tree, then (by definition) there is a unique di-

rected path fromy to x whenevery < x. This makes the
construction of a key assignment scheme particularly sim-
) o ple [1,23,28,36,46,48,49], the basic approach being to de-
Most key assignment schemes seek to minimize theﬁneﬂ(y) — Ey(a)(y) whenevey<z. (A typicalimplemen-
number of keys that need to be distributed to users. This enyation would use a hash function [36].) In order to recover
tails either making certain additional information puliic k(y), wherey < =, a user with security label traverses
providing each user with additional secret information (or the path betweep andz in reverse — first recovering the
both). In general, &ey assignment scher@ schemgfor key of the first node in the path betweerandy, and then

an information flow policy( L, <) defines four algorithms: repeating the process — unii(y) is obtained. However,

it is generally difficult to build a key assignment scheme
for arbitrary poset-based policies from such schemes, al-
though there have been several attempts to do so [46,48,49].
e makeSecrets returns a labelled set of secret values Given the limited utility of key assignment schemes de-

(o(x) : x € L), which we denote by (L); signed specifically for total orders and trees, such schemes
will not be considered further in this paper.

Traditionally, an information flow policyL, <) is alat-
tice[3,15]. Since every lattice is a poset, all key assignment
schemes for posets can be applied to lattices (as well ds tota
orders and trees). There are no key assignment schemes in
the literature that can be applied to lattices but not aabjtr

Many schemes do not require secret values. In otherposets.
words, themakeSecrets algorithm is not required. We call
these schemesmple In such schemesg,(z) isusedtode- 2.3 Some benchmark schemes
rive x(y). Hence we assume in such cases tf{aj is equal
to x(x). If makeSecrets is defined, it takes the information
flow policy (L, <) andx(L) as inputs.

We say a scheme hawdependent keyithe keys can be
chosen independently (amtEpendent keystherwise). In

2.1 Syntax of key assignment schemes

e makeKeys returns a labelled set of encryption keys
(k(z) : x € L), which we denote by(L);

e makePublicData returns some set of dafaub that is
made public by the trusted centre;

o getKey takesz,y € L, o(z) and the public data, and
returnsk(y) whenevery < z.

In this section we define several generic schemes and
categorize the schemes in the literature using these “bench
marks”. We also compare the advantages and disadvantages
of the generic schemes. We discuss a number of schemes

some schemespakePublicData is run beforemakeKeys, in the literature to illustrate the fact that many researshe
with makeKeys taking Pub as input, aswell L, <). Such 56 jonored the underlying issues that need to be consid-

schemes usually have dependent keys, because the secrglad when developing a key assignment; in doing so, they

key (z) may depend on a public value associated with 56 often produced schemes that are rather poor imple-
The practical effects of a scheme having independent key%entations of the benchmark schemes

are that

o the makeKeys algorithm can effectively choose the Scheme 1Atrivial key assignment schen(@KAS) has the
keys (L) at random from the key space (subject to following properties:
any requirements on key selection of the underlying

encryption system), and o Independentkeys;

o the redistribution of keys or secrets to other users in  ® o(z) = (k(y) : y < z);

the event of key compromise is simpler.
o Pub=;

Obviously, getKey can only be run if the scheme has S
been initialized by running the other three algorithms. In ® %(y) € o(z), so key derivation is trivial.



Clearly, a key assignment scheme requires the secureequired. Finally, notice that a user is required to stoee th
distribution of keys to users and users will be required to same number of (key encrypting) keys as he was in TKAS.
store a certain amount of information securely. Hence, two  We now introduce a scheme in which each user (with se-
factors that will affect the suitability of a key assignment curity labelx) is only required to store a single secret value
scheme will be the amount of data that must be distributed(x(x)). In other words, this is the first example of a sim-
to and stored by end users. ple key assignment scheme (thatd$z) = x(z)). Essen-

Note also that it will be necessary at times to change tially the scheme encodes the information flow policy in the
r(x) for somexz € L. This may be because the key has public information rather than the private information.eTh
been compromised or a user with security labélas been  amount of public information becomes proportional to the
removed from the scheme. In both instances all objects en-cardinality of the< relation rather than the cardinality 6f
crypted withx(x) have to be re-encrypted with a new key.

In fact, we must assume thaty), y < =, is also compro- ~ Scheme 3A direct key encrypting key assignment scheme
mised and must re-encrypt all objects with security lapel (DKEKAS) has the following properties:

and distribute the new(y) to all users with security label
y ) y e Independent keys;

Hence, a third desirable feature of key assignment o p,p— (Bxa)(5(y)) 1y < 2,2 € L);
schemes is that updating a keyz) should not require

changes tar(x), k(y) or o(y) for anyy £ z. In this re- e r(y) is obtained by decryptind,.,)(x(y)) € Pub
spect, TKAS is a poor scheme, because a changgaith usings(x).

will require changes te(z) for all z such that: > y for

somey < . DKEKAS has two desirable properties: each user re-

Of course, both key generation and derivation are very quires a single key, thereby minimizing private storage re-
straightforward in TKAS, so it is important to remember quirements, and key updates are easier to perform. If a key
that this scheme exists. All other key assignment schemes; () needs to be changed, we only need to chan@s,
are, to varying extents, attempts to improve on TKAS. y < z, and E,(,)(k(y)), y < =. The main disadvantage

of DKEKAS is that a considerable amount of public data is
Scheme 2A trivial key encrypting key assignment scheme required.
(TKEKAS) has the following properties: Notice that in each of the above schemes a user can de-
rive a key in a single step, so-callelitect key derivation
This is possible because each scheme encodes information
o o(z) = (K(y) : y < x), whereK (z) denotes ey gbout the full partial order reIapqn, e|th§r in the private
encrypting keyfor « € L; in _th_e public data_. In contrast, .|t is possible to use the-tran
sitivity of the partial order relation to reduce the amouht o

¢ Independent keys;

o Pub= (Er(y)(k(z)) :z € L) information that needs to be stored. As we would expect,
this reduction in storage requirements comes at a price: the
e x(y) is obtained by decryptingx ) (x(y)) € Pub derivation of keys is now an iterative process.

usingK (y) € o(z).
Scheme 4An iterative key encrypting key assignment

Variants of the trivial key encrypting scheme have ap- SCheM&IKEKAS) has the following properties:

peared in the literature [26, 38, 40], accompanied by the | Independent keys;
claim that such schemes make key updates easier. It is cer- '

tainly true that it is possible to chang¢y) without having o Pub= (Eyu)(s(y)) :y<x,z € L),

to changer (z) or k(z) for anyx # y, as we simply choose ) ) )

a new value fok(y) and encrypt the new key with (). e There exists a path (in the Hasse diagram ¥
However, in the event of a user (with security lal (20,21), -+, (2m—1, Zm), Wherey = zp andz = z,,

leaving, the key that needs to be changeH {g) not x(y). m > 0. We decryptEy ) (r(2m-1)) € Pub using

In other words, TKEKAS is only useful in the event that a #(z) to obtaink(z,, 1) and iterate to obtaink(z) =

key x(y) is compromised. Moreover, this slight advantage K(y)-

has been gained at the expense of the introduction of public

information. While the storage requirements for public in-  All the schemes that we have considered thus far use the
formation are likely to be less of a problem than those for public information to store encrypted keys. These schemes
private information, it is still desirable that a key assiggnt rely on the strength of the encryption schemes used to en-
scheme should minimize the amount of public data that is crypt the keys and make use of the ordering relationship



between elements af. Clearly, each of these schemes
could use a symmetric encryption algorithf) although

information is determined by the cardinality &f rather
than the cardinality of the covering relation, so it has also

many key encrypting schemes in the literature choose to usénas some advantages over DKEKAS. Perhaps the most im-

asymmetric techniques [26, 38, 40].
Note thatPub in IKEKAS is defined in terms of the set
of edges in the Hasse diagramiofindeed, all the schemes

that we have introduced in some way make direct use — ei-

ther in Pub or in o(L) — of either the order or covering re-
lation defined by the information flow policy. For this rea-
son, we collectively refer to these schemesdge-based

portant practical difference between NBKAS and IKEKAS
though is that key derivation is direct. Hence we would ex-
pect a NBKAS to have quicker key derivation and lower
public storage than an IKEKAS. However, it has been
claimed that the complexity of key derivation and the size of
the public values that are stored in existing NBKASs means
that they are worse than iterative schemes [2]. In Section 3,

key assignment schemes. However, it is possible to definewe examine these claims in more detail.

schemes in which the public information encodes the struc-

ture of the poset by assigning a valagr) to each node
x € L. The public information associated withis used to
compute key(y) given another key ().

Scheme 5A node-based key assignment sch¢MBKAS)
has the following properties:

o Pub D (e(z):x € L),

e x(x) = f(e(w)), wheref is a secret function chosen in
such a way that there exists a public algoritlyrsuch

thatg(f(e(z)). e(), e(y)) = r(y) for all y < z;

e By constructions(y) can be derived by any user with
knowledge of(z).

It is rather more difficult to visualize a practical instance
of a NBKAS, so we briefly describe the best known exam-
ple in the literature. The Akl-Taylor scheme is a NBKAS
whose security relies on the assumption that it is difficult t
compute integral roots moduto(wheren is composite). (It
is known that computing square roots modulds as hard
as factorizing [34].)

The public information is constructed in such a way that
e(z) | e(y) ifand only ify < z. Large prime® andq are
chosen andh = pq forms part of the public information.
Finally, a system secret € Z? is chosen and(e(x)) is
defined to bes**) mod n. Theng is the function defined
by

g(a,a,b) = ot mod n.
Hencex(y) = s*@ can be computed from(z) since

e(y)
e(z)

g(k(x), e(x), e(y)) = (s°“) 5w
Note that ify < z, e(y) is divisible bye(z), and key deriva-
tion is an exponentiation operation. Howeveg(if) is not
divisible bye(z), x(y) can only be obtained by taking in-
tegral roots of<(x), so it is only feasible to compute(y)
from x(x) if y < x.

mod n = k(y).

Note that each user is only required to store a sin-

Note that any simple scheme with dependent keys (such
as a NBKAS) can be converted into a non-simple scheme
with independent keys in the following way:

e For eachr € L, choose some key (x);

e Generatex(L) using the simple key assignment
scheme;

e Seto(z) = k(x);

e Define Pub’ = PubU (E, (s (z)) : « € L), where
E is a suitable symmetric key encryption algorithm.

Then ify < z, o(z) can be used to derive(y), using
the original key assignment scheme, atg) can be used to
decrypts’(y). The resulting scheme is related to the trivial
and direct key encrypting key schemes (Schemes 2 and 3):
a change to:'(x) only requires a change B, (+'(z)),
as in the trivial key encrypting scheme; and the encrypted
keys are held in the publicly available data, as in the direct
key encrypting scheme.

2.4 Security considerations

Very few key assignment schemes are unconditionally
secure, although TKAS (Scheme 1) is an exception. The
unconditionally secure scheme investigated by Ferrara and
Masucci is a variant of this scheme [17]. In fact, their
scheme is identical to TKAS except that it is possible to
compress the representation of certain information flow
policies and thereby achieve a scheme that requires slightl
less secret information.

Most key assignment schemes, however, are not uncon-
ditionally secure. The first consideration is the assump-
tion underlying the key assignment scheme that determines
how difficult it would be for an adversary to derive a key
to which they were not entitled. The security of most key
assignment schemes depends on the difficulty of solving a
computational problem that is assumed to be hard. The se-
curity of each of Schemes 2, 3 and 4, for example, depends
on the security of the encryption algorithfh The security

gle secret value, so NBKAS has a distinct advantage overof a NBKAS depends on the difficulty of determiningy)

TKEKAS. Note also that the number of items of public

from x(z), e(z) ande(y) wheny £ x. The Akl-Taylor



scheme, for example, relies on the difficulty of finding inte- Each of our benchmark schemes possess at least two
ger roots module, wheren is product of two primeg and of these features. Table 1 summarizes the important fea-
q. tures of each of the schemekis the cardinality ofL, e
Given this assumption, the most important practical se- (“edges”) is the cardinality of the partial order relatien
curity issue concerns the ability of a user or sets of users toandc is the cardinality of the covering relatics; typically
derive keys. In particular, no key assignment scheme should < ¢ < e < 1I%. The private storage column states the
allow a user with security label to derive the key of secu- number of elements that need to be stored by a user with
rity label y if ¥ £ «. It should be noted here that what security labelz; the number of bits of storage is propor-
we actually mean by “should allow” is that it should be no tional to this value. DKEKAS, for example, requires each
easier for the user to derive the key than it is to solve the user to store one key (like all simple schemes). Similarly,
computational problem that underpins the key assignmentDKEKAS stores public values, the constant of proportion-
scheme. We now define what we mean by collusion secu-ality being the length of the output of the encryption algo-
rity. rithm E (for some fixed key length). The update column is
to be read in an analogous way. The table does not include

Definition 2 LetM C L and leto (M) denote(o(z) : = € the storage required for the information flow policy in the
M). We say that a key assignment sche$nis collusion public information; this is required by all schemes and can

secure with respect td/ (or M-securgif for all y € L, be disregarded.

it is feasible to derive:(y) knowingo (M) and Pub only if We write Az to denote the sefy € L : y <z} and

y < x forsomer € M. We says is node securd itis {x}- Vz to denote the sefy € L : x < y}. We write [z to
secure for allz € L, andcollusion securéf it is M-secure denote the sefy € L : y < z} andlx to denote the set
forall M C L. {y € L :y > z}. The update column indicates the number

of items that would need to be changed{fr) is changed

A scheme that is collusion secure means that no group(@nd hencei(y), y < z, needs to be changed). Two sets of
of users can collude to derive keys to which they are not figures are given for TKEKAS in this column: the first set
entitled. (This is equivalent to the definition given by Atal indicates the number of items required following a change
lah, Frikken and Blanton [2, Definition 4].) Schemes 2— t0 x(z) and the set in brackets indicates the number fol-
4 described in Section 2.3 are collusion secure. Clearlylowing a change td<(z). It is not possible to give figures
we would require that a key assignment scheme is at leasfor the cost of updates in node-based schemes because this
node secure, otherwise the key assignment scheme doearies from scheme to scheme.
not implement the information flow policy. The Akl-Taylor If we assume that updates to private data are undesir-
scheme is node secure, but it is necessary to impose somable (because of the need to redistribute keys to users) and
extra conditions ore(L) to produce a collusion secure updates to public data acceptable, it is evident from the

scheme. We discuss this further in Section 3. table that DKEKAS and IKEKAS both have some attrac-
tive features. In particular, key derivation and key update
2.5 Summary are relatively easy to accomplish. DKEKAS has an ad-

vantage over IKEKAS because key derivation is not iter-
ative. Conversely, IKEKAS requires less public storage
than DKEKAS. The utility of node-based schemes is harder
gree to which our benchmark schemes possess these fee['(_) asses without ponsidering a p_articular example, because
tures. Ideally, then, a key assignment scheme should: Fhe storage requirements and difficulty of key updates are
' ' ' ' largely determined by the cryptographic implementation
- - chosen. We will develop an efficient NBKAS in Section 3
* requ.|re a small amount of private storage f¢) and and compare itto a reprpesentative IKEKAS scheme in Sec-
o(z); .
tion 3.2.
e require a small amount of public storage fub; It is worth noting that many schemes in the literature pre-
fer to consider the ease with which changes to the informa-
e provide a computationally efficient method for deriv- tion flow policy, such as the addition of new security labels,
ing keys; can be incorporated into a key assignment scheme. We be-
lieve that the most important consideration is the ease with
e provide a computationally efficient method for updat- which keys can be changed, since this is likely to be the

We conclude this section with a summary of the desir-

ing keys; most common update required in a key assignment scheme.
Moreover, the ease with which keys can be updated has a
e be collusion secure. direct impact on the ease with which other changes can be



Table 1. Summary characteristics of generic key assignment schemes

Scheme . Storage . Key . Independent -Updatem(x) . Examples in the literature
Private | Public | derivation| keys Private Public

TKAS [z 0 Direct Yes IT(lz)] 0 | [5,46]

TKEKAS [l l Direct Yes 0(T(l=)) | 1(I1(l=)]) | [26,38,40]

DKEKAS 1 e Direct Yes [lz| | [Tz +|lz| | [18,51]

IKEKAS 1 c Iterative | Yes |l [lz| | [2,6,11,29,30,48,49]

NBKAS 1 l Direct No ? ? | [1,4,7-9,19,22-25,28,32,43]
accommodated. We suggest that the most effective schemes in the litera-

The final column of Table 1 contains many of the ture have been those that implement an IKEKAS. The first
schemes that have appeared in the literature. The moti-of these schemes was proposed by Lin [29]: the trusted cen-
vation for many of these schemes has been the perceivedre publishes a primg and a primitive element modulop
drawbacks of another scheme. However, the resulting “im- and defines
proved” schemes simply substitute one set of disadvantages
(corresponding to those of the generic scheme underlying Pub = ((¢"™®¥ mod p) & r(y) : y <z, z € L).
the original scheme) for another set (those of the generic
scheme underlying the new scheme).

Many of the schemes also suffer from inappropriate use
of cryptographic primitives. By way of illustration, we
mention two schemes [26, 38] that use the Rabin cryptosys-
tem [34] to encrypt keys.

The basic idea is to associate eack L with a public- )
private key pair: the private key is a pair of large primes 3 An analysis of the Akl-Taylor schema
(p(x),q(x)) and the public key is(d(z),n(x)), where

A number of schemes have used hash functions as the key
encrypting mechanism [2, 6, 11, 49]. Atallah, Frikken and
Blanton [2], for example, define

Pub = (k(y) — h(k(x),y) 1y <z,z € L).

n(z) = p(z)q(z). Then the scheme is set up in the fol- Akl and Taylor described a method for defining
lowing way: NBKASSs [1]. Recall that
e Independent keys; e the public data comprisgsi} U (e(z) : « € L), where
n = pq for large prime® andq ande(zx) | e(y) if and
e o(x) = (y,p(y),q(y) : y < z); onlyif y < =;
o Pub=(d(z) :x € L)U(n(z) : v € L) U ((k(z) | e r(z) = 5°®), wheres € Z* is a system secret.

2)((k(z) || ) + d(z)) mod n(x):x € L).
We will call this general approach thkl-Taylor schema
It should be clear that this is no more than a TKEKAS an Ak|_Tay|0r schemés an instance of the schema distin-
that uses the Rabin cryptosystem to encrypt the k&ys. guished by the choice ef Note that ify £ =, it is compu-
Given that a symmetric encryption algorithm would be suit- tationally hard to compute(y) usingx(z). In other words,
able and that symmetric keys are far smaller than asymmetgny Akl-Taylor scheme is node secure. Moreover, the fol-

ric keys of equivalent strength, it is unclear what advae$ag  |owing result was proved by Akl and Taylor [1].
such a scheme offers. The schemes in the literature try to

reduce the amount of storage required by using the Chineséroposition 3 Given an Akl-Taylor scheme with labelling
Remainder theorem, but we believe that this really missese, «(y) can be feasibly computed from a set of keya1),
the point: TKEKAS schemes do not need to employ com- A C L, if and only if

plicated cryptographic techniques. (The Chinese Remain-

der theorem has also been used in instances of TKAS [5] ged{e(x) :x € M} | e(y). (1)
and DKEKAS [51].)

There are many other schemes that use complicated By Proposition 3, the problem of finding collusion secure

methods to implement what are rather simple schemes.Akl-Taylor schemes is reduced to finding a labelling with
There have been several papers on node-based schemes, fgfe following property:

example, that use interpolating polynomials, none of which
appear to be collusion secure [4,7,22,23, 25, 28,43]. forally € L, ged{e(x) : x 2 y} t e(y). 2



Akl and Taylor proposed the following labelling: for each
x € L choose a distinct primg(x) and define

e(z) = [ p(2)-
z€x
This has the property thagt < « if and only if e(z) | e(y)

and satisfies condition (2), and hence the scheme is collu-

sion secure. The Akl-Taylor scheme corresponding to this
choice ofe(L) is illustrated in Figures 1(a)-1(c).

It has been argued that this Akl-Taylor scheme is un-
likely to be useful in practice because of its computational

Proposition 4 ¢ = ¢ o €'.
Proof Forallx € L,

e(z) = [] r(z)
2L
—o({zeL:zLa})
{ze€L:z¢ |x})
L\ |z)

= ¢(
= ¢(
= ¢(' ().

and storage overheads (see [1, 2], for example). In a large

poset, products of primes that make up the public informa-
tion are likely to be large and(z) will require O(llog!)
bits of storage, whergis the cardinality ofL.. Hence, the
total public storage required will b@(1%log ). Moreover,
the division of two such products in order to derive a key
requiresO(I?log? 1) operations. In the next section, we
demonstrate that the storage requirements and key deriv
tion time of the Akl-Taylor scheme can be considerably re-
duced. In Section 3.2, we compare the Akl-Taylor scheme
to an IKEKAS and examine the claims that IKEKASs are
better than the Akl-Taylor scheme.

3.1 Simplifying the Akl-Taylor scheme

We make the following observations: the security of an
Akl-Taylor scheme relies on the fact that it is difficult to
compute integral roots modulg; for any schemey < «
impliese(z) | e(y). In other words, in order to define an
Akl-Taylor scheme we simply have to find a functien:

L — D(m), whereD(m) is the set of integer divisors of
m, for some integem, andd < d' if d' | d. In other words,
e is anorder embeddinbof L into D(m).

In other words, the Akl-Taylor scheme is simply an en-
coding of the setd.\ |z, z € L, using a set of primes. This
means that it is sufficient to use a representatioh'ofx as
the public information. Computing the quotientafr) in

aé(y) corresponds to computing the set of elements ()

that are not ire’(x), which we denote’(y) \ ¢’(z). Hence
we have

K(y) = (H(x))¢(e W\e'(2))

Figure 1(d) illustrates’ for our running example. e( is
actually an order embedding afinto 2%, but for simplicity
we have only shown the relevant subset4.9f

In practice,e’(z) can be represented as &bit string
in the natural way. That is, enumerate the elements of
and define theth bit of ¢/(z) to bel if z; € €¢'(z) and
0 otherwise. We calk’/(z) the characteristic valueof x.
HencePub = {€/(z) : € L} requiresl? bits of stor-
age. Since?’(x) agrees withe’(y) on every bit position
that contains d (wheny < z), ¢/(y) \ €¢'(x) is obtained
simply by computinge’(z) @ ¢’(y), which can obviously

Further consideration of the scheme reveals that the eMpe computed very quickly. Consider elementsand s

beddinge chosen by Akl and Taylor simply represents an
order embedding of into D(m), where

m= H p(z) and e(z) =

m

I1»@)

y<z

Trivially, we can treat the associationofe L with a prime
p(x) as an isomorphism; we can extend this to an order iso-
morphisn? ¢ from (2%, C) to (D(m), |), where

o) = [ vla).
reM

Moreover, we can define the order embeddihgL — 27,
wheree’(z) = L\ |z.

Linformally, an order embedding : X — Y is a function that pre-
serves the ordering on elements.n [14]. In other words, the Hasse
diagram ofY” contains the Hasse diagram &fas a subgraph.

2Informally, two posets are order isomorphic if their Hasssgthms
are identical.

for example: ¢'(z3) 101001 and ¢’(z5) 111101;
€'(x2) ® €'(x5) = 010100, which corresponds to the quo-
tient3.7 of 2.5.13 and2.3.5.7.13.

In summary, the implementation of our modified Akl-
Taylor scheme requirds8 bits of storage for the public in-
formation andl log( bits for a list of distinct primes each
of which is associated (via) with a unique element of.
Derivation of x(y) requires a singl&XOR operation, the
multiplication of at most primes, and one exponentiation;
it is achieved by computing

(K(I))Me’(y)@e,(z)) )

Hence, under the usual assumption that that computing in-
tegral roots modula is hard, we have the following result.

Proposition 5 The modified Akl-Taylor scheme is collusion
secure.
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Figure 1. Akl-Taylor embeddings of L
Proof Condition (1) in Proposition 3 is equivalent to saying

that for any set of keys(M), M C L, we can derive:(y)
if and only if

() €(z) Ce(y).

xeM
Now, by definition,y € €’(z) for all z % y, which implies
that
s ﬂ e (z).
T2y

Moreovery ¢ ¢’(y) and hence

(€@ Ze W)

T2y
Hence{x(z) : % y} cannot be used to derivéy).> N

In summary, we have shown that the Akl-Taylor scheme
can be implemented more efficiently without compromising
its security.

3.2 A comparison with an iterative key
encrypting scheme

We now compare our modified Akl-Taylor scheme with
perhaps the simplest and most efficient IKEKAS in the lit-
erature. Atallah, Frikken and Bykova recently proposed
a scheme (henceforth referred to as the AFB scheme) in
which Pub = {k(y) — h(x(z),y) : y < z}, whereh :
{0,1}* — {0,1}* is a hash function [2]. All keys are as-
sumed to be bits in length. Givenx(x), it is possible to
computex(y), for anyy < =, by computingh(x(x),y) and
adding this to the relevant item of public data.

A claim that remains unchallenged in the literature,
and which is repeated by Atallaét al, is that a change
to x(x) in an IKEKAS only requires changes to a small
amount of public data: namelyE, . (x(y)) : ¥y < x)
and (E,.)(k(x)) = z > x). However, ifx(z) has been
compromised or a user with security lahelis to be re-
moved from the scheme, thetiy) may have been derived
from (z) and should be considered to be compromised.
In other words, it is actually necessary to changg) for
all y < x, and hence to change the public information
(En(z)('%(y)) Y STy < Z)

A further assumption that has not been challenged is
that it is far more difficult to update keys in the Akl-Taylor
scheme than in an IKEKAS. In fact, such a change requires
very little change to the public information and may not re-
quire many more changes to private keys than an IKEKAS.

Proposition 6 In order to change the set of keys(y) :
y < x}, in the Akl-Taylor scheme, it is sufficient to change
one primep(z), wherez € L\ |x.

Proof Note that for ally < z, x(y) = s¢) and

e@) = ] »(2).

z¢|x

Hence a change to(z) foranyz € L\ |« causes a change
to e(x), and hence ta(x). Moreover, forany < z, z ¢
ly (otherwise we have < y andz < z by transitivity), so
e(y) is also changed. |

3A more direct proof simply observes that the labellingatisfies con-
dition 2 and that = ¢ o €/, where¢ is the order isomorphism between
2L andD(m).



Hence we can choose to change the prime that causesffect of changing:(y) for all y ¢ 12.# In other words, a
the least disruption to elements that do not belongato number of keys may need to be changed, in addition to those
Specifically, we change the prime associated with a minimalfor elements in x. It is clear that node-based schemes are
element inL \ |« because this will not changgw) for particularly unsuitable for posets of small height and éarg
any other elemenb > z. In particular, if there is a unique  width.> Conversely, the disadvantages of IKEKASs such
minimal elementirL\ |z, then only those keys for elements as AFB are that key derivation is not direct and a consider-
in |« are changed. able amount of public information may need to be changed

To clarify key updates in the Akl-Taylor scheme, con- following a key update. Such schemes are unsuitable for
sider a change te(z2) in our example. In order to change posets of large height. In short, it might be useful to be
k(z2) we must change(z2), which can be effected by al- able to combine the advantages of different key assignment
teringp(x1), p(xs3) or p(xg). Itis natural to choose a new schemes.
prime for z¢, the minimal element il \ |xo. If we re- In this section we describe how to combine several key
place13 with 17 say, we have:(zz) = 2.5.17, e(z4) = assignment schemes to produce a domain-based key as-
2.3.5.11.17 ande(x5) = 2.3.5.7.17. In other words, all we  signment scheme. Each of the domains in such a scheme
need to change is the prime associated wih Note that is a partially ordered set and has its own key assignment
no other public values are affected, since we do not need toscheme. Informally, each domain is then treated as a node
compute products of primes in our modified representationin an IKEKAS to “stitch” the key assignment schemes to-
of the Akl-Taylor scheme. gether.

In this particular example, no more keys need to be
changed in the Akl-Taylor scheme than would have been4.1 Overview
necessary in the AFB scheme (or in any other IKEKAS).
In other words, IKEKASs do not necessarily enjoy any ad- Definition 7 Let (L, <) be a poset. A family of subsets of
vantage over the Akl-Taylor scheme with respect to key L is adomain quasi-partitio(DQP) of L, denotedD(L), if
updates. Indeed, more public information will need to be
changed in an IKEKAS than in the Akl-Taylor scheme.

It is also worth noting that global key updates can be 4 for all distinct D, D’ € D(L), D N\ D' = 0;
performedin the Akl-Taylor scheme without any changes to
the public information. The trusted centre simply chooses e forall z € D andforally € Tz \ D,y > z, wherez
a new secret system valueand computes(z) = (s')¢(®) is the maximal element ify.
mod n,x € L. . .

Nevertheless, the fact remains that key generation andEaChD € D(L) is adomain
key derivation in the Akl-Taylor scheme require exponenti-

ation modula, and the same operations in the AFB scheme I . ition in th h
only require the evaluation of a hash function. (The fact tha D(L).to equalL, soD(L)isnota partitionin the true math-
ematical sense. In the next section we show that it is possi-

key derivation is iterative in the AFB scheme does not miti- .

gate this fact, as the number of hash function c:omputationsIOIe to construct a DQP _for an_&. Henceforth we writeD

is bounded by the maximal length of a path in the Hasse di- rather tha_riD(L) whenL is ObY'OUS from_context.

agram ofL.) This means that these fundamental operations By a slight abuse_of notation, we wrife\ D to denote.
in a key assignment scheme will be orders of magnitudethe set of elements il that do not belong to any domain

slower in the Akl-Taylor scheme. In practical applications N the DQP. We extend a DQP to a true partition/oby
this consideration is likely to outweigh all others. Thiadis

including the sefl \ D. We say(y, «) is adomain edgef
us to the conclusion that IKEKASs are preferable to exist- ¥ <7 and eithew: andy belong to the same domain-oand
ing NBKASS y belong toL \ D; we say(y, ) is anon-domainedge if

' y <z and(y, z) is not a domain edge. We will writg <
if (y, ) is a non-domain edge.

e forall D € D(L), D has a maximal element;

Note that we do not require the union of elements in

4 Domain-based key assignment schemes
Scheme 6 A domain-based key assignment scheorean

Ignoring issues of key derivation and generation, the dis- information flow policy(Z, <) comprises:
advantage of node-based schemes such as Akl-Taylor is that a DQPD:
a change to a single key may require several other keys to be '
updated (and redistributed to the appropriate users).iSpec ~ “In Figure 1L\ |x4, for example, has two minimal elemenis;(and
ically, if we need to change(z), then we need to change I‘Z)' )Hencsd'f we Cha(”g'?(“)’ by changingy(zs), say, we will change

’ . ! . - k(z6) in addition tok(z4).

e(x). We have seen in Section 3.2 that it is S_Uﬁ'C|em 0 5Theheightof a posetL is the maximum cardinality of a chain ib;
changep(z) for somez ¢ |z. Nevertheless, this has the thewidthof L is the maximum cardinality of an antichain In
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e foreachD € D, a key assignment scheme @, <);

e a key assignment scheme fdr\ D, );

e a set of public information associated with the non-
domain edge®ubg = {E,.(;)(k(y)) 1 y < x}.

In practice, at least one domain will employ a key as-

signment scheme that has direct key derivation (otherwise,

we may as well use a single IKEKAS). For the purposes

of clear exposition, we henceforth assume that each domair{Or N

uses a NBKAS.

Then derivation ok(y) from «(x) (y < x) can be per-
formedin a single step if andx belong to the same domain
or if y andz belong toL \ D, since the appropriate NBKAS
can be used. It € L\ D (andy € D for someD € D),
then, by definition of a DQP)D has a maximal element
andz > z. Pubg is used to compute(z), which can then
be used to derive(y). If z € D for someD € D (and
y € L\ D), there exists an elemente D and an element
w € L\ D, such thatw < z. Hence the NBKAS for the do-
main containingc can be used to computéz), andPuby
can be used to computdw), which can be used to derive
K(Y).

In practice, the trusted centre selects a DQP, and create
a NBKAS for each domain. The trusted centre then create
an NBKAS for the set of elements that do not belong to any

domain. The trusted centre uses these keys, the non-domair}'
edge set and the set of keys defined by the domain NBKAsz

to constructPub,.

In our running example, we might defir® to be
{Dg, D3}, WhereDg = {,TQ, 1'4} andD3 = {,Tg, xﬁ}. Then
L\ D = {z1, x5} and the set of non-domain edges is

{(z5, 22), (x5, 23), (22, 21), (T3, 1) }-

For simplicity, we writex; to denotex(z;). The trusted
centre creates a NBKAS for each b, D; and{z1, x5},
and publishes

PUb<] = {Em (K/Z)a Em (53)7 EH2 (55)a Emg (55)}'

Then a user assigned to security labelcan derives,, for
example, by first computing, from x; andPub, and then
computingk, directly fromks using the NBKAS forDs.

In this simple example, little is gained in terms of key
derivation. Note, however, that changes can be madg to
and kg without affecting the keys associated with nodes in

4.2 Choosing domains

In this section, we describe how recent work on role-
based administration [12, 13] can be used to defiié)
for any L. Given a poseL, definea : L — 2%, where

a@) = {y € lo: Ty C lwUTa).

We saya(z) is theadministrative scopef x [13]. We say
that D C L is anadministrative domainvith administra-

if D = a(z) for somexz € L. It can be shown that
an administrative domaiP = «(x) has a unique maximal
elementr [13]. It can also be shown that any two adminis-
trative domains are either nested or disjoint [12]. Morepve
it follows from the definition of administrative scope that
givenz € a(z), forally € Tz \ a(z), y > z. Therefore,
any set of disjoint administrative domains can be used to
define a DQP. In our running example, the administrative
domains are

a(ﬂﬂl) = {$17$2,$3,$4,$5,$6},
afrg) = {x2, 4}, ax3) = {23, 26},

a(rq) = {wa}, a(zs) = {z5}, a(re) = {76}

S?\Iote thatrs ¢ a(zq) sincexs € Txs andxs ¢ 1xo. (By

symmetry.s & a(z3).)

In practice, not all administrative domains would be used

In constructing a domain-based key assignment scheme. In
act, since the set of administrative domains ordered by sub
set inclusion is a forest, it will usually be the case that the
best choice of domains is the set of administrative domains
that are immediate children of the maximal elements in the
administrative domain forest.

Figure 2 illustrates a more complex poset and its admin-
istrative domains. In practice, we might use the domains
D4, D, and D3 as the building blocks for a domain-based
scheme. The non-domain edges are marked in bold.

The advantages of domain-based key assignment
schemes can be seen more clearly in this example. It would
require four steps to derive the key of the minimal element
in domain D3 from k(a), for example. Using a domain-
based scheme, it would only require two steps: one to cal-
culate the key for the maximal element ipg (using the
IKEKAS public information and:(a)) and one to compute
the required key using the NBKAS fdps. Moveover(b)
can be derived from(a) in a single step.

other domains. Moreover, new leaf nodes can be added to Naturally, we have chosen an example of a poset that il-

D5 or D3 without affecting keys outside the respective do-
mains. Recall from Section 3.2 th&fty) is only changed if
p(2), z € y, is changed. In particular, if is a maximal el-
ement in an Akl-Taylor scheme,x) is unaffected by any
key changes or the addition of new nodes within this do-
main. In other words, the effect of changes to non-maximal
elements in a domain remain local to a domain.
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lustrates the utility of our hybrid approach. Clearly, this
proach will not be appropriate for posets in which each ad-
ministrative domain is very small. In such cases, we may as
well use an IKEKAS. Conversely, a domain-based scheme
will not be particularly useful for a poset that is a chain,
because it is natural to use a NBKAS for such a poset. In
short, domain-based key assignment schemes are likely to



archetypal node-based scheme, can be implemented more
efficiently in terms of storage and key derivation time than
had previously been known. There are a number of interest-
ing research questions regarding node-based schemes: Do
there exist embeddings @fthat reduce the storage require-
ments in the Akl-Taylor schema still further or is the em-
bedding into the set of order filters that we introduce in
Section 3.1 optimaf? More importantly, are there other,
more efficient, secret functions that can be used to underpin
a node-based key assignment scheme?

Finally, we have introduced the idea of a domain-based
key assignment scheme. This is a hybrid scheme, that uses
features of both iterative key encrypting schemes and node-
based schemes. Our approach is particularly useful for
posets that contain large administrative domains. An effi-
cient NBKAS would significantly increase the advantages
of a hybrid approach.

A number of extensions have been proposed for key as-
signment schemes. Perhaps the most common in the lit-
erature is the use of temporal constraints on the use of
Figure 2. Choosing domains for a domain- keys [10, 21,41,47]. In such schemes, keys are updated
based key assignment scheme periodically and users are able to derive the keys for aertai
pre-determined time intervals. Modelling the set of comtig
ous time intervals as a partially ordered set (under subset
inclusion) and taking the direct product of this set with the
information flow policy(L, <) yields a generic approach
to temporally constrained key assignment schemes that we
have not seen used in the literature. We intend to explore
this approach in more detail.

5 Concluding remarks Finally, we note that the classic information flow policy
is based on a security latticex 2%, whereC is a totally or-
dered set of security classifications aiids a set of needs-
to-know categories [3]. This lattice is order isomorphic
to the chain producf(c,1,...,1) [16], wherec = |C].

e conjecture that there may be efficient key assignment
schemes for such lattices, since they can be generated (in
some technical sense) bi| + 1 elements.

On a more speculative note, we observe that key assign-

ment schemes have some similarity to broadcast encryption
schemes. We believe it may be instructive to investigate
whether the techniques used in one context might be use-
fully applied in the other. We hope to report some interest-
ihg results in the near future.

be useful if it is possible to find a DQP of cardinalkysuch
thatk <« [ and the cardinality of the non-domain edge set
is much smaller than that of the covering relationlan

Key assignment schemes provide a cryptographic way
of controlling access to resources, given that users and re-
sources can be associated with some security label. Whil
there has been considerable interest in key assignmen
schemes, there has been little attempt to understand the ba-
sic features of such schemes and the relationships that exis
between these features. We have provided the first general
framework for key assignment schemes and identified the "
relative merits of five types of scheme. This has enabled us>
to classify all the schemes in the literature of which we are
aware. Many of these schemes are unnecessarily elaborate

We can also make some general recommendations about
the use of key assignment schemes. Specifically, an _
IKEKAS will generally be the best type of scheme to em- Acknowledgements We would like to thank the anony-
ploy in practice. Perhaps the only exception to this is when MOUS referees for their helpful comments, which have led
the user population is assumed to very stable and key upi0 Significantimprovements in the final paper.
dates are likely to be rare. In this case, a DKEKAS provides
direct key derivation at the cost of an increase in the amount  ®we have already proved that the most economical embeddirthdo
of public information. We note that the AFB scheme can be Akl-Taylor schema, defined by MacKinneet al [32], can be treated as
used to implement a DKEKAS that is far simpler than any ° an embedding intd)(py" ... py*), wherew s the widih of the poset,
Of the DKEKASS deSCflbed in the ||terature 1,+..,Pw ale distinct prlmes anﬁil, caey Ay are positive, non-zero Iin-

tegers. Unfortunately, space constraints preclude alelétdescription of
We have also shown that the Akl-Taylor scheme, the this work.
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