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Structure of this part of the course

Introduction

Single sign-on

Kerberos

Liberty Alliance

Case study: Microsoft InfoCard
Further resources

o0k wheE
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We next consider the operation of the Liberty Alliance SSO scheme in
greater detail.

Relevant documents here are:

» Liberty Alliance Project, Liberty ID-FF Architecture Overview. Version
1.2-errata-v1.0, May 2005.

» Liberty Alliance Project, Liberty ID-FF Protocols and Schema
Specification. Version 1.2-errata-v3.0, May 2005.

* Liberty Alliance Project, Liberty ID-FF Bindings and Profiles
Specification. Version 1.2-errata-v2.0, September 2004.

* Liberty Alliance Project, Liberty ID-WSF Web Services Framework
Overview. Version 1.0-errata-v1.0, September 2004.
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Liberty — topics to cover

Introduction to Liberty.

User experience examples.
Liberty architecture.

SSO and Federation Protocol.
Identity Provider introduction.
Single Logout.

Scenarios revisited

Security elements.

Security assessment.
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This discussion of the Liberty Alliance is divided into the following main

parts:
a. Introduction to Liberty.
b. User experience examples.
c. Liberty architecture.
d. SSO and Federation Protocol.
e. ldentity Provider introduction.
f. Single Logout.
g. Scenarios revisited.
h. Security elements.
I. Security assessment.

67
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a. Introduction to Liberty

e The Liberty Alliance Project is an industry
consortium.

* It has produced a series of specifications, the
Liberty Identity Federation Framework (ID-FF),
designed to support the notion of federated
network identity.

» A federated network identity model is designed
to ensure that user private information is only
used by appropriate parties.

68

The Liberty Alliance Project is an industry consortium. It has produced a
series of specifications, the Liberty Identity Federation Framework (ID-FF),
designed to support the notion of federated network identity. A federated
network identity model is designed to ensure that user private information is
only used by appropriate parties.
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The Liberty mission

* The main goal of Liberty is to establish
open specifications that support a range of
network identity based interactions, and
give business:

— basis for new revenue opportunities building

upon relationships with consumers and
partners;

— framework to give consumers choice,
convenience and control when using any
Internet-connected device.

69

The main goal of Liberty is to establish open specifications that support a
range of network identity based interactions, and give business:

* a basis for new revenue opportunities building upon existing relationships
with consumers and partners;

» a framework that gives consumers choice, convenience and control when
using any Internet-connected device.

69
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Liberty notion of identity
What is Network ldentity?

The global set of
attributes composed
from an individual's
various account(s)

<

\.

Customer Name John Smith
Email address

jsmith2@freemail.com
PIN js@eng.sun.com
Credit card number
Social security number
Drivers license
Passport

Entertainment preferences
Notification preferences
Employee Authorization
Business Calendar
Dinning preferences
Affinity program
Friends and associates
Education History
Financial Assets...

70

The above picture is taken from the Liberty architecture overview. Liberty
defines the network identity of a user to be the global set of user attributes.

This is a little different form the notion of identity we have discussed
previously in these notes, since the Liberty network identity is the
amalgamation of all the identities a user holds with different service
providers.

70
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Liberty objectives

* The key Liberty objectives are to:

— enable consumers to protect security and
privacy of their network identity information;

— enable businesses to manage customer
relationships without third party involvement;

— provide an open SSO standard including
decentralised authentication and authorisation
from multiple providers;

— create a network identity infrastructure
supporting all network access devices.

71

The key Liberty objectives are to:

* enable consumers to protect the security and privacy of their network
identity information;

» enable businesses to manage customer relationships without third party
involvement;

» provide an open SSO standard including decentralised authentication and
authorisation from multiple providers;

» create a network identity infrastructure supporting all network access
devices.

71
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Circles of trust

» As discussed previously, Liberty refers to
Identity Providers (= ASPs).

 Liberty introduces the notion of a circle of trust,
l.e. a collaboration of businesses and identity
providers having business relationships based
on Liberty and operational agreements.

» Each circle of trust may contain multiple service
providers and (in the simplest case) one Identity
Provider (IP).

72

As discussed previously in these notes, Liberty refers to Identity Providers
(where we have referred to Authentication Service Providers).

Liberty introduces the notion of a circle of trust, i.e. a collaboration of
businesses and identity providers having business relationships based on
Liberty and operational agreements. Each circle of trust may contain multiple
service providers and (in the simplest case) one Identity Provider (IP).

12
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Federated identity model

Federated Network ldentity

Enterprise Circle of Trust

Accts
Name: Joe Se}
- Payable Supply

App Chain
PF Aggregator

Identity
Provider
(my company) Calendar

. Work
g Profile y y
- Service Providers
E| News News
Source o Source
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Service
Aggregator

Identity g
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Fia : (e.g., my bank) /¢ - @
Home =
" Enabled
Services,

Service Providers
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Consumer Circle of Trust

The above picture is taken from the Liberty architecture overview. It shows
an example of a single user interacting with two circles of trust, one a
‘Consumer circle of trust’ and one an ‘Enterprise circle of trust’.
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b. User experience examples

* We introduce two examples of applications of
Liberty.

» Taken from the Liberty architecture overview,
they illustrate Identity federation and SSO.
» Examples involve:
— Joe Self (user of web-based services);
— Airline.inc (an airline maintaining an ‘affinity
group’, acting as an IP);
— CarRental.inc (a member of the airline affinity
group, acting as an SP).
74

We introduce two examples of the application of the Liberty architecture.
These examples are taken from the Liberty architecture overview. They
illustrate ldentity federation and SSO.

The examples involve the following players:

» Joe Self (user of web-based services);

 Airline.inc (an airline maintaining an ‘affinity group’, i.e. a group of
associate companies providing linked services, acting as an IP);

» CarRental.inc (a member of the airline affinity group, acting as an SP).

74
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ID federation: User login to IP
/Airline.inc \

“Proud Home of the

Airline ine Affinity Group” Airline.ine
S— Joed: authenticated

Login{Joe§ |

Password m

e
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The example begins when Joe Self logs in to the Airline.inc website, where
Airline.inc is a Liberty-enabled IP. As part of this process, Airline.inc
authenticates Joe Self using Joe Self's credentials (e.g., as shown in the
picture, username and password).
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ID federation
éiol;line.inc \

ame ol the
Airlire inc Affinity Group”

Mote: wou may federate yaur
Adrliné inc idéntity with anﬁr] other
identities you may have wi
members of our Affinity Group.

Du yuu cunisenl Lo such

introductions?

\%ﬂse select 4 service. /

User
[Joe Zelf)

: User notification

ra
/-'_F'_‘

Afrline.inc

Joe3: authenticated
Tdentity Federation: Yes
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Airline.Inc, which has created a circle of trust amongst its affinity group,
offers Joe Self the possibility of federating his identities for each of the SP
members of the affinity group. This requires permission to be granted by Joe

Self.

It is important to note that the user is not granting permission for identity
federation with the SPs — this is simply consent to an introduction process.
Actual federation with a specific SP requires a further consent step for each

such SP.

76
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ID federation: User sign-on to SP

CarRental.inc

“Proud Merber of the
Airlme.ne Afinity Group”™ Airline.inc
—— Joel: authenticated
Fleaselog in using your Ca-Rental inc ﬁl Identity Federation: Yes
identity.
Login:

%sswurd: /

o CarRental.inc
.I Joel23: authenticated
(Toe Self) i
L

At some later time, Joe Self visits one of the SPs in the circle of trust
maintained by Airline.inc. The SP (CarRental.inc) is a Liberty-enabled SP,
and learns that Joe Self has agreed to allow introductions to the IP (by some
means, e.g. using the ldentity Provider Introduction Profile, described in the
Liberty Bindings and Profiles specification). We suppose that the SP then
requires the user to login to the SP, using Joe Self's SP-specific credentials.

77
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|ID federation: Agreement to federate

CarRental.inc
“Troud Member of the
Arline.inc Afiniy Growg” Airline.inc
Welcome Joel23! <  JoeR: authenticated
TWe notice that you' ve recently signed- on ﬁ Identity federation: Yes

to the farline inc website

Would you like to federate your

Car Rental.inc identity with your
Airlineinc identity?

CarRental.inc
=71  Federatz identity: Tes
Joel23: authenticated
> 78

Joe Self is now given the opportunity to federate his SP-specific identity with
his IP-specific identity. (One might expect that Joe Self would at this point be
told why this might be a good idea — e.g. to save time and effort in future
interactions).
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CarRental.inc
“Proud Member of the
Arrline.anc Afinity Grow

Federating id ertities bebireen

Adrline inc and CarRental inc iplease
wait a momenty

b

User
(T ce Self) il

r

Aidrline.inc
Joel: authenticated
Identity Faderation: Tes
CarRantal inc
Joel23

S S
'

CarRental.inc
Joel23: authenticated
Federats identity: Tes
Adrline ine
Joed

ID federation: Websites federate user IDs
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If Joe Self agrees, the two entities will now federate the two user IDs (i.e.
Joel23 for CarRental.inc and JoeS for Airline.inc). This will enable Joe Self
to enjoy SSO facilities when accessing CarRental.inc in future.

Note that, JoeS and Joel23 will not be the values exchanged by the two
entities. In actuality, an ‘opaque user handle’ (i.e. an unlinkable pseudonym)

will be exchanged.

79
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ID federation: Service delivery

/ ‘ CarRental.i%

_“Proud Member of the
Airline.inc Affinity Group

Welcome Joe123! Your CarRental.inc
identity is now federated with your
Airline.inc identity.

Airline.inc
JoeS: authenticated
Identity Federation: Yes
CarRental.inc
Joel23
7

Please select from the following
services....

*Reserve acar. . .
K * Check your Airline.inc Miles

. etc. J
e 1

CarRental.inc

(lJJoe Self) <" Joel23: a_uthepticated
Federate identity: Yes

Airline.inc

JoeS

80

After federation is completed, Joe Self might access services provided by the
SP website.
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SSO: User login

/_ _ \ Airline.inc
Airline.inc Joed: authenticated
*Proud Home of the Aecount Federation: Yes
Airkinz tne Affnity Group” CarRertal inc
Joel23
Login : T
Password:

User
(T oe Self)

81

SSO exploits the relationship established during identity federation.

We suppose that at some point in time Joe Self logs in to the IP, i.e. to
Airline.inc.
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Airline.inc
CarRental.inc JoeR: authenticated
_ “Prond Mermber of the Identity Faderation: Yes
Airtine.dne Affinty Groyy CarRental inc
Welcome Joel 23! You're signed onl Joeles
Please select from the folowing *
services:
+ Reserve a car.
+ Check your Airline inc miles
el
U ' CarRental.inc
: S(;rl < Joel23: authenticated
damtaold Federatz identity: Tes
Adrline ine
L3
Joed 82

At some late time, Joe Self visits the SP site, i.e. CarRental.inc, and is
automatically signed in, using the SSO service facilitated by the IP (i.e. by
Airline.inc).

This involves the IP providing a statement to the SP regarding how Joe Self
was authenticated. This statement is known as an authentication assertion.

82
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Pseudonymity issues

o |tis important to note that the IP does not
know the consumer’s SP identity, and vice
versa.

* They use an unlinkable pseudonym to
identify the consumer in communications
between them.

* One consumer will have a different
pseudonym with an IP for each SP.

83

It is important to note that the IP does not know the consumer’s SP identity,
and vice versa. They use an unlinkable pseudonym to identify the consumer
in communications between them. One consumer will have a different
pseudonym with an IP for each SP.

83
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c. Liberty architecture

» The Liberty architecture contains three
main components:
— web redirection;
— web services;
— metadata and schemas.

84

The Liberty architecture contains three main components:
» web redirection;

* web services;

* metadata and schemas.

84
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Overall architecture

Web Services

Architectural Componant

¢ Metadata & Schemas ‘
|dent|ty Architectural Componant SerViCe
Providers Providers

Wi

sers

Web Redirection

Archifectural Componant
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This picture, taken from the Liberty architecture overview, shows the

relationship between the three architectural components.

85
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Use of architecture components

» Web redirection:

— enables Liberty-enabled entities to provide
identity management services to users.

» \Web services:

— protocol profiles enabling Liberty-enabled
entities to communicate.

 Metadata and schemas:

— common set of data formats used by Liberty-
enabled entities to communicate information.

86
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Web redirection: options

» There are two options for web redirection:
— HTTP-redirect;
— Form-POST.

e Both options create a communications channel
between IPs and SPs via the user agent.

* (We use the term User agent to mean software
running on the consumer host acting on the
user’s behalf, i.e. http client software = web
browser).

87

There are two options for web redirection:

e HTTP-redirect;

* Form-POST.

Both options create a communications channel between IPs and SPs via the
user agent. (Note that we use the term User agent to mean software running

on the consumer host acting on the user’s behalf, i.e. http client software = a
web browser).

87
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Web redirection: steps

Service
Provider

|dentity
Provider

User
Agent
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Both options involve the same set of communications steps, as shown in the

picture.

88
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HTTP-Redirect redirection |

* This uses the redirect function of the HTTP
protocol to provide a communications
channel between IPs and SPs.

1. User agent sends a HTTP request to SP

(typically a GET) — e.qg. as a result of a user
click on a web page.

2. SP responds with HTTP response with a
status code of 302 (i.e. a redirect) and a
Location URI pointing to the IP and with the SP
URI (and other arbitrary data) embedded.

89

This uses the redirect function of the HTTP protocol to provide a
communications channel between IPs and SPs.

1. User agent sends a HTTP request to SP (typically a GET) — e.g. as a
result of a user click on a web page.

2. SP responds with HTTP response with a status code of 302 (i.e. a
redirect) and a Location URI pointing to the IP and with the SP URI (and
other arbitrary data) embedded within it.
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HTTP-Redirect redirection Il

3. User agent sends HTTP request to IP (typically
a GET), specifying URI from Location field of
response in step 2 as GET argument.

4. IP responds with a redirect, with a Location
field pointing to the SP (extracted from the
GET argument in step 3), as well as other
embedded data.

5. User agent sends HTTP GET request to SP,
specifying URI taken from Location field in step
4 as GET argument.

Note that this approach limits the amount of data
transferred between IP and SP.

90

3. The User agent sends an HTTP request to the IP (typically a GET),
specifying the complete URI taken from Location field of response in step
2 as the GET argument (note that this URI contains an embedded copy of
the SP URI).

4. The IP responds with a redirect, with a Location field pointing to the SP
(this is extracted from the GET argument in step 3) — it also contains
other arbitrary data embedded within it.

5. The User agent sends a HTTP GET request to the SP, specifying the
complete URI taken from the Location field in step 4 as the GET
argument.

The Location response-header field of redirect responses can be used to
communicate arbitrary data between the IP and the SP (via the User
agent). Note, however, that this approach severely limits the amount of
data transferred between IP and SP.

90
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Form-POST redirection

1. Step 1 similar to the HTTP redirect version.

2. SP responds by returning an HTML form,
containing an action parameter pointing to the
IP, a method parameter with the value of
POST, and (optionally) a script fragment
causing next step to execute automatically.

3. Either the user clicks on the submit button or
the script executes — the form and arbitrary
data contents are sent to the IP via the HTTP
POST method.

Steps 4 and 5 are reverse of steps 2 and 3.
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1. Step 1is similar to the HTTP redirect version.

2. The SP responds by returning an HTML form, containing an action
parameter pointing to the IP, a method parameter with the value of POST,
and (optionally) a script fragment causing the next step to execute
automatically. This could, for example, be a Java script.

3. Either the user clicks on the submit button or the script executes
automatically — the form and arbitrary data contents are sent to the IP via the
HTTP POST method.

4./5. Steps 4 and 5 are the reverse of steps 2 and 3.

91
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Cookies

» Cookies are used (as normally) for
maintaining local session state.

e Cookies can also be used for introductions
—i.e. where IP informs SP that the user
has agreed to allow introductions (to allow
federation to occur).

» Cookies can only be used for IP-SP
communication to support SSO if IP and
SP are in the same DNS domain.

92

Cookies are used (as normally) for maintaining local session state. Cookies
can also be used for introductions — i.e. where the IP informs the SP that the
user has agreed to allow introductions (to allow federation to occur).

Cookies can only be used for IP-SP communication to support SSO if the IP
and the SP are in same DNS domain. (Otherwise the IP and the SP cannot
read each other’s cookies.)
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Web Services

» Certain Liberty protocol steps occur
directly between system entities (in

redirection).

via SOAP.

addition to the steps occurring via web

» Based on RPC-like messages conveyed

93

Certain Liberty protocol steps occur directly between system entities (in

addition to the steps occurring via web redirection).
messages are RPC-like messages conveyed via SOAP.

These protocol

93
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Metadata and Schemas

* Refers to subclasses of information and formats
exchanged between SPs and IPs.

* Subclasses of information are:

— Account/ldentity: opaque user handle used as
pseudonym for user between IP and SP.

— Authentication context: Liberty allows IP to use
arbitrary authentication methods — the authentication
context schema allows IP to tell SP how user
authentication was done.

— Provider Metadata: data regarding IP and SP, e.g.
X.509 certificates.

94

Metadata and schemas refers to subclasses of information and formats
exchanged between SPs and IPs. The defined subclasses of information
are:

e Account/ldentity: an opaque user handle used as a pseudonym for user
between IP and SP.

» Authentication context: Liberty allows IP to use arbitrary authentication
methods — the authentication context schema allows an IP to tell an SP how
user authentication was performed.

* Provider Metadata: this is data regarding the IP and the SP themselves,
e.g. X.509 certificates (as needed to support the use of XML signhatures).

94



IY5601: Part D

Royal Holloway
Uni

iversity of London

d. SSO and Federation Protocol

» SSO and identity federation are supported by
the SSO and Federation Protocol (one of the five
defined Liberty protocols).

» The other Liberty protocols are:

— Name Registration (used by a provider to register an
alternative user identifier);

— Federation Termination Notification;

— Single Logout;

— Name Identifier Mapping (used by an SP to deal with
identity federations in which they do not participate).

95

SSO and identity federation are supported by the SSO and Federation
Protocol. This is one of the five Liberty protocols defined in the Liberty
Protocols and Schema Specification. The other four Liberty protocols are:

« Name Registration (used by a provider to register an alternative user
identifier);

* Federation Termination Notification;

» Single Logout;

* Name ldentifier Mapping (used by an SP to deal with identity federations in
which they do not participate).

95
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Federation

* When a user first uses an IP to login to an
SP, user must be given opportunity to
federate any existing SP local identity with
the IP login.

 This federation involves both SP and IP
associating an opaque user handle with
their local user identity.

e This is shown in the next three slides.
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When a user first uses an IP to login to an SP, the user must be given the
opportunity to federate any existing SP local identity with the IP login; that is,
the user may have previously established a username and password with the
SP (prior to signing up for SSO services), and this previously existing identity
can be federated. This federation involves both the SP and the IP
associating an opaque user handle with their local user identity.

This process is illustrated in the next three slides. Note that the lines in the
figures signify federation relationships and not communication exchanges.
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User Initiates federation

ldentity | | Service
P rOV| d er A initiates federation P I’OVI d er A
Joel23@IDP_A.com JoeS@SP_A.com
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The user initiates federation of its local SP identity (JoeS) with the IP identity
(Joel23).

Major apology : The roles of JoeS and Joel23 have suddenly switched!
Previously Joe 123 was the SP identity, and JoeS was the IP identity. This
problem is inherited from the Liberty specifications (from which all the
pictures have been taken).

97
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Results of federation

Identity |, | Service
Provider A Provider A
Joel23@IDP_A.com JoeS@SP_A.com
<alias="mr3tTJ340ImN2ED" <alias="dTvliRcMIpCqV6xX"
SecurityDomain="SP_A.com" SecurityDomain="IDP_A"
Name="dTvliRcMIpCqV6xX" Name="mr3tTJ340ImN2ED"
/> />
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After federation, the IP and the SP share a common unlinkable pseudonym
(opague handle) for the user. They do not need to know one another’s local
identity for the user.
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Identity
Provider A

Joel23@IDP_A.com
<alias="mr3tTJ340ImN2ED"
SecurityDomain="SP_A.com"
Name="dTvliRcMIpCqV6xX"
/>

<alias="xyrvVdS+xg0/pzSgx"
SecurityDomain="SP_B.com*“
Name="pfk9uzUN9JcWmk4RF"
/>

Multiple SPs

Service
Provider A

JoeS@SP_A.com
<alias="dTvliRcMIpCqV6xX"
SecurityDomain="IDP_A*"

Name="mr3tTJ340ImN2ED"

/>

Service
Provider B

JSch@SP_B.com
<alias="pfk9uzUN9JcWmk4RF”"

/>

SecurityDomain="IDP_A.com"
Name="xyrvVdS+xg0/pzSgx"
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This shows what information is stored at which locations if a single user
federates two local SP identities to one IP identity. Note that the two SPs
have different pseudonyms for the same user. Hence if the two SPs collude
they cannot use the Liberty pseudonyms to work out that they are dealing
with the same user. (Of course, this may be evident for other reasons, e.g.

using payment methods).
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Multiple IPs

« A user can link multiple IPs to a single SP
(i.e. the same SP can be in multiple circles
of trust for a user).

* This might be appropriate if a user
communicates with an SP both at work
and at home.

* In this case the SP will share different
pseudonyms for the user with the two IPs.

100

A user can link multiple IPs to a single SP (i.e. the same SP can be in
multiple circles of trust for a user). This might be appropriate if a user
communicates with an SP both at work and at home. In this case the SP will
share different pseudonyms for the user with the two IPs.
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Multiple IPs — data storage

ldentity
Provider A

Joel23@IDP_A.com
<alias="mr3tTJ340lmN2ED"
SecurityDomain="SP_A.com"

Name="dTvIliRcMIpCqV6xX" SerVICG

> -
Provider A
JoeS@SP_A.com
<alias="dTvIiRcMIpCqV6xX"
. SecurityDomain="IDP_A"
Name="mr3tTJ340ImN2ED"
|dentity R
Provider B <alias="2df6ghUI46EcduM"
SecurityDomain="IDP_B"
Name="UIK34srW465AXKL"
JoeS987@IDP_B.com >
<alias="UIK34srW465AXKL"
SecurityDomain="SP_A" 101
Name="2df6ghUI46EcduM"
>

This slide shows the data stored regarding a user when two IPs are
federated to the same SP.

101
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Privacy properties

 Liberty avoids the need for global user
identifiers.

A different pseudonym is used by every
IP/SP pair, preventing linking of user
identities.

» Of course, the IP must be trusted, since
the IP knows the linking between all the
SP-specific pseudonyms (although it does
not know the SP local identities).

102

Liberty avoids the need for global user identifiers. A different pseudonym is
used by every IP/SP pair, preventing linking of user identities. Of course, the
IP must be trusted by the user with respect to privacy, since the IP knows the
linking between all the SP-specific pseudonyms (although it does not know
the SP local identities).

102
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Defederation

e Users must have the ability to end federations.

» Liberty defines a Federation Termination
Notification Protocol for this purpose.

* An SP or an IP may initiate defederation.

» This might be initiated by the user clicking on a
‘defederate’ link of an IP or SP web page.

» Other reasons are possible, e.g. expiry of
federation, or ending of a business agreement
between SP and IP.

103

Users must have the ability to end federations. Liberty defines a Federation
Termination Notification Protocol for this purpose.

An SP or an IP may initiate defederation. This might typically be initiated by
the user clicking on a ‘defederate’ link of an IP or SP web page. Other
reasons for defederation are, however, possible, e.g. the expiry of a time-
limited federation, or the ending of a business agreement between an SP and
an IP.
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Defederation - requirements

* |f defederation occurs as a result of a user
request, the user should be authenticated
prior to defederation.

« An SP receiving a request for defederation
(from an IP or a user) should:

— check whether the user is currently logged in
on the basis of an assertion from the IP with

whom federation is being ended;
—if so, then the user should be logged out.
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If defederation occurs as a result of a user request, the user should be
authenticated prior to defederation.

An SP receiving a request for defederation (from an IP or a user) should:

» check whether the user is currently logged in on the basis of an assertion
from the IP with whom federation is being ended;

* if so, then the user should be logged out.
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Authentication mechanisms

* The means by which the user is
authenticated to an IP is called the
authentication mechanism.

« Examples include:

— username/password;
— certificate-based (e.g. SSL/TLS);

— Kerberos (i.e. using one SSO scheme to
bootstrap another!).
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The means by which the user is authenticated to an IP is called the
authentication mechanism. Examples of authentication mechanisms include:

* username/password;
« certificate-based (e.g. SSL/TLS);
» Kerberos (i.e. using one SSO scheme to bootstrap another!).
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IP session state

* |IPs need to maintain session state for principals
(i.e. users) — known as local session state
maintenance.

» This can be done using Cookies.

» |Ps use local session state information as the basis
of authentication assertions sent to SPs performing
the SSO and Federation Protocol with the IP.

— The SP sends an <AuthnRequest> to the IP;

— The IP checks the local session state information for that
user agent, and, if OK, returns an <AuthnResponse>

containing an authentication assertion.
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IPs need to maintain session state for principals (i.e. users) — known as local
session state maintenance. This can be done using Cookies.

IPs use local session state information as the basis of the authentication
assertions (encoded using SAML) that it sends to SPs performing the SSO
and Federation Protocol with the IP.

* The SP sends an <AuthnRequest> to the IP;

* The IP checks the local session state information for that user agent, and,
if OK, returns an <AuthnResponse> containing an authentication assertion.
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Credentials

» The term credential covers any data necessary
to prove an assertion.

» Credentials may represent security-related
attributes of the bearer (including a global
identity for the user).

 Sensitive credentials, e.g. private keys, require
special protection.

» Some credentials must be kept confidential, and
others must also be integrity—protected.

» Other credentials need to incorporate freshness
(liveness) checking.

107

The term credential covers any data necessary to prove an assertion.
Credentials may represent security-related attributes of the bearer (including
a global identity for the user).

Sensitive credentials, e.g. private keys, require special protection. Some
credentials must be kept confidential, and others must also be integrity—
protected. Other credentials need to incorporate freshness (liveness)
checking.
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Authentication assertions

» All assertions include an authentication type
indicating quality of credentials and mechanisms
used to check them.

* An SP may decide that the authentication type of
an assertion means that the assertion cannot be
relied upon for certain actions.

* E.g. if a user logs in with username and
password, then a banking SP may decide that
this is not secure enough, and re-authentication
is required. [Notion of multi-tiered
authentication.]
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All assertions include an authentication type indicating the quality of the
credentials used to authenticate the user, and the nature of the mechanisms
used to check them. An SP may decide that the authentication type of an
assertion means that the assertion cannot be relied upon for certain actions.
E.g. if a user logs in with username and password, then a banking SP may
decide that this is not secure enough, and re-authentication is required. [This
is part of the general notion of multi-tiered authentication.]
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Authentication types

* The current Liberty specifications do not
include a means for IP and user agent to
identify a mutually acceptable set of
authentication methods.

» Also, the SP cannot interrogate an IP to
determine the set of authentication profiles
for which a user is registered at the IP.

» Hence out of band means required to
discover user capabilities.
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The current Liberty specifications do not include a means for an IP and a
user agent to identify a mutually acceptable set of authentication methods.
Also, the SP cannot interrogate an IP to determine the set of authentication
profiles for which a user is registered at the IP. Hence out of band means
are required to discover user capabilities.
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Mutual authentication

* Mutual authentication means that the user
authenticates the IP as well as vice versa.

* E.g.if SSL/TLS is used for user authentication,
then mutual authentication is achieved.

» This may add security; however, as always, this
depends on the user checking that the
appropriate IP has been authenticated (e.qg.
checking the URL), and that the appearance of
the user agent (web browser) has not been
modified.
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Mutual authentication means that the user authenticates the IP as well as
vice versa. E.g. if SSL/TLS is used for user authentication, then mutual
authentication is achieved.

This may add security; however, as always, this depends on the user
checking that the appropriate IP has been authenticated (e.g. checking the
URL), and that the appearance of the user agent (web browser) has not been
modified.
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Protocol profiles

The SSO and Federation Protocol defines
messages exchanged by SP and IP.

Possible mappings of these messages to
particular means of communications (e.g.
HTTP, SOAP) are called Profiles.

Three profiles are currently defined.
We briefly look at each of them.
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The SSO and Federation Protocol defines the messages exchanged by SP
and IP. Possible mappings of these messages to particular means of
communications (e.g. HTTP, SOAP) are called Profiles.

Three profiles are currently defined in the Liberty Bindings and Profiles
Specification. We briefly look at each of them.
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Liberty Artefact Profile

* In this profile, the protocol messages are sent in
an ‘artefact’ embedded in the URI exchanged
between the IP and the SP via web redirection.

* The artefact is a (one-time) random identifier,
which the SP can use to ask the IP for the full
SAML assertion.

e The identifier is used because there isn't room in
the URI to send the full SAML assertion.

* The one-time random nature of the identifier
prevents replay attacks.
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In this profile, the protocol messages are sent in an ‘artefact’ embedded in
the URI exchanged between the IP and the SP via web redirection; i.e. this
profile is used when redirection uses the HTTP redirect. The artefact is a
(one-time) random identifier, which the SP can use to request the full SAML
assertion from the IP — this occurs using a direct communications link
between the two.

The identifier is used because there isn't room in the URI to send the full
SAML assertion.

The one-time random nature of the identifier prevents replay attacks.
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Liberty Browser POST Profile

e This is used with the Form-POST based
redirection option.

e In this case the authentication assertion is
embedded within an HTTP form.

* In this case, no direct SP-IP
communications is required to send the
assertion (the entire assertion can be
embedded in the HTML form).
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This is used with the Form-POST based redirection option. In this case the
authentication assertion is embedded within an HTTP form. In this case, no
direct SP-IP communications is required to send the assertion (the entire
assertion can be embedded in the HTML form).
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Liberty-enabled Client and Proxy Profile

* In this case, a third party (the client or
proxy) is involved.

* The client (or proxy) must know which IP
the user wishes to use with the SP.

* The client sends Liberty messages in the
body of HTTP requests/responses — so no
size limitations.

» User agent/IP interactions are SOAP-
based.
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In this case, a third party (the client or proxy) is involved. The client (or
proxy) must know which IP the user wishes to use with the SP.

The client sends Liberty messages in the body of HTTP requests/responses
— S0 there are no size limitations. User agent/IP interactions are SOAP-

based.
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Example

* We give an example of the operation of
the Liberty Artefact and Form POST
Profiles.

* Note that, although the user chooses the
IP in the example, this is not the only way
in which an IP can be discovered by the
SP.

* This could occur using the introduction
mechanism.
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We give an example of the Liberty Artefact and Form POST Profiles.

Note that, although the user chooses the IP in the example, this is not the
only way in which an IP can be discovered by the SP. This could occur using
the introduction mechanism.
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|dentity
Provider

3. User
redirected to
lderntity Provide
andlogs in

2.Service
Provider uses
HTTF redirect or
FormPost o
Identity
Provider

User

Example data flows |

Service
Provider

1. User selects
Identity Provwider
aslog inoption
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1. The user goes to an SP and chooses the IP from a list.

2. The user browser is redirected to the IP with an embedded parameter

indicating the SP.

3. The user sends authentication credentials to the IP.
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Example data flows I

T Servire Provider nqueries Identity Provider

4. ldentity Provider
processes login

2. |dentity Provider
redirects to Service
Provider with a
credential embedded

about user
v |
|dentity Service
Provider Provider
E. |

8. Service Provider
recees HT TP
redirect and
parses credential

from URL or Post

inthe URL or Post

User 117

4. The IP authenticates the user.

5. The IP redirects the user’'s web browser (the user agent) back to the SP.
If the HTTP redirect profile is used, then the URI contains an embedded
pseudonymous identifier for the authentication assertion. If the Form POST
profile is used, then the SAML assertion is contained in the HTTP Form.

6. The SP receives the HTTP redirect. If the HTTP redirect profile is used,
then the SP receives a pseudonymous identifier for the authentication
assertion in the URI. If the Form POST profile is used, then the SP receives
the SAML assertion in the HTTP Form.

7. This step is only executed for the HTTP redirect case. In this case, the
SP contacts the IP and asks for the assertion using the received
pseudonymous identifier.
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IP interactions

« A user may have authenticated to IP,, and
be redirected to a second IP (IPg) by an
SP (e.g. because the SP does not have a
relationship with IP,).

 IPg, if it trusts IP,, could use the Liberty
protocols to get an authentication
assertion from IP,, which IP; uses to
generate its own assertion sent to the SP.
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A user may have authenticated to IP,, and be redirected to a second IP (IPg,
say) by an SP (e.g. because the SP does not have a relationship with IP,).
Then, IPg, if it trusts IP,, could use the Liberty protocols to get an
authentication assertion from IP,, which IP; uses to generate its own
assertion sent to the SP.
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e. ldentity Provider introduction

 |n circles of trust with more than one IP, an
SP needs to discover which IPs a user
employs.

* |deally, an IP could write a cookie to the
user agent, readable by the SP.

» However, an IP in one DNS domain has
no way to write a cookie readable by an
SP in a different DNS domain.

119

In circles of trust with more than one IP, an SP needs to discover which IPs a
user employs. Ideally, an IP could write a cookie to the user agent, readable
by the SP. However, an IP in one DNS domain has no way to write a cookie
readable by an SP in a different DNS domain.
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Common domains

One_sol_ution is_to use a domain common to all
entities in the circle of trust.

Entries in this DNS domain will point to IP
addresses for entities in the circle of trust.

If the common domain is, say, AAG.inc , each
SP, e.g. CarRental.inc , will have a name in
this domain, e.g. CarRental. AAG.inc ,

pointing to an IP address specified by
CarRental.inc

This enables all entities in the circle of trust to
read cookies posted by each other.

One solution is to use a domain common to all entities in the circle of trust.
Entries in this DNS domain will point to IP addresses for entities in the circle
of trust.

If the common domain is, say, AAG.inc , each SP, e.g. CarRental.inc
will have a name in this domain, e.g. CarRental. AAG.inc
IP address specified by CarRental.inc

circle of trust to read cookies posted by each other.

, pointing to an
— this enables all entities in the
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Using a common domain |
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User Agent
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1. When a user authenticates to an IP (Airline.inc

user agent (i.e. the browser) to the

2. The common domain service (at the IP address pointed to by
Airline.AAG.Iinc ) writes a cookie to the user agent specifying the user’s

choice of IP as Airline.inc

3. The user then navigates to the SP CarRental.inc

) , the IP redirects the
IP’s common domain address
(Airline.AAG.Iinc ), with a parameter indicating that this IP is being used.
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Using a common domain |l

122

4. The SP CarRental.inc redirects the user to the common domain
service address CarRental. AAG.inc , and the server at that address can
read the cookie left at the user agent by Airline.AAG.inc

5. The common domain service at CarRental. AAG.inc redirects the user
agent back to CarRental.inc , with a list of possible IPs embedded in the
URL.

6. The SP CarRental.inc can now ask the user if he/she would like to be
logged in using the IP Airline.inc
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f. Single Logout

 The Single Logout Protocol provides _
synchronised user logout across all sessions
authenticated by a particular IP.

* Can be initiated either at the IP or at any of the
relying SPs.
 In either case, the IP will send a logout request

to each SP which it has helped to set up a user
session.

* Note that, it is important that, when logging out
at an SP, a user knows whether he/she will be
logged out of all sessions or just this one
session.
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The Single Logout Protocol provides synchronised user logout across all
sessions authenticated by a particular IP. This protocol can be initiated
either at the IP or at any of the relying SPs. In either case, the IP will send a
logout request to each SP which it has helped to set up a user session.

Note that, it is important that, when logging out at an SP, a user knows
whether he/she will be logged out of all sessions or just this one session.
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IP-based single logout
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If the user logs out at the IP, then the case is simpler. The IP simply sends a

message directly to each SP.
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SP-based single logout
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If the user performs a single logout at an SP, then the SP must inform the IP

of the single logout. The process is then as in the previous case.
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g. Scenarios revisited

* We now return to the Joe Self example.
» We give an overview of the user

underlie different user experiences.

 We look at three scenarios: S1, S2 and
S3.

experience for federation, introduction and
SSO. Note that the same technology can

126

We now return to the Joe Self example. We give an overview of the user

experience for the Liberty federation, introduction and SSO processes.

We look at three scenarios: S1, S2 and S3.
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S1. No existing login/No cookie

127

Here, Joe Self is not logged in anywhere, does not have a common domain
cookie, and visits CarRental.inc without first visiting Airline.inc

We show three ways in which things might proceed to enable Joe Self to
login:

1. Redirect to IP website;

2. IP dialogue box;

3. Embedded form.
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Sla. Login via redirect to IP

128

Here the SP redirects the user to the IP website. Joe Self’'s browser displays
the IP web page, and, after successful login, Joe’s browser is redirected back

to the SP’s website.
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S1b. Login via IP dialogue box

129

Here a link on the SP web page invokes an IP-generated dialogue/popup
box. Joe Self's browser displays an IP-generated popup window; after
successful login the popup will close.
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Slc. Login via embedded form

130

Here a link on the SP’s web page causes the SP to display embedded login
forms. That is, the login page comes from the SP, but when Joe Self
presses the submit button the information is sent to the IP, typically via a
POST. To Joe Self, it appears as if he has never left the SP web site.

Although this looks clean and simple, there are security issues. The user
may be revealing his IP credentials to the SP!
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S2. Not logged in/Has cookie

* This is similar to the precious scenario.

 However, because of the cookie, when
Joe navigates to the SP, the SP knows
immediately which IP to use.

* |t can therefore immediately perform user
login to the IP using one of the three
methods, without necessarily first
prompting the user.
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This is similar to the precious scenario. However, because of the cookie,
when Joe navigates to the SP, the SP knows immediately which IP to use.

The SP can therefore immediately arrange for the user to login to the IP
using one of the three methods, without necessarily first prompting the user.
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S3. Logged in/Has cookie

132

This is exactly as in slide 82.
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h. Security elements

into the Liberty system.

* In particular we look at the security
features built into the Liberty protocol
definitions.

* We now look at the security features built

133

We now look at the security features built into the Liberty system.

In

particular we look at the security features built into the Liberty protocol

definitions.

These features are described in the Liberty Protocols and Schema

Specification.
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Security mechanisms

* The main security mechanism used to provide
security for the Liberty protocol messages is the
XML signature.

* Hence the system relies on a pre-established
PKI involving the SPs and IPs.

* l.e. all the SPs and IPs in a circle of trust must
have the means to verify each other's
certificates and hence signatures.

 In addition, depending on the profile, additional
communications channel security measures may
be applied (e.g. via SSL/TLS and SOAP).

134

The main security mechanism used to provide security for the Liberty
protocol messages is the XML signature. Hence the system relies on a pre-
established PKI involving the SPs and IPs. l.e. all the SPs and IPs in a circle
of trust must have the means to verify each other's certificates and hence
signatures.

In addition, depending on the profile being used, additional communications
channel security measures may be applied (e.g. via SSL/TLS and SOAP).
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SSO and Federation Protocol

» This consists of <AuthnRequest> and
<AuthnResponse> messages.

* The <AuthnRequest> message SHOULD be
signed.

* The assertions in the <AuthnResponse> message
MUST be (individually) signed.

» The assertions are of type AssertionType , which
Is an extension of the SAML AssertionType
allowing the RequestID element from the
<AuthnRequest> to be included in the assertion
(guaranteeing assertion freshness).

» The absence of the RequestiID element indicates

that the IP has sent the <AuthnResponse> without
first receiving an <AuthnRequest> . 135

This consists of <AuthnRequest> and <AuthnResponse> messages.

The <AuthnRequest> message SHOULD be signed. The assertions in the
<AuthnResponse> message MUST be (individually) signed.

The assertions are of type AssertionType , which is an extension of the
SAML AssertionType , allowing the RequestlD element from the
<AuthnRequest> to be included in the assertion (guaranteeing assertion
freshness). The absence of the RequestlD element indicates that the IP
has sent the <AuthnResponse> without  first receiving an
<AuthnRequest>
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Name Registration Protocol

» This consists of
<RegisterNameldentifierRequest>
and
<RegisterNameldentifierResponse>
messages.

» Both messages SHOULD be signed.

* The request (SP® IP) enables the SP to
register a new pseudonym for the user.
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This

consists of  <RegisterNameldentifierRequest>

and

<RegisterNameldentifierResponse> messages. Both messages
SHOULD be signed.

The request (SP® IP) enables the SP to register a new pseudonym for the

user.
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Federation Termination Notification

* This consists of a
<FederationTerminationNotificat
lon> message.

e This message SHOULD be signed.
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This consists of a <FederationTerminationNotification> message.
This message SHOULD be signed.
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Single Logout Protocol

» This consists of <LogoutRequest> and
<LogoutResponse> messages.

» Both messages SHOULD be signed.
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This consists of <LogoutRequest> and <LogoutResponse> messages.
Both messages SHOULD be signed.
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Name ldentifier Mapping Protocol

* This consists of
<NameldentifierMappingRequest>

and
<NameldentifierMappingResponse>
messages.

* The request MUST be signed, and the
response SHOULD be signed.
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This consists of <NameldentifierMappingRequest> and
<NameldentifierMappingResponse> messages. The request MUST
be signed, and the response SHOULD be signed.
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I. Security assessment

There are a number of security issues arising
from the fact that not all messages MUST be
signed (many just SHOULD be signed).

It would appear that there are possible denial of
service issues if some of these messages are
not signed.

Of course, in many cases messages will be sent
over SSL/TLS secured links, but not always.

Also, SSL/TLS will not help if the user does not
check the URL of the website to which the
browser connects.
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There are a number of security issues arising from the fact that not all
messages MUST be signed (many just SHOULD be signed). It would appear
that there are possible denial of service issues if some of these messages

are not signed.

Of course, in many cases messages will be sent over SSL/TLS secured
links, but not always. In any case, SSL will not always help, because often

users do not check the URL of the website to which the browser connects.
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Hazards of redirection

 The hazards of redirection for user
authentication were discussed in Part B of
this course.

» A rogue SP (or a malicious third party
impersonating an honest SP) may redirect
a user agent to an entity impersonating an
IP.

» This false IP could then capture re-usable
credentials, e.g. username and password.
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The hazards of redirection for user authentication were discussed in Part B of
this course. A rogue SP (or a malicious third party impersonating an honest
SP) may redirect a user agent to an entity impersonating an IP. This false IP
could then capture re-usable credentials, e.g. username and password.
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