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IY5601
B.  Payment and e-commerce 

applications

Chris Mitchell
http://www.isg.rhul.ac.uk/~cjm

c.mitchell@rhul.ac.uk

All corrections and suggestions for improvement to this course material are 
gratefully received – please send any comments to:

c.mitchell@rhul.ac.uk

Please feel free to re-use all or part of this presentation; however, if you do, it 
would be much appreciated if an acknowledgement of Royal Holloway as the 
source of this material could be given.  I would also value learning about your 
experiences with this material.
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Structure of this part of the course

1. Introduction
2. Payment models
3. Card payments
4. Open and closed PKIs
5. EMV
6. SSL/TLS and 3-D Secure
7. Case study: The EMV PKI
8. Further resources

This lecture is divided into the following main parts:

1. Introduction

2. Payment models

3. Card payments

4. Open and closed PKIs

5. EMV

6. SSL/TLS and 3-D Secure

7. Case study: The EMV PKI

8. Further resources
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Scope

• Part B of IY5601 is concerned with the 
security of payment systems.

• We focus on two particular secure 
payment schemes: EMV and 3-D Secure.

• We also look at the implementation of 
EMV as our Case Study for this part of the 
course.

Part B of this course is concerned with the security of payment systems.  We 
focus on two particular secure payment schemes: EMV and 3-D Secure.  We 
also look at the implementation of EMV as our Case Study for this part of the 
course.
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Background
• EMV is an industry standard defining the logical 

and physical interface between a payment smart 
card and a merchant terminal.

• EMV is the basis of ‘chip and PIN’, as currently 
being rolled out in the UK.

• 3-D Secure is a Visa initiative, designed to 
improve the security of e-commerce transactions 
made using payment cards.

• 3-D Secure has also been adopted by 
MasterCard.

EMV is an industry standard defining the logical and physical interface 
between a payment smart card and a merchant terminal.  EMV is the basis of 
‘chip and PIN’, as currently being rolled out in the UK.

3-D Secure is a Visa initiative, designed to improve the security of e-
commerce transactions made using payment cards.  3-D Secure has also 
been adopted by MasterCard.
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Structure of this part of the course

1. Introduction
2. Payment models
3. Card payments
4. Open and closed PKIs
5. EMV
6. SSL/TLS and 3-D Secure
7. Case study: The EMV PKI
8. Further resources

An overview of payment systems can be found in chapter 2 of O’Mahony et 
al.’s Electronic Payment Systems for E-Commerce.  The course material 
draws liberally on this source.
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Bank-based payment

• We are concerned here with methods of 
payment based on bank accounts.

• Hence we exclude traditional cash 
payments.

• Also not concerned here with e-cash –
there are a huge variety of models for e-
cash, some account based and some not. 

We are concerned here with methods of payment based on bank accounts.  
Hence we exclude from our discussion traditional cash payments. We are 
also not concerned here with electronic cash (e-cash) schemes – there are a 
huge variety of models for e-cash, some account-based and some not. 
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Payment models
• We introduce two main payment models, 

which we refer to as pull and push models, 
depending on who is responsible for 
inaugurating money transfer.

• In both models we assume that buyer A
wishes to make a payment to seller B, in 
return for goods or services.

• Both buyer and seller have an account of 
some kind with a bank.

We introduce two main payment models, which we refer to as pull and push
models.  The names refer to the entity responsible for inaugurating money 
transfer.  That is, in a pull model it is the responsibility of the seller (the 
recipient of funds) to ‘pull’ the payment from the buyer, and in the push model 
is is the responsibility of the buyer (the source of the funds) to ‘push’ the 
payment to the seller. 

In both models we assume that buyer A wishes to make a payment to seller 
B, in return for the provision of goods or services.  Both buyer and seller are 
assumed to have an account of some kind with a bank.
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(Basic) payment model

• We start by introducing a model for (bank) 
based payments which underlies both the 
push and the pull models.

• We introduce the main parties in the 
model and outline the assumed 
relationships between them.

We start by introducing a model for (bank) based payments which underlies 
both the push and the pull models.  We introduce the main parties in the 
model and outline the assumed relationships between them.
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Players in (basic) model

Buyer bank Seller bank

Buyer, A Seller, B
Payment

Contractual 
relationship

Contractual 
relationship

Payment 
system 

relationship

The four parties in our fundamental payment model are as follows:

• Buyer A;

• The bank of the buyer;

• Seller B;

• The bank of the seller.

The fundamental assumption is that A wishes to make a payment to B.  In 
addition:

• A is assumed to have a contractual relationship with A’s bank;

• B is assumed to have a contractual relationship with B’s bank;

• A’s and B’s banks are assumed to be members of a payment system which 
will enable them to support the desired transfer of funds.

Note that if A’s bank and B’s bank are actually the same institution, then the 
system can potentially be simplified.  However, to simplify matters we 
assume throughout that they are distinct institutions.
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Pull model

Buyer bank Seller bank

Buyer, A Seller, B
1.  Transfer 
of payment 
instrument

5a.  Receive 
notification of 

transfer (bill or 
account debit)

2.  Submit 
instrument

3.  Clear 
instrument

4.  Transfer 
funds 5b.  Receive 

notification of 
transfer (e.g. 
account credit)

The general pull model involves the following steps:

1.  Transfer of payment instrument:  The buyer, A, gives a payment 
instrument (of some form) to the seller, B.

2.  Submit instrument:  The seller B, submits the payment instrument to B’s 
bank, to request the transfer of funds from A.  (This starts the pull of funds 
from A to B).

3.  Clear instrument:  The seller bank ‘clears’ the payment instrument, using 
the appropriate payment system.

4.  Transfer funds:  The buyer bank, having verified the payment instrument 
(and also having checked that the buyer A has access to the necessary 
funds), transfers the requested funds from the ‘account’ of A to the 
‘account’ of B.  [This could be, but does need to be, a conventional bank 
account].

5a.  Receive notification of transfer (buyer):  The buyer A is notified by A’s 
bank that the transfer has occurred.  This notification may be as part of a 
bill (requesting payment for the funds transferred) or as part of an account 
statement. 

5b.  Receive notification of transfer (seller):  The seller B is notified by B’s 
bank that the transfer has occurred.  This notification could simply occur 
as part of a routine account statement.
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Pull model - examples

• There are three ‘obvious’ examples of pull 
model payment systems:
– Payments by cheque;
– Payments by credit card;
– Payments by debit card.

• We look at each of these three examples 
in a little more detail.

There are three ‘obvious’ examples of pull model payment systems:

• Payments by cheque;

• Payments by credit card;

• Payments by debit card.

We look at each of these three examples in a little more detail.
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Cheque payments
• In this case the:

– payment instrument is the cheque;
– cheque is physically transferred from A to B, and from 

B to B’s bank;
– payment system is a cheque clearing system 

(typically operated at a national level);
– account number and signature are verified by A’s 

bank, as is presence of necessary funds in A’s 
account – if necessary cheque is returned;

– transfer of funds (settlement) takes place between 
accounts, after a delay;

– notifications to A and B are via account statements.

In this case the:

• payment instrument is the physical cheque, filled out and signed by A and 
given to B;

• cheque is physically transferred from A to B, and from B to B’s bank;

• payment system is a cheque clearing system (typically operated at a 
national level);

• account number and signature are verified by A’s bank, as is the presence 
of the necessary funds in A’s account – if necessary, i.e. if sufficient funds 
are not available, if the account number is invalid, or the signature is not 
correct, the cheque is returned;

• transfer of funds (settlement) takes place between accounts, after a delay 
(in the UK the delay between submission of a cheque and settlement is up to 
5 days);

• notifications to A and B are via account statements.

The issue of returning cheques is a major problem with this system.
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Credit card payments
• In this case the:

– payment instrument is a paper or electronic record of a credit 
card transaction;

– card record is physically or electronically transferred from B to 
B’s bank (known as the acquiring bank);

– payment system is a credit card brand, e.g. MasterCard or Visa 
(typically operated at a global level);

– account number and signature (or electronic verifier) are verified 
by A’s bank (known as the issuing bank) as is presence of 
sufficient credit on A’s account;

– transfer of funds (settlement) takes place between accounts;
– notifications to A are via credit card bill, and to B via an account 

statement.

In this case the:

• payment instrument is a paper or electronic record of a credit card 
transaction;

• card record is physically or electronically transferred from B to B’s bank 
(known as the acquiring bank);

• payment system is a credit card brand, e.g. MasterCard or Visa (typically 
operated at a global level);

• account number and signature (or electronic verifier) are verified by A’s 
bank (known as the issuing bank) as is presence of sufficient credit on A’s 
account;

• transfer of funds (settlement) takes place between accounts;

• notifications to A are via credit card bill, and to B via an account statement.

In fact, this description neglects some of the complexities of he system, 
which we return to a little later.
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Debit card payments

• Very similar to credit card.
• Same payment instrument and payment 

system used.
• Main difference is that funds are deducted 

from A’s account instead of being taken 
from a credit account.

• Hence in this latter respect more like 
cheque payments.

The operation of debit card payments is very similar to that of credit card 
payments.  The same type of payment instrument and the same payment 
system are used.

The main difference is that funds are deducted from A’s account instead of 
being taken from a credit account.  Hence in this latter respect the system is 
more like the cheque payments system.
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Push model

Buyer bank Seller bank

Buyer, A Seller, B
1.  Transfer 
of payment 
instrument

4a.  Receive 
notification of 
transfer (bill or 
account debit)

2.  Submit 
instrument

3.  Clear 
instrument (and 
transfer funds)

4b.  Receive 
notification of 
transfer (e.g. 
account credit)

The general push model involves the following steps:

1.  Transfer of payment instrument:  The seller, B, gives a payment 
instrument (of some form) to the buyer, A.

2.  Submit instrument:  The buyer A, submits the payment instrument to A’s 
bank, to request the transfer of funds to B.  (This starts the push of funds to 
B).

3.  Clear instrument (and transfer funds):  The buyer bank ‘clears’ the 
payment instrument, using the appropriate payment system, and sends the 
funds to the seller bank.

4a.  Receive notification of transfer (buyer):  The buyer A is notified by A’s 
bank that the transfer has occurred.  This notification could occur as part of 
an account statement. 

4b.  Receive notification of transfer (seller):  The seller B is notified by B’s 
bank that the transfer has occurred.  This notification could occur as part of a 
routine account statement.
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Push model - examples

• There are two ‘obvious’ examples of pull 
model payment systems:
– Giros or credit transfers;
– Automated clearing house (ACH) payments.

• We next look at these two examples in a 
little more detail.

There are two ‘obvious’ examples of pull model payment systems:

• Giros or credit transfers;

• Automated clearing house (ACH) payments.

We next look at these two examples in a little more detail.



IY5601: Part B

17

17

��������	��
��
��	��
�����

Giro/credit transfers
• In this case the:

– payment instrument is the giro form;
– the form is physically transferred from A to A’s bank;
– payment system is a clearing system (typically 

operated at a national level);
– transfer of funds (settlement) takes place between 

accounts, without problem or returned cheques;
– notifications to A and B are via account statements.

In this case the:

• payment instrument is the giro form (this does not actually need to be sent 
from the seller to the buyer, if A has all the necessary account information for 
B);

• the form is physically transferred from A to A’s bank;

• payment system is a clearing system (typically operated at a national 
level);

• transfer of funds (settlement) takes place between accounts, without 
problem or returned cheques;

• notifications to A and B are via account statements.
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ACH payments
• This is essentially an electronic version of the 

paper-based giro.
• Payment instructions are in electronic form.
• Widely used for payment of wages, 

implementation of standing orders, directs 
debits, etc.

• Payment system is operated at a national level 
(although there is a European system).

• (Note that direct debits are not a ‘pure’ push 
system, since B’s bank sends list of payments to 
A’s bank).

This is essentially an electronic version of the paper-based giro.  Payment 
instructions are in electronic form.

This system is widely used for payment of wages, implementation of standing 
orders, directs debits, etc.  The payment system is typically operated at the 
national level (although there is a European system).

(Note that direct debits are not a ‘pure’ push system, since B’s bank sends 
list of payments to A’s bank).
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Structure of this part of the course

1. Introduction
2. Payment models
3. Card payments
4. Open and closed PKIs
5. EMV
6. SSL/TLS and 3-D Secure
7. Case study: The EMV PKI
8. Further resources

We next examine card payments in somewhat more detail.  A brief 
introduction to payment cards can be found in section 2.3 of O’Mahony et 
al.’s Electronic Payment Systems for E-Commerce.  For simplicity we 
focus exclusively on credit cards (although debit cards are very similar).

Note that from here on we make occasional references to EMV.  This is a 
reference to a card technology used to implement ‘chip and PIN’ – this 
technology is explained in more detail later.
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Authorisations
• The payment model for credit cards is slightly 

more elaborate than so far described.

• When a card is offered for payment at a 
merchant, a decision is made whether or not an 
‘online authorisation’ is required.

• This decision may be based on a ‘floor limit’.
• Authorisation involves an exchange of 

messages between a merchant terminal (at the 
seller) and the card issuer.

The payment model for credit cards is slightly more elaborate than so far 
described.  When a card is offered (by a buyer B) for payment at a seller 
(referred to as a merchant), a decision is made whether or not an ‘online 
authorisation’ is required.  This decision may be made by the merchant 
based on a floor limit, or automatically by the merchant terminal (and/or by 
the card, in the case of an EMV card).  A floor limit is a merchant-specific 
limit, such that all transactions above this limit must be online authorised –
such a limit would be imposed by the card brand.    

The authorisation process involves an exchange of messages between a 
merchant terminal and the card issuer.
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Role of card brand

• Each major card brand (MasterCard, Visa, 
…) operates a payment network to which 
all acquirer and issuing banks (for that 
brand) are attached.

• All messages between acquiring and 
issuing banks pass through this network.

Each major card brand (MasterCard, Visa, …) operates a payment network 
to which all acquirer and issuing banks (for that brand) are attached.  All 
messages between acquiring and issuing banks pass through this network.
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7.  Clear payment record

8.  Transfer funds

4.  Authorisation response

Credit card model

Card issuing 
bank

Acquiring 
bank

Cardholder, A Merchant, B1.  Use card to create 
payment record

9a.  Receive 
notification of 

transfer (bill or 
account debit)

6.  Payment 
record

9b.  Receive 
notification of 
transfer (e.g. 
account 
credit)

2.  Authorisation 
request

3.  Authorisation request

5.  Authorisation 
response

Note that the authorisation messages are labelled in a bold font.

Brand-specific payment 
network

The elaborated version of the pull model specific to credit card systems model involves the following 
steps:

1.  Transfer of payment record:  The cardholder, A, and merchant B create a credit card payment 
record (e.g. a signed slip or an electronic payment record).

2.  Authorisation request (B to acquirer):  The merchant (or merchant terminal) submits an 
authorisation request for this transaction to the Acquiring bank.

3.  Authorisation request (acquirer to issuer):  The acquiring bank forwards the authorisation request to 
the appropriate issuing bank (using the brand network).

4.  Authorisation response (issuer to acquirer):  After making an authorisation decision, the issuing 
bank sends the authorisation response back to the acquiring bank (using the brand network).

5.  Authorisation response (acquirer to B): The acquiring bank forwards the authorisation response to 
the merchant.

6.  Submit payment record:  If the authorisation response is positive, the transaction is now completed.  
The merchant B, submits the payment record to B’s acquiring bank, to request the transfer of funds 
from A.  (This starts the pull of funds from A to B).

7.  Clear payment record:  The acquiring bank sends the payment record to the issuing bank for 
clearing, using the brand network.

8.  Transfer funds:  The issuing bank, having verified the payment record (and also having checked 
that the cardholder A has the necessary credit), transfers the requested funds from the account of A to 
the account of B.

9a.  Receive notification of transfer (buyer):  The cardholder A is notified by A’s bank that the transfer 
has occurred.  This notification is part of a bill (requesting payment for the funds transferred). 

9b.  Receive notification of transfer (seller):  The merchant B is notified by B’s bank that the transfer 
has occurred.  This notification could simply occur as part of a routine account statement.

Note that steps 2-5 will not always be completed, depending on whether or not online authorisation is 
necessary.

The brand-specific payment network provides connectivity and clearing/settlement services between all 
participating banks.
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MOTO transactions
• In a ‘conventional’ credit card transaction, the 

cardholder is physically present and signs a 
payment slip (or completes an EMV transaction 
using his/her PIN).

• This gives the merchant evidence of the 
transaction.

• However, in a MOTO (Mail Order, Telephone 
Order) transaction, the merchant gets no such 
evidence.

• This includes e-commerce transactions.

In a ‘conventional’ credit card transaction, the cardholder is physically 
present and signs a payment slip (or completes an EMV transaction using 
his/her PIN).  This gives the merchant evidence of the transaction.  However, 
in a MOTO (Mail Order, Telephone Order) transaction, the merchant gets no 
such evidence. This includes e-commerce transactions.
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Chargebacks
• After a payment has been completed (and money 

credited to a merchant’s account), the cardholder may 
dispute a transaction.

• Unless the merchant can prove the transaction was valid 
(e.g. if the signature on the payment slip matches the 
cardholder signature), the transaction will be reversed ( a 
chargeback), and the merchant will lose the money.

• I.e. the merchant takes liability for disputed transactions.
• This is a major problem for MOTO transactions.
• If an online authorisation is sought, the merchant will 

typically be protected against chargebacks.

After a payment has been completed (and money credited to a merchant’s 
account), the cardholder may dispute a transaction.  Unless the merchant 
can prove the transaction was valid (e.g. if the signature on the payment slip 
matches the cardholder signature), the transaction will be reversed (a 
chargeback), and the merchant will lose the money.  I.e. the merchant takes 
liability for disputed transactions.  This is a major problem for MOTO 
transactions.  If an online authorisation is sought, the merchant will typically 
be protected against chargebacks.



IY5601: Part B

25

25

��������	��
��
��	��
�����

Primary threats
• There are many security threats to the credit 

card payment system, including:
– unauthorised card use (lost, borrowed or stolen 

cards), including use of stolen card details for MOTO 
transactions;

– use of fake cards (either a copy of a legitimate card or 
an entirely bogus card);

– transaction repudiation;
– eavesdropping on transactions (loss of privacy);
– manipulation of transactions.

There are many security threats to the credit card payment system, including:

• unauthorised card use (lost, borrowed or stolen cards), including use of 
stolen card details for MOTO transactions;

• use of fake cards (either a copy of a legitimate card or an entirely bogus 
card);

• transaction repudiation (possibly leading to unfair chargebacks);

• eavesdropping on transactions (loss of privacy);

• manipulation of transactions.

All these threats can potentially cause serious financial loss. The party who 
actually bears a loss is determined by the brand rules, to which all issuing 
and acquiring banks must sign up.

Note that we do not consider threats to the banks.  There are many such 
threats – however, these threats are a more general issue, and are 
something that would arise independently of the particular payment system.
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Secondary threats

• We also need to mention other threats 
which can help enable primary threats:
– loss of card number confidentiality (helps card 

cloning and misuse of card details);
– manipulation of data transfers, e.g. between 

merchant and acquirer or between acquirer 
and issuer (helps transaction manipulation).

We also need to mention other threats which can help enable primary 
threats.  These include:

• loss of card number confidentiality (helps card cloning and misuse of card 
details);

• manipulation of data transfers, e.g. between merchant and acquirer or 
between acquirer and issuer (helps transaction manipulation).
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Countermeasures  I

• Countermeasures to unauthorised card 
use include:
– use of handwritten signatures;
– CVC values (including 3-digit value on back of 

card);

– online authorisations (only helps for reported 
stolen cards);

– use of PIN (in EMV cards).

Countermeasures to unauthorised card use include:

• use of handwritten signatures;

• CVC values (including 3-digit value on back of card);

• online authorisations (only helps for reported stolen cards);

• use of PIN (in EMV cards).
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Countermeasures  II

• Countermeasures to card cloning include:
– use of holograms on cards;

– CVC values (value on magnetic stripe);
– online authorisations (detect completely false 

cards, and if clone already known about);

– card-based cryptogram generation and card 
authentication (in EMV cards).

Countermeasures to card cloning include:

• use of holograms on cards;

• CVC values (value on magnetic stripe);

• online authorisations (detect completely false cards, and if clone already 
known about);

• card-based cryptogram generation and card authentication (in EMV cards).
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Countermeasures  III

• Countermeasures to transaction 
repudiation include:
– use of handwritten signatures;
– use of PIN (in EMV).

Countermeasures to transaction repudiation include:

• use of handwritten signatures;

• use of PIN (in EMV).
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Countermeasures  IV
• Countermeasures to eavesdropping on 

transactions include:
– use of cryptographic protection for transfer of 

data between merchant and acquirer, and 
between banks across the brand network.

• However, it appears this this threat is not 
always considered a major issue, since 
eavesdropping at merchant premises is 
very difficult to address.

Countermeasures to eavesdropping on transactions include:

• use of cryptographic protection for transfer of data between merchant and 
acquirer, and between banks across the brand network.

However, it appears this this threat is not always considered a major issue, 
since eavesdropping at merchant premises is very difficult to address.
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Countermeasures  V

• Countermeasures to manipulation of 
transactions include:
– use of cryptographic protection for transfer of 

data between merchant and acquirer, and 
between banks across the brand network.

Countermeasures to manipulation of transactions include:

• use of cryptographic protection for transfer of data between merchant and 
acquirer, and between banks across the brand network.
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Structure of this part of the course

1. Introduction
2. Payment models
3. Card payments
4. Open and closed PKIs
5. EMV
6. SSL/TLS and 3-D Secure
7. Case study: The EMV PKI
8. Further resources

Before looking in detail at EMV (the technology behind ‘chip and PIN’) we 
briefly compare open and closed PKIs.  This is of interest here because 
EMV uses a closed PKI.

A wealth of information on PKIs and their use in an e-commerce setting can 
be found in Ford and Baum’s Secure Electronic Commerce.
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PKIs
• As is very well known, a Public Key 

Infrastructure (PKI) is simply a means of reliably 
distributing public keys for use with asymmetric 
cryptography.

• A PKI typically involves one or more Certification 
Authorities (CAs) generating and distributing 
public key certificates.

• Use of a PKI requires a trusted copy of one or 
more CA public keys, and also a means of 
recognising the security policy in force.

As is very well known, a Public Key Infrastructure (PKI) is simply a means of 
reliably distributing public keys for use with asymmetric cryptography.  A PKI 
typically involves one or more Certification Authorities (CAs) generating and 
distributing public key certificates.  Use of a PKI requires a trusted copy of 
one or more CA public keys, and also a means of recognising the security 
policy in force.
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Open and closed PKIs

• For the purposes of this part of IY5601:
– a closed PKI is one designed for a single 

purpose, and operated under a single policy 
agreed by all parties.

– an open PKI is one designed for general use, 
and in which certificates may be issued and 
used under a number of different policies.

For the purposes of this part of IY5601:

a closed PKI is one designed for a single purpose, and operated under 
a single policy agreed by all parties.

an open PKI is one designed for general use, and in which certificates 
may be issued and used under a number of different policies.
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Closed PKIs
• Closed PKIs are now used for a host of different 

purposes.
• Companies have internal closed PKIs for internal 

company security.
• EMV uses a closed PKI.
• Closed PKIs do not need to conform to general 

purpose PKI standards, since interoperation is 
not necessary.

• The EMV PKI uses a special certificate format to 
minimise the size of certificates stored on, and 
exported from, smart cards.

Closed PKIs are now used for a host of different purposes.  Companies have 
internal closed PKIs for internal company security.  EMV uses a closed PKI.

Closed PKIs do not need to conform to general purpose PKI standards, such 
as X.509, since interoperation is not necessary.  The EMV PKI uses a 
special certificate format to minimise the size of certificates stored on, and 
exported from, smart cards.  Note hat this latter point is especially important, 
given the very low data transfer rate offered by the standard smart card 
interface.
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Open PKIs
• By contrast, open PKIs are used to a relatively 

limited extent.
• It was suggested in the 1990s that global open 

PKIs would emerge – it simply didn’t happen.
• Use of a standardised certificate format, such as 

X.509, is a prerequisite, but by no means a 
sufficient condition.

• Real problems are not technical, but business-
oriented, covering issues such as policy, liability, 
interpretation of extensions, etc.

By contrast, open PKIs are used to a relatively limited extent. It was 
suggested in the 1990s that global open PKIs would emerge – it simply didn’t 
happen.

Use of a standardised certificate format, such as X.509, is a prerequisite, but 
by no means a sufficient condition.  The real problems in using a general 
purpose PKI  are not technical, but business-oriented, covering issues such 
as policy, liability, interpretation of extensions, etc.
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Structure of this part of the course

1. Introduction
2. Payment models
3. Card payments
4. Open and closed PKIs
5. EMV
6. SSL/TLS and 3-D Secure
7. Case study: The EMV PKI
8. Further resources
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EMV – topics to cover
a. Migration to chipcards (smart cards).
b. The development of the EMV specifications.

c. The EMV standards.

d. EMV card authentication.
e. EMV cardholder verification.

f. EMV risk management and cryptograms.

g. EMV secure messaging.
h. Residual vulnerabilities.

This discussion of EMV is divided into the following main parts:

a.  The motivation for the migration of credit and debit cards from 
‘magnetic stripe’ cards to chipcards (smart cards);

b.  The development of the EMV specifications;

c.  The EMV standards;

d.  EMV cardholder authentication;

e.  EMV cardholder verification;

f.   EMV risk management and cryptograms;

g.  EMV secure messaging;

h.  Residual vulnerabilities.
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a.  The migration to chipcards

• We start by exploring the motivation for 
the development of the EMV standards.

• These standards were developed jointly by 
Europay, MasterCard and Visa (hence 
EMV).

• EMV chipcards are currently being rolled 
out in the UK and across Europe to 
replace existing credit and debit cards.

We start by exploring the motivation for the development of the EMV 
standards.  These standards were developed jointly by Europay, 
MasterCard and Visa (hence EMV).  Note that, since the development 
of EMV, Europay and MasterCard have merged, and hence the 
Europay name is no longer used. 

EMV chipcards are currently being rolled out in the UK and across 
Europe to replace existing magnetic-stripe based credit and debit 
cards.
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It became clear in the decade or so leading to to the mid 1990s that 
the credit/debit card business had created a very profitable opportunity 
for the criminal element of society.  These criminal elements had seen 
potentially large rewards from fraud, and they spent significant sums of 
money to reap these rewards.

As can be seen from the graph, the losses the banks had to sustain 
were not insignificant.  The vertical scale ranges between 0 and 500 
million $.
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MasterCard & Eurocard Fraud Losses:  1982-1994
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To this end there have been repeated attempts by the Bank Payment 
Industry to make life more difficult for criminals.  Unfortunately 
criminals are very good at copying the security features that have 
been added to the various payment products.

Embossed printing, Magnetic stripes, Holograms, Card Verification 
Values, and many other measures have been added to cards.  The 
most recent barrier prior to the introduction of ‘chip and PIN’, namely 
the introduction of the CVC, produced remarkable results in reducing 
the losses due to counterfeit cards.  Yet, only a few years after its 
introduction, evidence emerged of criminals having successfully 
broken this feature.

The most recent step in this battle has been the introduction of a 
CARD AUTHENTICATION METHOD or CAM, based on chipcards
and the EMV specifications.
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Besides establishing physical features on the cards to counter the 
threat of fake cards, other threats also need to be addressed.  These 
include the ability of the criminal to steal (or borrow) and use a genuine 
card.  This threat is referred to as ‘Lost and Stolen’.

Given that consumers tend to know reasonably quickly when a card
has been lost or stolen, the possibility of authorising every transaction 
at the time of the transaction was introduced, which would enable the 
use of cards to be blocked by their issuer.

The cost of on-line validation of the transaction can be compared with 
the risk of losses associated with the transaction.  This balance of risk 
versus cost led to the concept of the merchant floor limit (referred to 
previously).
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EPSEPS--NetNet
BanknetBanknet

On-line Authorisation 
controlled by the floor limit
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On-line authorisation

• Outside North America 
telecommunications use is not free.

• Risk versus cost is a serious issue.
• Is universal on-line authorisation 

appropriate?

In the United States and in Britain, competition for telecommunications 
services is a reality.  History tells us that criminals understand the floor limit 
concept.  This is confirmed by the fact that fraudsters tend to keep the 
fraudulent transactions below these values.  As fraud losses rise, the benefit 
of reducing floor limits improves, therefore requiring on-line authorisation 
rates to increase. 

Unfortunately, this is a trade-off: losses are reduced by increasing costs.  In 
the end, it is likely that the business will be destroyed before losses rise high 
enough to justify 100% on-line authorisations outside of North America.  
These calculations are even being studied by US Banks, in the home of the 
cheap phone call.  Apparently even US Bankers are questioning the expense 
of 100% on-line authorisation in relation to the benefits achieved.
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The business case

• In the early-mid 1990s, the major card 
brands studied the business case for the 
introduction of chip cards (for credit and 
debit) to:
– reduce fraud cost, and
– reduce or maintain on-line Issuer 

authorisation levels.

As with all measures to combat fraud, the costs of such measures need to be 
justified against the costs of fraud.  In the early 1990s the major card brands 
analysed the cost of introducing chip cards for credit and debit against the 
gains to be derived from:

• reductions in the cost of fraud,

• reductions in the cost of on-line authorisations.
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In Europe the business case for the introduction of EMV smart cards 
was based on:

• fraud savings;

• processing savings.

The use of EMV should provide increased security using the following 
features:

• Card Authentication Method (CAM);

• Cardholder Verification Method (CVM);

• Selective on & off-line authorisations.
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Business case for use of chip 
cards for debit/credit

• In Europe the case for introduction is 
based on:
– fraud savings;
– processing savings.

• Increased security using:
– Card Authentication Method (CAM);
– Cardholder Verification Method (CVM);
– Selective on & off-line authorisations.
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b.  Development of EMV

• We next consider the background to the 
development of EMV.

• This is given from the MasterCard 
perspective, although the Visa analysis is 
likely to have been similar.

We next consider the background to the development of the EMV 
specifications.  This is given from the Europay/MasterCard 
perspective, although the Visa analysis is likely to have been similar.
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Based on the business case just described, a programme to augment 
the security features on the Payment Card with the capabilities of the 
Integrated Circuit was commenced in the early 1990s.  Visa and 
Europay/MasterCard joined forces and formed the Europay-
MasterCard-Visa Chip Card Working Group.

The motive for the development of an industry standard was to 
minimise merchant costs, by enabling use of a single merchant 
terminal for both Visa and MasterCard card transactions.
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December 1993 – a new era
• In 1993 Europay International, Visa 

International, and MasterCard 
International commenced joint work on the 
EMV Integrated Circuit Card Specifications 
for Payment Systems.

• Motive in developing an industry standard 
was to minimise merchant costs, by 
enabling use of a single terminal for both 
Visa and MasterCard chipcards.
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The first priority for the chip card introduction was to reduce the loses 
from counterfeit, lost and stolen, and never-received fraud, by 
introducing a Card Authentication Method or CAM, and by introducing 
an economic way of checking the identity of the cardholder with a 
CVM or, in simple terms, a PIN.

The next priority was to ensure that the issuer has a means of 
achieving significant reductions in processing costs.  This element has 
the largest impact in the business case.  In particular it was expected 
to greatly reduce the costs associated with existing on-line 
authorisations for debit cards.

It was also an objective to create the ability to manage the credit risk 
on an account through parameters that could function (off-line) at the 
point of interaction, for every transaction.  Of course it is not clear that 
this is appropriate in every country.  For this reason these parameters 
need to be flexible enough to allow the issuer the capability to decide 
how he wants to act for every card at every point of interaction.
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ISSUING BANK

Name VALID
THRU

Fraud ControlFraud Control

Credit Risk Credit Risk 
ManagementManagement

Cost ReductionCost Reduction

Value Added Value Added 
ServicesServices

Initial priorities for chipcards

• Counterfeit reduction with a CAM.

• Other fraud - Cardholder verification – CVM.
• Reduce on-line processing costs while 

enhancing Issuer transaction control.
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Multi-application capabilities of EMV chip cards will allow card issuing 
banks to consider offering other non-payment related services to their 
cardholders, such as loyalty schemes, emergency health care, 
express check-in, ticketing, etc.
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Fraud ControlFraud Control

Credit Risk Credit Risk 
ManagementManagement

Cost ReductionCost Reduction

Value Added Value Added 
ServicesServices

ISSUING BANK

Name

Primary Account Number

VALID
THRU

Future priorities for 
chipcards

• Take advantage of the multi-application 
capability of the Chip Card

• Support other applications (e.g. Electronic 
Purse)

• Guarantee the bank relationship and position 
with the consumer/cardholder
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ISO & EMV - the differences
• ISO international standards

– are approved by national bodies and are published by 
an external organisation, i.e. ISO.

• EMV specifications:
– were developed, approved and published by the 

Payment Systems;
– are based on inter-industry ISO standards;
– allow for efficient adaptation to market requirements;
– establish a de facto standard specifying the options 

preferred by the industry.

As has already been mentioned, the EMV specifications are industry 
standards, generated by MasterCard and Visa.  However, they do use 
International Standards as building blocks wherever possible.

ISO international standards:

• are approved by national member bodies and are published by an
external organisation, i.e. ISO.

EMV specifications:

• were developed, approved and published by the Payment Systems;

• are based on inter-industry ISO standards;

• allow for efficient adaptation to market requirements;

• establish a de facto standard specifying the options preferred by the 
industry.
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c.  EMV specifications

• The collaborative work between the three 
partners led to the development of the 
EMV specifications.

• These are available from the EMVCo web 
site (www.emvco.com).

• EMV standards cover communications 
between an IC card and terminal.  They 
are designed to support multiple 
applications.

The collaborative work between the three partners led to the 
development of the EMV specifications.  These are available from the 
EMVCo web site (www.emvco.com).

EMV standards cover communications between an Integrated Circuit
(IC) card and a terminal.  They are designed to support multiple
applications.
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EMV Specifications

• Status:
– Release 1: October 1994;

– Release 2: June 1995;
– Release 3 (EMV ’96): June 1996;
– Release 3.1.1:  May 1998;

– Release 4.0 (EMV 2000):  December 2000;
– Release 4.1: May 2004.

The EMV specifications have been through a number of versions.

• Release 1: October 1994;

• Release 2: June 1995;

• Release 3 (EMV ’96):      June 1996;

• Release 3.1.1:  May 1998;

• Release 4.0 (EMV 2000): December 2000;

• Release 4.1:                   May 2004.
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Basis of specifications

• The specifications are based on 
international standards.

• The physical and logical aspects of the 
card terminal interface are based on 
ISO/IEC 7816 (smart cards).

The EMV specifications are based on international standards.  The physical 
and logical aspects of the card terminal interface are based on ISO/IEC 7816 
(smart cards).
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Structure of specifications

• The EMV 2000 specifications are made up 
of four volumes (or books):
1.  Application Independent ICC to Terminal 

Interface Requirements;
2.  Security and Key Management;

3.  Application Specification;
4.  Cardholder, Attendant, and Acquirer 

Interface Requirements.

The EMV 2000 specifications, the Integrated Circuit Card (ICC) 
Specifications for Payment Systems, are divided into four volumes (known as 
books):

1.  Application Independent ICC to Terminal Interface Requirements;

2.  Security and Key Management;

3.  Application Specification;

4.  Cardholder, Attendant, and Acquirer Interface We focus here 
mainly on Books 2 and 3.
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Book 1 :  ICC/Terminal interface
• Covers minimum functionality of ICCs and 

terminals to ensure interoperability.
• Main two parts cover:

– Electromechanical Characteristics, Logical 
Interface, and Transmission Protocols;

– Files, Commands, and Application Selection.

• The use of an application selection 
procedure allows explicitly for multi-
application cards.

This first part of the specifications describes the minimum functionality 
required of integrated circuit cards (ICCs) and terminals to ensure correct 
operation and interoperability independent of the application to be used.

The two main parts of this document cover:

• Electromechanical Characteristics, Logical Interface, and Transmission 
Protocols;

• Files, Commands, and Application Selection.

The use of an application selection procedure allows explicitly for multi-
application cards.
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Application selection
• Application Selection:

– Select the PSE (Payment System 
Environment);

– Read the Payment System Directory (DIR) 
File – this has entries containing: Dedicated 
File name (DF name), Application Priority 
Indicator;

– Select the application;
– ICC returns the File Control Information which 

includes the PDOL.

Application Selection involves the following main steps:

• Select the PSE (Payment System Environment);

• Read the Payment System Directory (DIR) File, which has entries: 
Dedicated File (DF) name, Application Priority Indicator;

• Select the application;

• The ICC returns the File Control Information which includes the PDOL 
(Processing Options Data Object List) – see later for details on DOLs.
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Book 2 :  Security & Key management

• The EMV security protocols are described, as 
are the cryptographic algorithms and key 
management used to support these protocols.

• EMV defines four security protocols:
– Offline CAM (which comes in three variants);
– PIN encryption (to support the CVM);
– Cryptogram generation (transaction protection);
– Secure messaging (card/issuer communications).

The 2nd book describes the minimum security functionality required of 
integrated circuit cards (ICCs) and terminals to ensure correct operation and 
interoperability.

The various security protocols used to support EMV are described, as are the 
cryptographic algorithms and key management used to support these 
security protocols.  There are four EMV security protocols:

• Offline Card Authentication Method (CAM), which comes in three variants;

• PIN encryption, to support the Cardholder Verification Method (CVM);

• Cryptogram generation (for transaction protection);

• Secure messaging (card/issuer communications).

These are all described in more detail a little later.
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Book 2 (continued)

• Key management uses a combination of 
shared secrets and a PKI.

• The card issuer shares secrets with the 
card, used to protect card/issuer 
communications.

• The card brand manages a PKI so that a 
terminal can verify card supplied 
signatures. 

Key management uses a combination of shared secrets and a PKI.

The card issuer shares secrets with the card, used to protect card/issuer 
communications.  The card brand manages a PKI so that a terminal can 
verify card supplied signatures. 
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Book 3 :  Application specification

• The two main parts of this document 
contain:
– Data Elements and Commands;
– Debit and Credit Application Specification.

The 3rd book defines the terminal and integrated circuit card (ICC) 
procedures necessary to effect a payment system transaction in an 
international interchange environment.

The two main parts of this document contain:

• Data Elements and Commands;

• Debit and Credit Application Specification.
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Data elements and commands

• This part of Book 3 provides definitions of:
– Data elements and files for financial 

transaction interchange;
– Commands for financial transactions.

This part of Book 3 provides definitions of:

• Data elements and files for financial transaction interchange;

• Commands for financial transactions.
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• Data elements are coded in data objects.
• Data objects are coded in Tag-Length-Value 

(TLV) format:

TagTag Length Length Value Value 

TagTag LengthLength TLV data object 1 TLV data object 1 TLV data object 2 TLV data object 2 . . . . . . 

Data Elements

• ICC data objects are coded in records.

• Repartition of the records into files is left to the 
discretion of the Issuer.

Data elements are coded in data objects.  Data objects are coded in Tag-Length-Value 
(TLV) format.

That is, each object consists of a fixed length (2-byte) tag, followed by a length indicator, 
followed by a data string.  The structure of the data string is defined by the tag, and its 
length is defined by the length indicator.  Depending on the tag, each value string may in 
fact consists of a series of nested data objects, each in TLV format.

ICC data objects are coded in records.  Repartition of the records into files 
is left to the discretion of the Issuer.
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Tag Length Tag Length T L T L T LT L T LT L.  .  .  .  .  ..  .  .  .  .  .DOLDOL

Formatted Formatted 
commandcommand

CommandCommand VV VV .  .  .  .  .  ..  .  .  .  .  . VV

Data Object Lists (DOLs)
• DOLs are lists stored in the ICC that can 

be read by the Terminal.
• They specify data objects to be passed in 

a command from the Terminal to the ICC:

Data Object Lists (DOLs) are lists stored in the ICC that can be read by the 
Terminal.  They specify data objects to be passed in a command from the 
Terminal to the ICC.
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CLACLA INSINS P1P1 P2P2 LcLc LeLeDataData

Conditional BodyConditional BodyMandatory HeaderMandatory Header

SW2SW2SW1SW1DataData

BodyBody TrailerTrailer

Command Format (ISO 7816)
• The interface is defined as a set of 

command/response pairs.
• Command Application Protocol Data 

Unit (APDU) format: 

• Response APDU format: 

The interface is defined as a set of command/response pairs, as defined in 
ISO/IEC 7816.  Commands sent to an ICC are formatted as Command 
Application Protocol Data Units (Command APDUs).  A Command APDU 
contains:

• CLA - Class Byte;

• INS – Instruction Byte;

• P1 – Parameter 1;

• P2 – Parameter 2;

• Lc – Exact length of command;

• Data;

• Le – Maximum length of data expected in response to command.

Responses to commands, as sent by an ICC to a terminal, (Response 
APDUs) contain:

• SW1 – Status Byte 1;

• SW2 – Status Byte 2.
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Book 4 :  Other interfaces

• Defines the terminal requirements.
• It has three main parts:

– General Requirements;
– Software Architecture;
– Cardholder, Attendant, and Acquirer Interface.

Book 4 defines the mandatory, recommended, and optional terminal
requirements necessary to support the acceptance of integrated circuit cards 
(ICCs).  It has three main parts:

• General Requirements;

• Software Architecture;

• Cardholder, Attendant, and Acquirer Interface.



IY5601: Part B

65

65

��������	��
��
��	��
�����

Common Core Definitions
• EMV version 4.1 contains a major new element, 

the CCDs.

• These define an agreed set of cryptographic and 
other functions, going beyond what is strictly 
necessary to enable use of a single terminal.

• The objective would appear to be to enable cost-
savings by issuing banks, by reducing the 
number of cryptographic functions used to 
support both Visa and MasterCard.

EMV version 4.1 contains a major new element, the Common Core 
Definitions (CCDs).  These define an agreed set of cryptographic and other 
functions, going beyond what is strictly necessary to enable use of a single 
terminal.  The objective would appear to be to enable cost-savings by issuing 
banks, by reducing the number of cryptographic functions that must be 
implemented on cards and by issuers to support both Visa and MasterCard.
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EMV Common Payment Application

• In December 2005, version 1.0 of the CPA 
specification was published.

• The objectives of CPA are to:
– Describe the functionality of a CCD-compliant 

implementation of EMV to ease vendor development 
efforts;

– Specify a core set of functionalities that issuers can 
rely on having available in every implementation of 
CPA;

– Specify an implementation that can be personalised 
with the same data elements to meet the business 
requirements of multiple payment systems.

In December 2005, version 1.0 of the CPA specification was published.  The 
objectives of CPA are to:

• Describe the functionality of a CCD-compliant implementation of EMV to 
ease vendor development efforts;

• Specify a core set of functionalities that issuers can rely on having 
available in every implementation of CPA;

• Specify an implementation that can be personalised with the same data 
elements to meet the business requirements of multiple payment systems.
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d.  EMV Card Authentication
• We next consider how EMV is used to 

support card authentication for credit and 
debit cards.

• That is we define the offline Card 
Authentication Methods (CAMs) supported 
by EMV.

• These are (rather confusingly) referred to 
as Data Authentication methods.

We next consider how EMV is used to support card authentication for 
credit and debit cards.  That is we define the offline Card 
Authentication Methods (CAMs) supported by EMV.  These are (rather 
confusingly) referred to as Data Authentication methods.
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Off-line Data Authentication
• STATIC (SDA): Card specific data is pre-

authenticated by the Issuer and stored in the 
chip card at personalisation time.  (Gives limited 
protection, since copy or replay remains 
possible).

• DYNAMIC (DDA): Authentication is provided by 
the chip card at transaction time as a function of 
both card specific data and a challenge (data) 
received from the terminal.

Two main types of Data Authentication are supported by EMV:

• STATIC (SDA): Card specific data is pre-authenticated by the Issuer and 
stored in the chip card at personalisation time.  (Gives limited protection, 
since copy or replay remains possible).

• DYNAMIC (DDA): Authentication is provided by the chip card at transaction 
time, as a function of both card specific data and a challenge (data) received 
from the terminal.
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Static Data Authentication

• SDA provides ‘static protection’ of ICC 
data integrity by the Issuer.

• Enables detection of unauthorised 
alteration of data after personalisation.

• ICC Data to be authenticated: records 
identified by the Application File Locator 
(AFL) returned by the ICC, and the data 
elements identified by the optional Static 
Data Authentication Tag List.

Static Data Authentication (SDA) provides ‘static protection’ of the integrity 
of ICC data by the card Issuer.  It can be used to detect unauthorised 
alteration of data after personalisation.

The ICC Data that is authenticated is as follows: records identified by the 
Application File Locator (AFL) returned by the ICC, and the data elements 
identified by the optional Static Data Authentication Tag List.
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Summary of operation

• SDA is based on a digital signature 
created by the card issuer on the ‘static 
data to be authenticated’.

• This can be verified by the terminal, using 
a certificate for the issuer public key, 
signed by the card brand CA.

• This process is now shown in a little more 
detail.

SDA is based on a digital signature created by the card issuer on the ‘static 
data to be authenticated’.  This can be verified by the terminal, using a 
certificate for the issuer public key, signed by the card brand CA.  This 
process is now shown in a little more detail.
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SDA based on digital signature:
a two-layer scheme 

Distributed to AcquirerDistributed to Acquirer
(Resides in Terminal)(Resides in Terminal)

(Issuer)
SK IISS

(Issuer)
PK ISS

Private Key Public Key

Issuer Acquirer

Private Key

(EPI/MasterCard)
SKEPI

Public Key

(EPI/MasterCard)
PKBrand

CERTIFIED

Card specific

data

IC Terminal

PK ISS certified

with SK Brand

IC Card

Brand CA

Static data authentication is supported using a two-level key 
management hierarchy.

The top-level Brand CA (e.g. belonging to MasterCard or Visa) has its 
own key pair:

(PKBrand, SKBrand).

Each card issuer also has its own key pair:

(PKISS, SKISS).

The Brand CA uses its private key (SKBrand) to sign a certificate 
(CERTISS) for the public key belonging to the card issuer (PKISS).  The 
Issuer public key certificate (CERTISS) is stored on the IC card.

The Issuer private key (SKISS) is used to sign card-specific ‘static data’ 
(SSAD), which is also stored on each IC card.

Every merchant terminal is equipped with trusted copies of the public 
key(s) of the top-level (e.g. MasterCard) CA, i.e. PKBrand. 

During a transaction, the IC card passes the Issuer public key certificate 
and the signed static data to the merchant terminal.  The merchant 
terminal uses its stored top-level CA public key to verify the Card issuer 
public key certificate, and thereby obtains a trusted copy of the Card 
issuer’s public key.  This can then be used to verify the signature on the 
card-specific data, thereby verifying the card.

This can all take place off-line.
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Static Data Authentication (cont.)
• Stored in Terminal: 

– EPI Certification Authority Public Key: PKBrand

• Stored in ICC: 
– Issuer Public Key Certificate: CERTISS = 

Sign(SKBrand)[PKISS]
– Signed Static Application Data (card-specific data): 

SSAD = Sign(SKISS)[SAD]
• Terminal performs the following actions: 

1.  Retrieve and authenticate the Issuer Public Key 
(PKISS) from CERTISS using PKBrand.

2.  Retrieve and authenticate the Static Application Data 
from SSAD with PKISS.

Before use of the mechanism, the following data must be in place:

• Stored in the Terminal must be: 

• the card brand Certification Authority Public Key: PKBrand

• Stored in the ICC must be: 

• the Issuer Public Key Certificate:   CERTISS = Sign(SKBrand)[PKISS]

• the Signed Static Application Data (card-specific data):   SSAD = 
Sign(SKISS)[SAD]

To perform SDA, the terminal performs the following actions: 

1. Retrieve and authenticate the Issuer Public Key (PKISS) from CERTISS
using PKBrand.

2. Retrieve and authenticate the Static Application Data from SSAD with 
PKISS.
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Dynamic Data Authentication
• DDA provides ‘dynamic protection’ of the 

integrity of ICC / Terminal data by the ICC.
• Prevents counterfeiting of the ICC.
• Terminal data to be authenticated 

specified by the Dynamic Data Object List 
(DDOL), which must contain an 
unpredictable number generated by the 
Terminal.

• Involves one more step than SDA.

DDA provides ‘dynamic protection’ of the integrity of ICC / Terminal data by 
the ICC.  It prevents counterfeiting of the ICC.

The terminal data that is authenticated is specified by the Dynamic Data 
Object List (DDOL), which must contain an unpredictable number generated 
by the Terminal.

DDA involves one more step than SDA.
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DDA based on digital signature:
a three-layer scheme

Private Key Public Key

Distributed to AcquirerDistributed to Acquirer
(Resides in Terminal)(Resides in Terminal)

(IC Card)
SK ICC

(IC Card)
PK ICC

(Issuer)
SK ISS

(Issuer)
PK ISS

Public Key

Issuer Acquirer

Private Key

(EPI/MasterCard)
SKBrand

Public Key

(EPI/MasterCard)
PKBrand

CERTIFIED

IC Terminal

PK ICC certified

with SK ISS

CERTIFIEDPK ISS certified

with SK Brand

Private Key

IC Card

Brand CA

Dynamic data authentication is supported using a three-level key management 
hierarchy.

The top-level Brand CA (e.g. belonging to MasterCard or Visa) has its own key pair:

(PKBrand, SKBrand).

Each card issuer also has its own key pair:

(PKISS, SKISS).

The Brand CA uses its private key (SKBrand) to sign a certificate CERTISS for the public 
key belonging to the card issuer (PKISS).  The issuer public key certificates CERTISS is 
stored on the IC card.

Each ICC has its own key pair:

(PKICC, SKICC)

the private key of which (SKICC) is stored on the ICC card.  The Issuer private key 
(SKISS) is used to sign a certificate (CERTICC) for the ICC public key (PKICC), which is 
also stored on each IC card.

Every merchant terminal is equipped with trusted copies of the public key(s) of the top-
level (e.g. MasterCard) CA, i.e. PKBrand. 

During a transaction, the IC card passes the Issuer public key certificate (CERTISS) and 
the ICC public key certificate (CERTICC) to the merchant terminal.  The merchant 
terminal uses its stored top-level CA public key to verify the issuer public key certificate,
and thereby obtains a trusted copy of the issuer’s public key.  This can then be used to 
verify the signature on the ICC public key certificate, and thereby obtains a trusted copy 
of the ICC public key.

This ICC public key can then be used to verify a ‘dynamic’ signature created by the card 
during DDA.

This can all take place off-line.
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Dynamic Data Authentication (cont.)

• Stored in Terminal: 
– EPI Certification Authority Public Key: PKBrand .

• Stored in ICC: 
– Issuer Public Key Certificate: CERTISS = 

Sign(SKBrand)[PKISS].
– ICC Public Key Certificate: CERTICC = 

Sign(SKISS)[PKICC].
• Terminal performs the following actions: 

– Retrieve and authenticate the Issuer Public Key PKISS
from CERTISS with PKBrand.

– Retrieve and authenticate the ICC Public Key PKICC
from CERTICC with PKISS.

Before use of the mechanism, the following data must be in place:

• Stored in the Terminal must be: 

• the card brand Certification Authority Public Key: PKBrand

• Stored in the ICC must be: 

• the Issuer Public Key Certificate:   CERTISS = Sign(SKBrand)[PKISS]

• the ICC Public Key Certificate:   CERTICC = Sign(SKISS)[PKICC].

To perform DDA, the terminal performs the following actions: 

1. Retrieve and authenticate the Issuer Public Key (PKISS) from CERTISS
using PKBrand.

2. Retrieve and authenticate the ICC Public Key PKICC from CERTICC with 
PKISS.
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Dynamic Data Authentication (cont.)

• The Terminal issues an INTERNAL 
AUTHENTICATE command to the ICC.

• The ICC generates a digital signature (Signed 
Dynamic Application Data or SDAD) on a 
combination of the data received from the 
Terminal and ICC internal data, using its ICC 
Private Key SKICC.

• The Terminal verifies the correctness of the 
SDAD using the ICC Public Key PKICC.

The Terminal issues an INTERNAL AUTHENTICATE command to the ICC.
The ICC generates a digital signature (the Signed Dynamic Application Data 
or SDAD) on a combination of the data received from the Terminal and ICC 
internal data, using its ICC Private Key SKICC.

The Terminal verifies the correctness of the SDAD using the ICC Public Key 
PKICC.
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The SDA and DDA processes are supported by a PKI.  For SDA this PKI 
just has two layers:

• the top level CA (operated by the card brand),

• and the card issuers, for whom certificates are issued by the brand 
CA.

The certificates are issued in an EMV-proprietary format, designed to 
minimise their length.
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� Static authentication:

two layers:

Brand, Issuers
Issuer

Issuer

Issuer

Issuer

Brand 
CA

Certification Authority hierarchy
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The PKI used to support DDA has three layers:

• the top level CA (operated by the card brand),

• card issuer CAs, for whom certificates are issued by the brand CA,

• IC cards, for which certificates are issued by the card issuer.

All the certificates are issued in the EMV-proprietary format.
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Certification 
Authority hierarchy

Dynamic authentication:

three layers :

Brand, Issuers, Cards

Issuer

Issuer

Issuer

Issuer

CA

CA

CA

CA

Brand 
CA
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Digital Signature Scheme

• Conforms to ISO/IEC 9796-2: Digital 
Signature Scheme giving message 
recovery – Mechanisms using a hash 
function.

• Uses the RSA algorithm and the hash-
function SHA-1, as standardised in FIPS 
Pub 180-1 and ISO/IEC 10118-3.

The signature scheme used to create certificates, to sign the static data, and 
to sign data as Part of DDA conforms to the international standard ISO/IEC 
9796-2: Digital Signature Scheme giving message recovery – Mechanisms 
using a hash function.  This signature scheme is based on the RSA 
algorithm.  The scheme also uses the hash-function SHA-1, as standardised 
in FIPS Pub 180-1 and ISO/IEC 10118-3.
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Signing Process

• Apply SHA-1 to the data to be signed.
• Split the data into a recoverable part and a 

remainder.
• Concatenate a header byte, the 

recoverable part of the data, the hash 
result and a footer byte, and apply the 
RSA algorithm with the appropriate private 
key in order to obtain the digital signature.

The ISO/IEC 9796-2 signature generation process operates as follows.

1.  Apply the SHA-1 hash-function to the data to be signed to obtain a hash 
result.

2.  Split the data to be signed into a recoverable part and a remainder.

3.  Concatenate a header byte, the recoverable part of the data, the hash 
result and a footer byte, and apply the RSA algorithm with the appropriate 
private key in order to obtain the digital signature.

The signed data then consists of the remainder part of the data, together with 
the digital signature (the recoverable part of the data can be recovered from 
the signature during the verification process).
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Verification Process
• Apply the RSA algorithm with the appropriate public key 

to the digital signature in order to retrieve the header 
byte, the recoverable data, the hash result, and the 
footer byte.

• Check whether the header and footer bytes are correct.
• Apply SHA-1 to the data and check whether the result is 

equal to the hash result retrieved from the digital 
signature.

• Concatenate the recoverable part of the data (from step 
1) with the remainder (sent with the signature).

• If and only if these checks are correct is the data 
accepted as genuine.

The ISO/IEC 9796-2 signature verification process operates as follows.

1.  Apply the RSA algorithm with the appropriate public key to the digital 
signature in order to retrieve the header byte, the recoverable data, the hash 
result, and the footer byte.

2.  Check whether the header and footer bytes are correct.

3.  Concatenate the recoverable part of the data (from step 1) with the 
remainder (sent with the signature) to obtain the complete data string.

4.  Apply SHA-1 to the complete data string and check whether the result is 
equal to the hash result retrieved from the digital signature.

If and only if these checks are correct is the complete data string (assembled 
as in step 3) accepted as genuine.
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Combined Data Authentication (CDA)

• Before concluding the topic of CAMs we briefly 
mention a third variant method.

• CDA is essentially an enhanced version of DDA 
– the process is very similar.

• The main difference is that the Application 
Cryptogram (AC) computed by the ICC as a 
function of the transaction details, is included in 
the data signed by the ICC as part of Data 
Authentication.

• This prevents certain ‘wedge’ attacks.

Before concluding the topic of CAMs we briefly mention a third variant Data 
Authentication method.

CDA is essentially an enhanced version of DDA – the process is very similar.  
The main difference is that the Application Cryptogram (AC) computed by the 
ICC as a function of the transaction details (see a little later), is included in 
the data signed by the ICC as part of Data Authentication.

This prevents certain ‘wedge’ attacks, where a device is inserted between the 
ICC and the merchant terminal and used to interfere with the data flow 
between them.  This attack could be launched in a variety of ways, e.g. by a 
malicious terminal operator or by a malicious cardholder.
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e.  EMV cardholder verification

• The EMV supported off-line Cardholder 
Verification Method (CVM) is PIN 
verification by the card at the point of sale.

• On-line PIN verification, e.g. at an ATM, 
takes place at the discretion of the Issuer.  
(This is not something standardised in 
EMV).

The EMV supported off-line Cardholder Verification Method (CVM) is PIN 
verification by the card at the point of sale.

On-line PIN verification, e.g. at an ATM, takes place at the discretion of the 
Issuer.  (This is not something standardised in EMV).
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Off-line PIN verification
• The PIN entered by the cardholder may be 

sent from the PIN pad to the card either 
encrypted or in cleartext.

• For encryption to be possible, the card 
must have its own RSA key pair (can be 
the same as the key pair used for 
CDA/DDA).

• The card must also have an RSA 
computation capability (as for DDA/CDA).

The PIN entered by the cardholder may be sent from the PIN pad to the card 
either encrypted or in cleartext.

For encryption to be possible, the card must have its own RSA key pair (this 
is permitted to be the same as the key pair used for CDA/DDA, although this 
would breach the key separation principle).  The card must also have an RSA 
computation capability (as for DDA/CDA).
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PIN encryption for off-line verification
• The card sends the terminal a certificate for its public 

RSA key.
• The terminal verifies the certificate to get a verified copy 

of the card public key.
• The card also supplies a 8-byte random number.
• The terminal then formats the PIN into a  64-bit PIN 

block (in a way that also incorporates account data).
• This PIN block is concatenated with the 8-byte card 

random number and other terminal-generated random 
data and RSA encrypted.

• The card decrypts the encrypted string, and checks the 
PIN and also the random number it sent.

The card sends the terminal a certificate for its public RSA key.  The terminal 
verifies the certificate to get a verified copy of the card public key.  The card 
also supplies a 8-byte random number.

The terminal then formats the PIN into a 64-bit PIN block (in a way that also 
incorporates account data).  The use of a PIN block is a standard measure in 
financial networks – the inclusion of account data in the formulation of a PIN 
block means that if the same PIN is encrypted twice using the same key, 
then different encrypted PIN blocks will result.

This PIN block is concatenated with the 8-byte card random number and 
other terminal-generated random data and RSA encrypted.  The use of the 
card-generated random number means that even if an encrypted PIN block is 
intercepted, it cannot be replayed to impersonate the cardholder, since the 
random number it contains will not be correct.

The card decrypts the encrypted string, and checks both the PIN and the 
random number that it chose earlier.
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On-line PIN verification
• On-line PIN verification typically takes place at 

an ATM.
• This is not covered by EMV.
• However, to support such a process, the ATM 

must format the PIN into a standardised 64-bit 
PIN block, which is then encrypted for transfer 
(for verification).

• The PIN block will typically be decrypted by the 
acquiring bank, and re-encrypted for transfer via 
the payment system network.

On-line PIN verification typically takes place at an ATM.  This is not covered 
by EMV.

However, to support such a process, the ATM must format the PIN into a 
standardised 64-bit PIN block, which is then encrypted for transfer (for 
verification).  The PIN block will typically be decrypted by the acquiring bank, 
and re-encrypted for transfer via the payment system network.
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f.  EMV risk management and 
cryptograms

• Risk management is something that can 
be performed by both the card and the 
terminal.

• That is, both the card and the terminal can 
require an on-line authorisation to be 
performed.

• If either party requests it, then an on-line 
authorisation must be performed.

Risk management is something that can be performed by both the card and 
the terminal.  That is, both the card and the terminal can require an on-line 
authorisation to be performed.  If either party requests it, then an on-line 
authorisation must be performed.
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On-line authorisation requests

• The following means might be used to 
decide whether or not to request an online 
authorisation:
– Terminal: random selection, 1 in N, Merchant 

floor limit.
– Card: 1 in N, maximum off-line cumulative 

amount.

The following means might be used to decide whether or not to request an 
online authorisation:

• By the terminal: random selection, 1 transaction in every N, and/or a 
merchant floor limit.

• By the card: 1 transaction in every N, and/or a maximum off-line cumulative 
amount.
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Cryptograms
• Cryptograms, i.e. MACs computed on messages 

sent between a card and an issuer, are used for 
the following:
– protecting integrity/origin of online authorisation 

requests;
– protecting integrity/origin of online authorisation 

responses;
– protecting integrity/origin of transaction records.

• Cryptograms computed using secret keys 
shared between card and issuer.

Cryptograms, i.e. MACs computed on messages sent between a card and an 
issuer, are used for the following purposes:

• protecting the integrity and guaranteeing the origin of online authorisation 
requests;

• protecting the integrity and guaranteeing the origin of online authorisation 
responses;

• protecting the integrity and guaranteeing the origin of transaction records.

Cryptograms are computed using secret keys shared between the card and 
the card issuer.
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Use of cryptograms
• Transaction approved off-line: Card 

produces Transaction Certificate (TC).
• On-line authorisation: 

– Card produces Authorisation Request 
Cryptogram (ARQC).

– Issuer responds with an Authorisation 
Response Cryptogram (ARPC).

– If the transaction is approved by the Issuer, 
the Card produces a Transaction Certificate 
(TC).

If the transaction is approved off-line then the card produces a Transaction 
Certificate (TC).  This is a MAC computed over the transaction details, and 
serves as a record of the transaction.  The terminal cannot verify it directly, 
but can retain it for transfer to the acquirer and ultimately for clearing.

In the case of an on-line authorisation: 

1.  The card produces an Authorisation Request Cryptogram (ARQC).

2.  The issuer responds with an Authorisation Response Cryptogram 
(ARPC).

3.  If the transaction is approved by the issuer, then the card produces a 
Transaction Certificate (TC).
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Cryptographic techniques
• One-to-one relation between Card and 

Issuer allows use of symmetric 
cryptographic techniques.

• MAC is a CBC-MAC computed according 
to ISO/IEC 9797-1, padding method 2, 
optional process 1 (DES with Triple-DES 
on the last block).

• The DES keys used are unique per Card 
and per transaction.

Application cryptograms are sent between the IC card and the Card issuer.  
The fact that there is a one-to-one relation between Card and Issuer allows 
the use of symmetric cryptographic techniques.

The MAC technique used is a CBC-MAC computed according to ISO/IEC 
9797-1, padding method 2, optional process 1 (DES in CBC mode with 
Triple-DES applied to the last block).  Note that padding method 2 means 
that a single ‘1’ is always added to the end of the message prior to MAC 
computation, followed by the minimum number of zeros necessary to make 
the length of the message a multiple of 64 bits.  [Note that this assumes an 
implementation consistent with the Common Core Definitions – otherwise the 
optional process, i.e. triple DES on the last block, is not mandatory].

The DES keys used are unique per Card and per transaction.  This is 
achieved by equipping the card with a secret master key, known also to the 
issuer.  This master key is used to generate a session key for each 
transaction by combining the master key with transaction-specific data.  To 
avoid the issuer having to store a large database of keys, the card master 
key is derived from a single issuer master key (by combining the issuer 
master key with card-specific data).
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g.  EMV Secure Messaging
• EMV Secure Messaging can be used to ensure 

data integrity (SM for Integrity) and data 
confidentiality (SM for Confidentiality) of 
commands sent by an issuer to a card.

• Applied in EMV to the post-issuance commands: 
– APPLICATION BLOCK (integrity);
– APPLICATION UNBLOCK (integrity);
– CARD BLOCK (integrity);
– PIN CHANGE/UNBLOCK (integrity+confidentiality).

EMV Secure Messaging can be used to ensure data integrity (SM for 
Integrity) and data confidentiality (SM for Confidentiality) of commands sent 
by an issuer to a card.

Applied in EMV to the post-issuance commands: 

• APPLICATION BLOCK (integrity protected);

• APPLICATION UNBLOCK (integrity protected);

• CARD BLOCK (integrity protected);

• PIN CHANGE/UNBLOCK (integrity+confidentiality protected).
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SM for integrity:  Process (1)
• A Session Key (SK) is derived from a unique IC 

Card Master Key MK and diversification data R.

SK := FMK[R].
• The diversification data R should be time-variant 

in order to prevent replay attacks.

• The diversification function F should have an 
output space sufficiently large and uniformly 
distributed in order to prevent exhaustive search 
attacks on the Session Key.

A Session Key (SK) is derived from a unique IC Card Master Key MK and 
diversification data R.

SK := FMK[R].

The diversification data R should be time-variant in order to prevent replay 
attacks.  The diversification function F should have an output space 
sufficiently large and uniformly distributed in order to prevent exhaustive 
search attacks on the Session Key.

[Note that this is exactly analogous to the process for deriving a session key 
for computing cryptograms, except that a different card master key is used].
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SM for integrity:  Process (2)

• MAC computation is a DES-based CBC-
MAC according to ISO/IEC 9797-1.

• Use padding method 2.
• Use method 3, i.e. single DES in CBC 

mode, with optional process 1, i.e. triple 
DES applied to the last block.

• If message is also encrypted, then the 
MAC is computed on the encrypted data.

MAC computation is a DES-based CBC-MAC according to ISO/IEC 9797-1.

Use padding method 2, i.e. add a single ‘1’ to the end of the message to be 
MACed, followed by as few zeros as necessary.

Use CBC-MAC method 3, i.e. single DES in CBC mode, with triple DES 
applied to the last block. Note that this assumes an implementation 
consistent with the Common Core Definitions – otherwise the use of optional 
process 1, i.e. triple DES on the last block, is not mandatory

If the message is also encrypted, then the MAC is computed on the 
encrypted data.
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SM for confidentiality:  Process (1)

• Session Key derivation: same as for 
integrity.

• Message to be encrypted: full plain 
command data, with the exception of the 
MAC.

• Padding: if necessary add ‘80’ byte 
followed by ‘00’ bytes in order to obtain a 
message of length a multiple of 8 bytes.

Session Key derivation: same as for integrity.

Message to be encrypted: full plain command data, with the exception of the 
MAC.

Padding: if padding is required by the encryption method then this involves 
adding an ‘80’ byte followed by the minimum number of ‘00’ bytes in order to 
obtain a message of length a multiple of 8 bytes.
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SM for confidentiality:  Process (2)

• Encryption mechanism: block cipher in 
ECB or CBC mode.

• Block cipher: DES or triple-DES.
• Common Core Definitions mandate use of 

triple DES in CBC mode.

The EMV specifications require the encryption mechanism to be the use of a 
block cipher in ECB or CBC mode.  The specified block Cipher is either DES 
or triple-DES.

The Common Core Definitions mandate the use of triple DES in CBC mode.
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h.  Residual vulnerabilities  I

• The offline CAM used in SDA cards can 
be attacked by recording the signed static 
data and programming it into a fake card.

• Requires access to a genuine card to 
record SSAD (more than just card number 
needed to make fake card).

• Will be uncovered if terminal chooses to 
request an online authorisation.

The offline CAM used in SDA cards can be attacked by recording the signed 
static data and programming it into a fake card.

However, launching such an attack requires access to a genuine card to 
record the signed static data (the SSAD).  Hence the attack is more difficult 
than a comparable attack on a magnetic stripe card, where only the card 
number is required to make a fake card.  Moreover, the fake card will be 
uncovered if the terminal chooses to request an online authorisation.  This 
compares with the magnetic stripe case, where a truly fake card (i.e. one with 
spurious details) will be uncovered by an online authorisation, but a clone of 
a valid card will not.

Thus SDA can be seen as a trade off between cost (SDA cards are much 
cheaper than DDA/CDA cards, which need to be RSA capable) and security 
– SDA offers a significant improvement over magnetic stripe, but is clearly 
not as secure as DDA/CDA.
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Residual vulnerabilities  II
• Lack of link between PIN verification, card 

authentication, and TC generation.
• Allows range of threats – many involving a 

‘wedge’ attack.
• CDA to some extent addresses this issue, 

through inclusion of the TC in signature sent to 
terminal.

• Moreover, by appropriate use of CDA, the 
terminal can obtain a guarantee that PIN 
verification was successful.

The PIN verification, card authentication, and TC generation processes 
operate fairly independently.  This allows a range of threats – many involving 
a ‘wedge’ attack.  As discussed previously, this describes an attack where a 
device is inserted between the ICC and the merchant terminal, and is used to 
interfere with the data flow between them.  This attack could be launched in a 
variety of ways, e.g. by a malicious terminal operator or by a malicious 
cardholder.

For example, if a criminal has a stolen card and uses a wedge device, then 
the terminal could send the (incorrect) PIN entered by the criminal to the card 
for verification, and the wedge would simply intercept the verification request 
and send a message back to the terminal saying PIN verification has been 
successful.  The terminal will then proceed with the transaction in the belief 
that cardholder verification has been achieved.

Equally, the legitimate cardholder could use a wedge device to prevent 
successful capture of the Transaction Certificate.  In this case the wedge 
would let all data pass to and from the card without interference, except that 
the TC sent by the card to the terminal would be corrupted.  When the 
corrupted TC is submitted to the card issuer for payment, the issuer will 
reject it, and payment will not take place.

CDA to some extent addresses this issue, through inclusion of the TC in 
signature sent to terminal.  Moreover, by appropriate use of CDA, the 
terminal can also obtain a guarantee that PIN verification was successful.
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Residual vulnerabilities  III
• The Cardholder Verification Method, i.e. the use 

of PINs, can be broken.
• There are many ways in which PIN entry might 

be monitored (e.g. ‘shoulder surfing’).
• If a card is lost, borrowed or stolen, and the PIN 

is also compromised, then the cardholder may be 
held liable for losses.

• Card issuer may argue that use of the PIN 
‘proves’ that the cardholder made certain 
transactions.

The Cardholder Verification Method, i.e. the use of PINs, can be broken.  
There are many ways in which PIN entry might be monitored (e.g. ‘shoulder 
surfing’).

If a card is lost, borrowed or stolen, and the PIN is also compromised, then 
the cardholder may be held liable for losses.  The card issuer may argue that 
use of the PIN ‘proves’ that the cardholder made certain transactions.
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Structure of this part of the course

1. Introduction
2. Payment models
3. Card payments
4. Open and closed PKIs
5. EMV
6. SSL/TLS and 3-D Secure
7. Case study: The EMV PKI
8. Further resources
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SSL/TLS and 3-D Secure –
Topics to cover

a. Operation of SSL/TLS.
b. Using SSL for payment security.
c. SSL client authentication.
d. 3-D Secure.
e. Residual vulnerabilities.

This discussion of SSL/TLS and 3-D Secure is divided into the 
following main parts:

a.  Operation of SSL/TLS;

b.  Using SSL for payment security;

c.  SSL client authentication;

d.  3-D Secure;

e.  Residual vulnerabilities.
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a. Operation of SSL/TLS
• Secure Sockets Layer (SSL) 3.0 provides 

a means of establishing a secure channel 
between a server and a client.

• Transport Layer Security (TLS) 1.0 is the 
IETF version of SSL – very similar in 
operation (see RFC 2246).

• Secure channel establishment is based on 
a public key certificate for the server.

Secure Sockets Layer (SSL) 3.0 provides a means of establishing a secure 
communications channel (i.e. an end-to-end security service) between a 
server and a client.  Transport Layer Security (TLS) 1.0 is the IETF version of 
SSL (specified in RFC 2246), and is very similar in operation.  Secure 
channel establishment is based on a public key certificate for the server.
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Use of SSL/TLS
• SSL/TLS sits above TCP in the protocol 

hierarchy.
• SSL/TLS provides security ‘at TCP layer’.  In 

fact, usually implemented as a thin layer 
between TCP and HTTP.

• Can be used to provide security services to a 
variety of higher level protocols.

• As above, it is most commonly used to provide 
security services for the HyperText Transfer 
Protocol (HTTP), for data exchange between 
web clients and servers.

SSL/TLS sits above TCP in the protocol hierarchy. SSL/TLS provides 
security ‘at TCP layer’.  In fact, it is usually implemented as a thin layer 
between TCP and HTTP.

It can be used to provide security services to a variety of higher level 
protocols.  However, as indicated above, it is most commonly used to provide 
security services for the HyperText Transfer Protocol (HTTP), for data 
exchange between web clients and servers.
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SSL/TLS basic features

• SSL/TLS widely used in Web browsers 
and servers to support ‘secure e-
commerce’ over HTTP.

• Built into Microsoft IE, Netscape, Mozilla, 
Apache, IIS,…

• Presence of SSL protected link indicated 
by the browser padlock symbol.

SSL/TLS is widely used in Web browsers and servers to support ‘secure e-
commerce’ over HTTP.  It is built into Microsoft IE, Netscape, Mozilla, 
Apache, IIS,…  The presence of an SSL-protected link is indicated by the 
browser padlock symbol.
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SSL architecture  I

• SSL architecture involves two layers:
– SSL Record Protocol

• Lower layer provides a secure, reliable channel to 
upper layer.

– Upper layer carrying:
• SSL Handshake Protocol,
• Change Cipher Spec. Protocol,
• SSL Alert Protocol, 
• HTTP, and
• any other application protocols.

The SSL architecture has two layers:

• The SSL Record Protocol.  This is the lower layer which provides a secure, 
reliable channel to the upper layer.

• The Upper layer carrying:

• the SSL Handshake Protocol,

• the Change Cipher Spec. Protocol,

• the SSL Alert Protocol, 

• HTTP, and

• any other application protocols.
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SSL architecture  II

TCP

SSL Record 
Protocol

SSL 
Handshake 

Protocol

SSL     
Alert 

Protocol

HTTP,   
other apps

SSL 
Change 
Cipher 
Spec 

Protocol

The diagram shows the SSL protocol architecture.
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SSL Record Protocol  I
• Carries application data and ‘management’ data. 
• SSL sessions (associations between client and server):

– Created by handshake protocol.
– Fixed set of cryptographic parameters (encryption and hash 

algorithm, master secret, certificates).
– Carry multiple connections to avoid repeated use of expensive 

handshake protocol.

• SSL connections:
– State defined by nonces, secret keys for MAC and encryption, 

IVs, sequence numbers.
– Keys for many connections derived from single master secret 

created during handshake protocol.

The SSL Record Protocol carries both application data and SSL ‘management’ data.  Two 
important concepts behind this protocol are the SSL session and the SSL connection.

SSL sessions, i.e. associations between client and server:

• are created by the handshake protocol;

• fix a set of cryptographic parameters (choices of encryption and hash algorithms, 
the master secret, and public key certificates);

• carry multiple connections to avoid repeated use of the expensive handshake 
protocol.

SSL connections:

• have state defined by nonces, secret keys for MAC and encryption, IVs, and 
sequence numbers;

• keys for many connections are derived from a single master secret created during 
the handshake protocol.



IY5601: Part B

108

108

��������	��
��
��	��
�����

SSL Record Protocol  II

• SSL Record Protocol provides:
– Data origin authentication and integrity.

• MAC using algorithm similar to HMAC, based on 
MD5 or SHA-1 hash algorithms.

• MAC protects 64-bit sequence number for anti-
replay.

– Confidentiality.
• Bulk encryption using symmetric algorithm (IDEA, 

RC2-40, DES-40 (exportable), DES, 3DES, RC4-
40 or RC4-128).

The SSL Record Protocol provides two main security services:

• Data origin authentication and integrity.

• Provided using a MAC computed using an algorithm similar to 
HMAC, based on the MD5 or SHA-1 hash algorithms.

• The MAC protects a 64-bit sequence number for protection against 
replay.

• Confidentiality.

• Provided using using a symmetric encryption algorithm (IDEA, RC2-
40, DES-40 (exportable), DES, 3DES, RC4-40 or RC4-128).
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SSL Record Protocol  III

• Data from application/upper layer SSL 
protocol partitioned into fragments (max 
size 214 bytes).

• MAC first, then pad (if needed), and finally 
encrypt.

• Prefix fragment with header containing: 
Content type, version, length of fragment.

• Submit protected fragment to TCP.

Data from an application or an upper layer SSL protocol is first partitioned 
into fragments (of maximum size 214 bytes).  Each fragment is MACed, then 
padded (if necessary), and, finally, encrypted.  Each fragment is prefixed with 
a header containing: Content type, version, and length of fragment.

Finally, each protected fragment is submitted to TCP for transfer.
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SSL Handshake Protocol

• SSL needs secret keys:
– Used for MAC & encryption at Record Layer.

– Different keys in each direction.

• These keys are established as part of the 
SSL Handshake Protocol.

• The SSL Handshake Protocol is a 
complex protocol with many options.

Computing the data security functions for SSL needs secret keys. These 
keys are used for both MAC computation and encryption at the SSL Record 
Layer.  Different keys are required for data transfers in the two directions.  
These keys are established as part of the SSL Handshake Protocol.

The SSL Handshake Protocol is a complex protocol with many options.
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SSL Handshake Protocol: Security goals

• Entity authentication of participating parties 
(potentially both ‘client’ and ‘server’).
– Server nearly always authenticated, client more 

rarely.

• Establishment of a fresh, shared secret.
– Shared secret used to derive further keys for the SSL 

Record Protocol.

• Secure cipher suite negotiation (including 
encryption and hash algorithms).

The security goals of the SSL Handshake protocol include the following:

• Entity authentication of participating parties (potentially both ‘client’ and 
‘server’).  In practice the server is nearly always authenticated, whereas 
client authentication is used more rarely.

• Establishment of a fresh, shared secret.  This shared secret is used to 
derive further keys for use by the SSL Record Protocol.

• Secure cipher suite negotiation (including choices of encryption and hash 
algorithms).
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SSL Handshake Protocol: Key exchange

• SSL supports several key establishment 
mechanisms.

• Most common is RSA encryption.
– Client chooses pre_master_secret, encrypts it 

using public RSA key of server, and sends to 
server.

• Can also establish pre_master_secret 
using one of several variants of Diffie-
Hellman key establishment protocol.

SSL supports several key establishment mechanisms.  

The most commonly used is based on RSA encryption.  The Client chooses 
the pre_master_secret, encrypts it using the public RSA key of the server, 
and then sends it to the server.

It is also possible to establish the pre_master_secret using one of several 
variants of the Diffie-Hellman key establishment protocol.
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SSL Handshake Protocol: Entity authentication

• SSL supports several different entity 
authentication mechanisms.

• Most common based on RSA:
– The ability to decrypt pre_master_secret and 

generate correct MAC using keys derived from 
pre_master_secret authenticates the server to the 
client.

• Also possible using DSA or RSA signatures on 
nonces (and other fields, e.g. Diffie-Hellman 
values).

SSL supports several different entity authentication mechanisms. The most 
commonly used is based on RSA encryption.  The server authenticates itself 
to the client by demonstrating its ability to decrypt the pre_master_secret
and generate a correct MAC, using secret keys derived from the 
pre_master_secret .

SSL authentication can also be conducted using DSA or RSA signatures on 
nonces (and other fields, e.g. Diffie-Hellman values).
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SSL key derivation

• Keys used for MAC and encryption 
derived from pre_master_secret:
– Derive master_secret from pre_master_secret 

and client/server nonces using MD5 or SHA-
1.

– Derive key material from master_secret and 
client/server nonces, by repeated use of hash 
functions.

– Split key material into MAC and encryption 
keys as needed.

The keys used for MAC computation and encryption are derived from the 
pre_master_secret, using the following procedure:

1.  Derive the master_secret from a combination of the pre_master_secret 
and client/server nonces using MD5 or SHA-1.

2.  Derive key material from a combination of the master_secret and 
client/server nonces by repeated use of hash functions.

3.  Split the key material into MAC and encryption keys as needed.
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SSL Handshake Protocol run  I
• We choose the most common use of SSL 

for illustration:
– No client authentication.
– Client sends pre_master_secret encrypted 

using Server’s public encryption key from 
Server certificate.

– Server authenticated by ability to decrypt and 
obtain pre_master_secret , and to use it to 
construct correct finished message.

We next describe an example execution of the SSL Handshake Protocol.  
We have chosen the most common use of SSL for the purposes of this 
illustration, i.e. we assume:

• No client authentication.

• The Client sends the pre_master_secret to the Server encrypted 
using the Server’s public encryption key from Server certificate.

• The Server is authenticated by its ability to decrypt and thereby obtain the 
pre_master_secret , and, using this secret, to construct a correct finished 
message.
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SSL Handshake Protocol run  II
• Client initiates connection:

M1:  C � S:  ClientHello

• Contains
– client version number:  3.0 for SSL v3, or 3.1 for TLS.
– ClientNonce:  28 random bytes plus 4 bytes of time.
– list of supported ciphersuites:  key exchange and 

authentication options, encryption algorithms, hash 
functions, e.g. 
TLS_RSA_WITH_3DES_EDE_CBC_SHA.

The Client initiates connection.  In the first message (M1), the client sends 
the server a ‘ClientHello’ value.

M1:  C � S:  ClientHello

This has the following contents:

• Client version number, i.e. 3.0 for SSL v3, or 3.1 for TLS.

• ClientNonce, i.e. 28 random bytes plus 4 bytes of time.

• A list of possible ciphersuites, specifying choices for key exchange and 
authentication techniques, encryption algorithms, and hash functions.  For 
example this could be: TLS_RSA_WITH_3DES_EDE_CBC_SHA.
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SSL Handshake Protocol run  III
• Server response:

M2: S � C: ServerHello, ServerCertChain, ServerHelloDone

• ServerHello contains:
– server version number.
– ServerNonce and SessionID.
– ciphersuite chosen from list offered by client, e.g. 

TLS_RSA_WITH_3DES_EDE_CBC_SHA.

• ServerCertChain:  allows client to validate server’s public 
key.

• (optional) CertRequest:  omitted in this protocol run – no 
client authentication.

• ServerHelloDone.

The Server response to the client is as follows:
M2:  S � C:  ServerHello, ServerCertChain, ServerHelloDone

• ServerHello contains:

• the server version number;

• the ServerNonce and SessionID;

• a ciphersuite chosen from the list offered by client, e.g. 
TLS_RSA_WITH_3DES_EDE_CBC_SHA

• ServerCertChain:  this public key certificate chain allows the client to 
validate the server’s public key.

• (optional) CertRequest:  this is omitted from this example protocol run 
since there is no client authentication.

• ServerHelloDone:  this indicates the conclusion of the response.
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SSL Handshake Protocol run  IV
• Client sends:

M3: C � S: ClientKeyExchange, ChangeCipherSpec, ClientFinished

• ClientKeyExchange:  pre_master_secret encrypted using 
server’s public key.

• ChangeCipherSpec:  indicates that client is updating the 
cipher suite to be used for this session.  Sent using SSL 
Change Cipher Spec. Protocol.

• (optional) ClientCertificate, ClientCertificateVerify: only 
used when client is authenticated.

• ClientFinished:  contains a MAC on all messages sent so 
far (by both sides), computed using the master_secret.

The Client then sends:
M3:  C � S:  ClientKeyExchange, ChangeCipherSpec, ClientFinished

ClientKeyExchange:  this is the pre_master_secret encrypted using the 
server’s public key.

ChangeCipherSpec:  indicates that client is updating the cipher suite to be 
used for this session.  Sent using SSL Change Cipher Spec. Protocol.

(optional) ClientCertificate, ClientCertificateVerify: only used when client is 
authenticated.

ClientFinished:  contains a MAC on all messages sent so far (by both sides), 
computed using the master_secret.
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SSL Handshake Protocol run  V
• Server sends:

M4: S � C: ChangeCipherSpec, ServerFinished
• CipherSpec:  indicates that server is updating 

cipher suite to be used for this session.  Sent 
using SSL Change Cipher Spec. Protocol.

• ServerFinished:  contains a MAC computed on 
all messages sent so far (by both sides), 
computed using the master_secret.  Server can 
only compute MAC if it can decrypt the 
pre_master_secret in M3. 

The Server then sends:

M4: S � C: ChangeCipherSpec, ServerFinished

CipherSpec:  indicates that the server is updating the cipher suite to be used 
for this session.  Sent using the SSL Change Cipher Spec. Protocol.

ServerFinished:  contains a MAC computed on all the messages sent so far 
(by both parties), computed using the master_secret.  The Server can only 
compute the MAC if it can decrypt the pre_master_secret in M3, and hence if 
the MAC is correct then the client has authenticated the server.
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SSL Handshake Protocol run  VI

• Summary:
– M1:  C � S:  ClientHello

– M2:  S � C:  ServerHello, ServerCertChain, 
ServerHelloDone

– M3:  C � S:  ClientKeyExchange, 
ChangeCipherSpec, ClientFinished

– M4:  S � C:  ChangeCipherSpec, 
ServerFinished

In summary, the example message exchange is as follows:

M1:  C � S:  ClientHello

M2:  S � C:  ServerHello, ServerCertChain, ServerHelloDone

M3:  C � S:  ClientKeyExchange, ChangeCipherSpec, ClientFinished

M4:  S � C:  ChangeCipherSpec, ServerFinished
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SSL Handshake Protocol run  VII

1. Is the client authenticated to the server in 
this protocol run?

2. Can an adversary learn the value of 
pre_master_secret?

3. Is the server authenticated to the client?
1. No!
2. No!  Client has validated server’s public key; only holder of 

private key can decrypt ClientKeyExchange to learn 
pre_master_secret . 

3. Yes!  ServerFinished includes a MAC on the nonces, 
computed using key derived from pre_master_secret .

We can ask the following questions:

1.  Is the client authenticated to the server in this protocol run?  No - this 
service can be provided, but is usually omitted.

2.  Can an adversary learn the value of pre_master_secret?  No – the client 
has validated the server’s public key; only the holder of the corresponding 
private key can decrypt the ClientKeyExchange to learn the 
pre_master_secret. 

3.  Is the server authenticated to the client?  Yes: ServerFinished includes a 
MAC on the exchanged nonces (guaranteeing freshness), computed 
using a key derived from the pre_master_secret.
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Other SSL Handshake options
• Many optional/situation-dependent 

protocol messages. 
• M2 (S� C) can include: 

– ServerKeyExchange (e.g. for DH key 
exchange);

– CertRequest (for client authentication).

• M3 (C� S) can include: 
– ClientCert (for client authentication);
– ClientCertVerify (for client authentication).

There are a number of optional/situation-dependent protocol elements. 

Message M2 (S� C) can include: 

• ServerKeyExchange (e.g. for Diffie-Hellman key exchange);

• CertRequest (for client authentication).

Message M3 (C� S) can include: 

• ClientCert (to send a client public key certificate, used for client 
authentication);

• ClientCertVerify (to provide client authentication).
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Other SSL protocols
• Alert protocol.

– Management of SSL session, error messages.
– Fatal errors and warnings.

• Change cipher spec protocol.
– Not part of SSL Handshake Protocol.
– Used to indicate that entity is changing to recently 

agreed ciphersuite.

• Both protocols run over Record Protocol (so 
peers of Handshake Protocol).

We briefly note two other SSL protocols.

• The Alert protocol is used for Management of SSL session, and the 
transmission of error messages, including Fatal errors and warnings.

• The Change cipher spec protocol (which is not part of the SSL Handshake 
Protocol) is used to indicate that an entity is changing to a recently agreed 
ciphersuite.

Both protocols run over Record Protocol (so they are peer protocols of the 
Handshake Protocol).
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SSL and TLS
• TLS 1.0 = SSL 3.0 with minor differences:

– TLS signalled by version number 3.1.
– Use of HMAC for MAC algorithm.
– Different method for deriving keying material 

(master-secret and key-block) .
• Pseudo-random function based on HMAC with MD5 or SHA-

1.

– Additional alert codes.
– More client certificate types.
– Variable length padding (can be used to hide lengths 

of short messages and so frustrate traffic analysis).
– And more ….

TLS 1.0 is the same as SSL 3.0 with the exception of the following minor 
differences:

• TLS is signalled by the use of version number 3.1.

• TLS uses HMAC for its MAC algorithm.

• TLS employs a different method for deriving keying material (master-
secret and key-block) .  TLS uses a pseudo-random function based on 
HMAC with either MD5 or SHA-1.

• TLS possesses additional alert codes.

• TLS permits more client certificate types.

• TLS allows variable length padding (that can be used to hide the lengths of 
short messages and so frustrate traffic analysis).

• and more ….
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SSL/TLS use
• Thus, in typical use, the client knows for certain 

the identity of the server at the other end of the 
secure channel.

• But server does not authenticate client identity.
• In many circumstances this may not matter too 

much – e.g. if client identifies him/herself by 
sending a password via the secure channel. 

• N.b. mutual authentication is possible within 
SSL, but it requires use of a client certificate.

Thus, in a typical use of SSL, the client knows for certain the identity of the 
server at the other end of the secure channel.  But the server does not 
authenticate the client identity.

In many circumstances this may not matter too much – e.g. if client identifies 
him/herself by sending a password via the secure channel after completion of 
SSL/TLS. 

We should stress at this point that mutual authentication is possible within 
SSL, but it requires use of a client public key certificate.
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Browser integration

• SSL/TLS is integrated into popular web 
browsers.

• This means that it is widely used by web 
servers to set up secure sessions with 
user PCs automatically (no user 
intervention).

• Browser simply displays a ‘padlock’ icon to 
let user know there is a secure session.

As previously mentioned, SSL/TLS is integrated into all the popular web 
browsers.  This means that it is widely used by web servers to set up secure 
sessions with user PCs automatically (i.e. with no user intervention).  The 
browser simply displays a ‘padlock’ icon to let the user know there is a 
secure session.
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b.  Using SSL for payment security

• SSL/TLS is just about the only security measure 
in wide use to protect Internet payments.

• Many elaborate e-commerce security schemes 
proposed – so far all have failed to make an 
impact.

• In principal SSL/TLS enables users to 
authenticate the merchant server – in practice, 
not really, especially since many merchants use 
third party payment services. 

SSL/TLS is just about the only security measure in wide use to protect 
Internet payments.  Many elaborate e-commerce security schemes have 
been proposed (e.g. SET) – so far all have failed to make an impact.

In principal SSL/TLS enables users to authenticate the merchant server – in 
practice, the degree to which one claim that an effective level of server 
authentication is provided is highly questionable.  Not only do many users fail 
to check the URL of the merchant, but also many merchants use third party 
payment services, and users have no way of knowing what the correct URL 
should be. 
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SSL/TLS for e-commerce security  I

• Secure e-commerce using SSL/TLS.
– Client authentication not needed until client decides to 

buy something.
– SSL provides secure (confidential) channel for 

sending credit card information.
– Client authenticated using credit card information, 

merchant bears (most of) risk.
– Easy to use – server software widely available, and 

SSL built into client web browsers.
– Very widely used.

Secure e-commerce using SSL/TLS has the following positive features.

• Client authentication is typically not needed until the client decides to buy 
something.

• SSL provides secure (confidential) channel for sending credit card 
information.

• The client is implicitly authenticated using the credit card information, and 
the merchant bears (most of) the risk.

• It is easy to use – server software is widely available, and SSL is already 
built into client web browsers.

• It is very widely used.
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SSL for e-commerce security  II

Issuer
Acquirer

Merchant

Payment 
System 
Network

Cardholder

Initialisation
Identification

Payment phase
(SSL protected)

Payment 
authorization

Payment 
authorization

Payment 
authorization

abc.com

SSL/TLS is widely used to provide a secure channel between a 
cardholder PC and merchant server during an e-commerce 
transaction.  It prevents manipulation of, or eavesdropping on, data 
communicated between merchant and cardholder.
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SSL/TLS application issues
• Secure e-commerce:  issues.

– No guarantees about what happens to client data (including 
credit card details) after session: may be stored on an 
insecure server.

– Does client understand meaning of certificate expiry and 
other security warnings?

– Does client software actually check complete certificate 
chain?

– Does the name in certificate match the URL of e-commerce 
site? Does the user check this?

– Is the client software proposing appropriate ciphersuites?
– SSL provides secure channel for sending username, 

password, mother’s maiden name,…  What else does client 
use same password for?

However, despite its ubiquity and advantages, there are a number of issues 
with the use of SSL/TLS to provide security for e-commerce, some serious.

• There are no guarantees about what happens to client data (including 
credit card details) after a session: the details may be stored on an insecure 
server or in an insecure merchant database.

• Does the human user understand the meaning of certificate expiry and 
other security warnings?

• Does the client software actually check the complete certificate chain?

• Is the site the one the client thinks it is?  Does the name in certificate 
match the URL of e-commerce site?  Does the user check this?

• Is the client software proposing appropriate ciphersuites?

• SSL provides a secure channel for sending username, password, mother’s 
maiden name, etc.  What else does the client use same password for?
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SSL security – web spoofing
• As described by Felten, Balfanz, Dean and 

Wallach (1997), web spoofing attacks are 
possible, possibly even when SSL is used.

• That is, a server can interpose itself between the 
client and the server prior to SSL connection 
establishment, and can rewrite the location and 
status lines (using JavaScript) to make it appear 
that the client is correctly connected.

As described by Felten, Balfanz, Dean and Wallach (1997), web spoofing 
attacks are possible, possibly even when SSL is used.  That is, a server can 
interpose itself between the client and the server prior to SSL connection 
establishment, and can rewrite the location and status lines (using 
JavaScript) to make it appear that the client is correctly connected.  Such an 
attack is particularly dangerous in the context of a phishing attack.
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SSL security: Lack of user awareness
• In any event, even if rewriting of location 

and status lines was not possible, using 
SSL relies on users checking these parts 
of the browser display.

• It is probably the case that most users 
never bother to check such things –
indeed, if they use links they may never 
know the ‘correct’ URL of the page they 
want to access.

In any event, even if rewriting of location and status lines was not possible, 
using SSL relies on users checking these parts of the browser display.  It is 
probably the case that most users never bother to check such things –
indeed, if they use links they may never know the ‘correct’ URL of the page 
they want to access.
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c.  SSL client authentication
• SSL client authentication not used (for e-

commerce this enables use of stolen cards and 
card details).

• For e-commerce this also means that merchants 
take the risk (if the cardholder denies the 
transaction, the merchant takes the loss).

• Perversely, this means that the merchant does 
all the work (establishes the SSL connection) 
and also takes all the risk!

• Password solutions, as used by many web sites, 
not very attractive, since multiple password 
management difficult.

As discussed previously, SSL client authentication is typically not used (for e-
commerce this potentially enables the use of stolen cards/card details).  In an 
e-commerce setting this also means that the merchants take the risk - if the 
cardholder denies the transaction, the merchant takes the loss, since the 
merchant has no evidence that the transaction took place.

Perversely, this means that the merchant does all the work (i.e. establishes 
the SSL connection) and also takes all the risk!  Password-based solutions, 
as used by many web sites, are not very attractive, not least because secure 
management by end users of multiple passwords is difficult.
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Use SSL client certificates?

• Client certificates no good for two reasons:
– Burden on user to generate a key pair and get 

public key certificate.
– Not clear how a general-purpose client 

certificate can work, since no obvious way for 
web server to map certificate user name to e-
commerce-specific account number – hence a 
separate certificate needed per application 
domain.

The ‘obvious’ way to improve matters is to persuade end users to obtain a 
client certificate, thereby enabling SSL client authentication. However, client 
certificates are not really the answer for two reasons:

• Requiring a naive user to generate a key pair and obtain a public key 
certificate is almost certainly unreasonable.  Moreover, even if the user 
achieves this, then the problem remains of securely storing the private key.

• It is not clear how a general-purpose client certificate could be used in an 
e-commerce setting, since there is no obvious way for a web server to map 
the name in a client public key certificate to an e-commerce-specific user 
name – hence, at best a separate user certificate would be needed for every 
application domain.  That is, the user certificate would have to be generated 
by the card issuer (or an agency closely linked to the card issuer).
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http redirection
• http allows a web server to redirect web 

client to another (Trusted Third Party) site.
• Thus a web server can set up an SSL 

session and then redirect the client to TTP 
site for purposes of authentication.

• TTP site can authenticate user and then 
redirect the user back with the appropriate 
assurances about user identity.

The http protocol allows a web server to redirect a web client to another 
(Trusted Third Party) site.  Thus a web server can set up an SSL session and 
then redirect the client to a TTP site for purposes of authentication.  The TTP 
site can authenticate user and then redirect the user back with the 
appropriate assurances about user identity.
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Attractions of redirection
• Invisible to user.
• Minimal extra overhead on user – the user 

simply needs to establish an 
authentication relationship with a TTP.

• May well save user the need to 
authenticate to the web site, so may be 
very convenient.

• Web server is offered TTP guarantee 
regarding identity of user – a security gain.

The attractions of this redirection approach include:

• It is invisible to the user.

• It imposes minimal extra overheads on the user – the user simply needs to 
establish an authentication relationship with a TTP.

• It may well save user the need to authenticate to the web site, so it may be 
very convenient.

• The web server is offered a TTP guarantee regarding the identity of user –
a security gain.
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Security of scheme

• Given that the only ‘reliable’ link that the 
server has to the user is the SSL 
connection, using SSL and http redirection 
to provide user authentication seems 
sensible.

• This is fine if this does not change the 
relationship of the user to web servers and 
services offered, i.e. if the reliance on the 
security scheme is not increased.

Given that the only ‘reliable’ link that the server has to the user is the SSL 
connection, using SSL and http redirection to provide user authentication 
seems sensible.  This is fine if this does not change the relationship of the 
user to web servers and services offered, i.e. if the reliance on the security 
scheme is not increased.
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Vulnerabilities

• User may not be connected to genuine 
web server – hence may be falsely 
redirected.

• Genuine (but fraudulent) web server may 
falsely redirect user browser.

• False redirection probably means user will 
divulge authenticating information.

The redirection approach does have vulnerabilities, however.

• The user may not be connected to a genuine web server – hence it may be 
falsely redirected.

• A genuine (but fraudulent) web server may falsely redirect the user 
browser.

• False redirection probably means that the user will divulge authenticating 
information.
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Impact
• If TTP used for one web server, then impact no 

worse than existing risks for use of SSL.

• However, if TTP used for multiple servers, then 
impact more serious – since impersonation to all 
servers may be possible.

• Similarly, if TTP-based authentication alters 
relationship between client and server then user 
may be at much increased risk.

If TTP used for one web server, then the impact of the vulnerabilities is no 
worse than the existing risks for use of SSL.  However, if the TTP used for 
multiple servers, then the impact is more serious – since impersonation to all 
servers may be possible.  Similarly, if TTP-based authentication alters the 
relationship between user (client) and server, then the user may be at much 
increased risk.
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d.  3-D Secure
• Enhanced security scheme for e-

commerce.
• Currently being deployed by both 

MasterCard and Visa.
• Was initially a Visa design but has now 

also been adopted by MasterCard.
• Supports cardholder authentication.
• Main adoption incentive to merchant is 

liability transfer.

3-D Secure is a scheme that offers enhanced security for e-commerce 
transactions.  It is currently being deployed by both MasterCard and Visa.

3-D Secure was initially a Visa design, but it has now also been adopted by 
MasterCard.

3-D Secure supports cardholder authentication.  The main adoption incentive 
for the merchant is liability transfer, i.e. if a merchant uses 3-D Secure, then it 
will be protected against chargebacks.

Note that the discussion given here is based on version 1.0.2 of the 3-D 
Secure specifications.
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3-D Secure: Technical approach

• Builds on existing ‘tried and trusted’ 
technology, including SSL/TLS.

• Uses http redirection approach.
• Minimises changes to current e-commerce 

payment model.
• Based on negative experiences with SET 

and 3D-SET.

3-D Secure builds on existing ‘tried and trusted’ technology, including 
SSL/TLS.  It uses the http redirection approach, as discussed earlier.

It minimises the changes to the current e-commerce payment model.  Its 
rather limited ambitions are based on the negative experiences with SET and 
3D-SET, which made radical changes to the payment model, and which 
never took off.



IY5601: Part B

142

142

��������	��
��
��	��
�����

3-D Secure – key players
• Merchant:

– installs server plug-in (MPI) to talk to central 3-D Secure 
directory.

• Issuer provides Access Control Server (ACS) to:
– authenticate cardholder;
– provide verifiable evidence of cardholder authentication.

• Cardholder:
– authenticates to issuer.

• Acquirer:
– provides payment authorisation to the merchant. 

• Brand:
– provides online directory server;
– operates brand CA.

The key players in the 3-D Secure systems are as follows:

• Merchant:  installs server plug-in to talk to central 3-D Secure directory.

• Issuer provides Access Control Server (ACS) to:  authenticate 
cardholder and provide verifiable evidence of cardholder authentication.

• Cardholder:  authenticates to issuer.

• Acquirer:  provides payment authorisation to the merchant. 

• Brand: provides online directory server, and operates brand CA.
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3-D Secure: Relationships

Merchant

Payment 
authorisation

SSL/TLS protected 
link

Cardholder

Issuer

ACS

Acquirer

MPI

Central 
directory

Purchase transaction initiation

Verify 
Enrolment

Cardholder 
authentication

Payment 
authorisation

abc.com

Verify 
Enrolment

Payment System 
Network

The main 3-D Secure information flows are shown.



IY5601: Part B

144

144

��������	��
��
��	��
�����

3-D Secure enrolment
• Use of 3-D Secure require the cardholder 

to enrol with issuer ACS.
• Cardholder and ACS must agree on 

authentication information, e.g. a 
password.

• How this is performed is not given in 
specifications.

• Process must be designed to prevent third 
parties impersonating cardholders.

The 3-D Secure transaction process requires the cardholder to have been 
through an initial enrolment process with the issuer.  This enrolment process 
enables the cardholder to agree authentication information with the issuer 
ACS.  Details of how the enrolment process should be performed are not 
specified in the 3-D Secure specifications.  However, it is clearly vital that this
process does not enable third parties to impersonate valid cardholders and 
set up false authentication details.
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3-D Secure: Message flows  I
• 3-D Secure transaction involves a 12-step 

process.
1.  Purchase transaction initiation:  Cardholder 

uses web browser to visit merchant site, 
choose goods, and request a transaction.

2.  Query PAN enrolment:  The Merchant server 
plug-in (MPI) sends Verify Enrolment Request 
(VEReq) to Directory Server, containing PAN.

3.  Query ACS:  Directory Server checks 
VEReq, and forwards it to appropriate issuer. 

A 3-D Secure transaction involves a series of 12 steps as follows.

1.  Purchase transaction initiation (cardholder « cardholder browser «
merchant payment system « MPI) – the cardholder uses his/her browser 
to visit a merchant website, requests a transaction, and provides his/her 
PAN.

2.  Query PAN enrolment (MPI ® Directory) – the MPI sends a special Verify 
Enrolment Request message (VEReq) to the Directory, containing the 
cardholder PAN.  This message serves two main purposes – it requests 
verification that a cardholder is ‘signed up’ to 3-D Secure, and also 
requests the address of the ACS to be used for this card.

3.  Query ACS (Directory ® ACS) – the Directory first checks the validity of 
the VEReq message (which includes checking the validity of the merchant 
and of the merchant’s acquirer), and then works out which issuer is 
responsible for the card by examining the PAN.  The VEReq message is 
then forwarded to the ACS for the appropriate issuer.
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Message flows  II
4.  Verify enrolment:  ACS checks whether PAN 

in VEReq corresponds to an enrolled 
cardholder.  If so, ACS sends back a Verify 
Enrolment Response message (VERes), 
containing URL of issuer ACS.

5.  Forward enrolment verification:  Directory 
forwards VERes to MPI.

6.  Send payer authentication request: MPI 
generates a Payer Authentication Request 
message (PAReq) – sent to the ACS URL via 
the cardholder browser (using http 
redirection).

4.  Verify enrolment (ACS ® Directory) – the ACS checks whether the 
cardholder PAN corresponds to an cardholder enrolled into 3-D Secure.  If 
so, then the ACS sends back to the Directory a special Verify Enrolment 
Response message (VERes) containing the URL of the ACS to be used for 
cardholder authentication.

5.  Forward enrolment verification (Directory ® MPI) – the Directory forwards 
the VERes message to the MPI.

6.  Send payer authentication request (MPI ® ACS via cardholder browser) –
the MPI now generates a special Payer Authentication Request message 
(PAReq) and creates a form containing the PAReq message and the 
merchant URL.  The PAReq message is then sent to the ACS URL (as 
received in the VERes message) via the cardholder browser, using http 
redirection.
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Message flows  III
7.  Receive PAReq:  The ACS checks whether PAReq

matches previously sent VERes.
8.  Authenticate shopper:  ACS displays special 

authentication screen to cardholder, and 
authenticates cardholder (somehow).  If successful, 
the ACS creates a digitally signed PARes message, 
containing transaction value, PAN and merchant ID.  
PARes also contains CAVV.

9.  Return PARes:  PARes sent back to merchant 
(again using http redirection).

7.  Receive payer authentication request (ACS) – the ACS first checks that 
the PAReq can be linked to a previously sent VERes message (by some 
unspecified means) and also checks the validity of other aspects of the 
message.

8.  Authenticate shopper (ACS « cardholder browser) – if the checks in the 
previous step succeed, then the ACS displays a special authentication html 
page to the cardholder.  This page requests the cardholder to enter his/her 
secret authentication information, including his/her password.  This 
information is transferred back to the ACS which checks it.  Then ACS then 
creates a special Payer Authentication Response message (PARes), 
containing the value of the transaction, the cardholder PAN and the merchant 
ID, which is digitally signed using the ACS private signature key.

Within the PARes message is also a field known as the Cardholder 
Authentication Verification Value (CAVV).  This is a cryptographic value 
computed as a function of transaction data (but not including the transaction 
value).  There are a number of options for the method used to calculate this 
value.

9.  Return payer authentication response (ACS ® MPI via cardholder 
browser) – the ACS sends the PARes message to the MPI via the cardholder 
browser.  The cardholder browser is redirected back to the merchant server.  
The ACS also sends a special Payer Authentication Transaction message 
(PATransReq) to the Authentication History Server.  [The Authentication 
History Sever is an optional server keeping a log of all 3-D Secure 
authentications]. 



IY5601: Part B

148

148

��������	��
��
��	��
�����

Message flows  IV
10.  Receive PARes:  The MPI receives the 

PARes message.
11.  Validate authentication response:  The 

PARes message is validated (signature 
verified) and MPI is told result.

12.  Payment authorisation:  The MPI notifies 
the merchant payment system, and provides 
data for further processing (inc. the CAVV).  
The CAVV can be used for online transaction 
authorisation.

10.  Receive authentication response (MPI) – the MPI receives the PARes
message.

11.  Validate authentication response (MPI « validation process) – the MPI 
sends the PARes message to the Validation process which verifies the ACS 
signature and informs the MPI regarding its validity.

12.  Payment authorisation (MPI ® Merchant payment system) – the MPI 
notifies the Merchant payment system of the results of the authentication 
attempt, and provides data needed for further processing (including the 
CAVV).  The CAVV can then be used, if required, for online transaction 
authorisation to the card issuer.
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Cryptographic protection  I
• Main crypto protection based on use of SSL 

connections on following links:
– cardholder PC/merchant server (unilateral 

authentication);
– cardholder PC/ACS (unilateral authentication);
– merchant server/Directory (mutually authenticated);
– Directory/ACS (mutually authenticated);
– merchant server/Validation Process (mutually 

authenticated);
– merchant server/ACS (unilateral authentication of 

ACS to merchant server).  [Only used for error 
messages].

The main cryptographic protection employed by the 3-D Secure scheme is 
derived through the use of SSL connections.  The scheme requires that all 
the vulnerable communications links are protected by SSL sessions.  
Specifically, 3-D Secure mandates SSL protection on the following links:

• cardholder PC/merchant server (unilateral authentication of merchant to 
cardholder PC, initiated by Merchant acting as Server);

• cardholder PC/ACS (unilateral authentication of ACS to cardholder PC, 
initiated by ACS acting as Server);

• merchant server/Directory (mutually authenticated channel, Directory 
acting as Server);

• Directory/ACS (mutually authenticated channel, ACS acting as Server);

• merchant server/Validation Process (mutually authenticated channel, 
Validation Process acting as Server)  [note that a unilaterally authenticated 
SSL session is permitted as long as the merchant server is authenticated by 
an acquirer-specific mechanism];

• merchant server/ACS (unilateral authentication of ACS to merchant server, 
initiated by ACS acting as server)  [this channel is only used for transporting 
an error message].
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Cryptographic protection  II
• All links carrying 3-D Secure messages are 

mutually authenticated, except links involving 
cardholder (no assumption of key pair for 
cardholder PC).

• Also, scheme uses a signature by ACS on 
PARes – gives merchant evidence of cardholder 
authentication.

• Scheme also uses ‘regular’ payment 
authorisation channels between merchant and 
issuer (assumed to be secure).

That is, all links carrying 3-D Secure messages are protected using a 
mutually authenticated channel except for those links involving the 
cardholder.  These latter links are protected using a secure channel which is 
only authenticated in one direction.  [This avoids the need for the cardholder 
to obtain a key pair and have it certified, i.e. so that a cardholder can join the 
scheme with minimal user-side configuration – this in turn ensures minimal 
impact oj the cardholder].  In addition to the security provided by this use of 
SSL, the scheme also makes use of a digital signature by the ACS on the 
PARes message.  This provides the merchant server with evidence that the 
ACS has approved the transaction.

Finally, the 3-D Secure system also relies on existing payment authorisation
channels between merchant and acquirer and between acquirer and issuer.  
These are implicitly assumed to be secure by means outside of the 3-D 
Secure specifications.
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3-D Secure – analysis
• Security considerations  

– Confidentiality and integrity linked to SSL security;
– Issuer-defined authentication method;
– Digital signature and CAVV give proof of cardholder 

authentication.
• Business considerations

– Guarantee of payment for merchants, reduced 
charge-backs.

• Operational considerations  
– Ease of use: cardholders only need a browser to 

participate;
– However, large number of messages sent to conduct 

a transaction.

3-D Secure has the following security properties:  

• Confidentiality and integrity are linked to SSL security;

• The scheme uses an issuer-defined authentication method;

• Digital signature and CAVV provide proof of cardholder 
authentication.

Business considerations:

• Guarantee of payment for merchants, reduced charge-backs.

Operational considerations:

• Ease of use: cardholders only need a browser to participate;

• However, a large number of messages are sent to conduct a 
transaction.
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Cardholder authentication
• Cardholder authentication mechanisms:

– Chosen by Issuers;
– Prove knowledge or possession of authentication 

factor(s):  i.e. something you know, have, are, and/or do;
– Security evaluation:  number of factors involved, intrinsic 

security of factors, security properties of underlying 
mechanisms.

• Need for personal, pervasive authentication factors:
– Mobile devices, e.g. mobile phones may be a suitable 

solution.

The cardholder authentication mechanisms (as used by the ACS) have the following 
properties:

• They are chosen by the Issuers;

• They prove knowledge or possession of authentication factor(s): i.e. something you 
know, something you have, something you are, and/or something you do;

• Any security evaluation will depend on:  the number of factors involved, the 
intrinsic security of the factors, and the security properties of underlying 
mechanisms.

There is a need for personal, pervasive authentication factors. Mobile devices, e.g. 
mobile phones, may be a suitable solution.
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Cardholder authentication risks

• The scheme uses http redirection to redirect 
cardholder web browser from merchant server to 
Issuer ACS.

• This could be subverted to allow man-in-the-
middle attack, where cardholder browser 
directed to ‘mock’ Issuer ACS.

• This could allow theft of cardholder password.
• Hence ‘static’ cardholder authentication not 

desirable.

The scheme uses http redirection to redirect the cardholder web browser 
from the merchant server to Issuer ACS.  As with any authentication scheme 
based on redirection, this could be subverted to allow a man-in-the-middle 
attack, where the cardholder browser directed to a ‘mock’ Issuer ACS.  This 
could allow theft of a cardholder password.

Hence ‘static’ cardholder authentication is not desirable.
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Reducing the risks

• Dynamic means of cardholder 
authentication.

• This would typically require the cardholder 
to have some form of authentication token.

• Ideally this would re-use existing deployed 
technology.

The ‘obvious’ means of defeating attacks where user authentication data is 
captured relies on a dynamic means of cardholder authentication. This 
would typically require the cardholder to have some form of authentication 
token. Ideally this would re-use existing deployed technology.
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3-D Secure – using EMV cards

• One way of allowing dynamic cardholder 
authentication at minimum issuer cost is to 
leverage EMV cards (as an existing 
secure token).

• Schemes deployed where cardholders are 
issued with low cost personal card reader, 
and EMV card used to generate a one-
time authenticator for Issuer ACS.

One way of allowing dynamic cardholder authentication at minimum issuer 
cost is to leverage EMV cards (as an existing secure token).  Experimental 
schemes have been deployed where cardholders are issued with a low cost 
personal card reader, and the EMV card is used to generate a one-time 
authenticator for Issuer ACS.  (The card does not need to have any 
awareness of 3-D Secure).
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e.  Residual vulnerabilities

• 3-D Secure should be seen as an 
incremental security approach (as 
opposed to SET).

• There are man in the middle attacks that 
could be launched by fraudulent or fake 
merchants (e.g. via phishing).

• Does not protect card details at merchant 
server.

3-D Secure should be seen as an incremental security approach (as opposed 
to a completely new scheme such as SET).

There are man in the middle attacks that could be launched by fraudulent or 
fake merchants (e.g. via phishing).  Such attacks can be mitigated by using a 
dynamic user authentication method.

3-D Secure does not protect the card details at the merchant server.  
However, this may be an issue of decreasing importance if 3-D Secure 
solution is universally deployed.
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Structure of this part of the course

1. Introduction
2. Payment models
3. Card payments
4. Open and closed PKIs
5. EMV
6. SSL/TLS and 3-D Secure
7. Case study: The EMV PKI
8. Further resources
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Case study: The EMV PKI –
Topics to cover

a. Scope of case study.
b. The card brand PKI service.
c. RA implementation.
d. PKI service interface.
e. RA operation.

This discussion of the EMV PKI case study is divided into the following 
main parts:

a.  Scope of case study.

b.  The card brand PKI service.

c.  RA implementation.

d.  PKI service interface.

e.  RA operation.



IY5601: Part B

159

159

��������	��
��
��	��
�����

a.  Scope of case study

• The purpose of this case study is to 
consider the provision of the card brand 
PKI service needed to support EMV.

• This service provides:
– generation of certificates for issuer public 

keys;
– distribution of brand CA public keys.

The purpose of this case study is to consider the provision of the card brand 
PKI service needed to support EMV.  This service provides:  generation of 
certificates for issuer public keys; distribution of brand CA public keys.
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PKI services for EMV-based credit/debit

• We consider one possible CA/RA 
architecture to support EMV-based 
credit/debit cards.

• The overall architecture described is 
based on that adopted by MasterCard.

• However, the details of implementation are 
fabricated.

We consider one possible CA/RA architecture to support EMV-based 
credit/debit cards.  The overall architecture described is based on that 
originally used by MasterCard.  However, the details of the 
implementation are fabricated.
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Brand CA 

Brand RA

Issuer Acquirer

CA/RA Architecture

CA/RA interface

RA/issuer
interface

RA/acquirer
interface

Brand
PKI

service

The overall architecture involves four types of entity:

• Brand Certification Authority (CA): operated by the brand, and
responsible for generating public key certificates;

• Brand Registration Authority (RA): operated by the brand, and 
responsible for managing interactions with card issuers and acquirers;

• Card Issuer: issues cards and obtains certificates for its public keys 
from the brand CA service;

• Acquirer: acquires transactions from merchant terminals, and 
distributes the brand public keys to these terminals.

Three interfaces need to be defined:

• CA/RA interface;

• RA/Issuer service interface;

• RA/acquirer service interface.
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Architecture rationale

• CA requires greatest protection since it 
contains top level key pair – hence 
separate RA.

• That is, the architecture minimises the 
need for network access to the CA, the 
most sensitive part of the architecture.

The CA requires the greatest protection since it contains the top level key 
pair – hence the use of a separate RA.  That is, the architecture minimises 
the need for network access to the CA, the most sensitive part of the 
architecture.
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Brand CA functionality

• Purpose:
– Generation of the brand RSA key pairs;
– Receipt of Issuer Public Keys from the brand 

RA;
– Certification of Issuer Public Keys, and 

transfer of the certificates back to the Issuer 
(via the RA);

– Distribution of the brand public keys to 
Acquirers (via the RA).

The main functions of the brand CA are as follows:

• Generation of the brand RSA key pairs;

• Receipt of Issuer Public Keys from the brand RA;

• Certification of Issuer Public Keys, and transfer of the certificates back 
to the Issuer, via the RA;

• Distribution of the brand public keys to Acquirers, via the RA.
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Brand RA functionality
• Purpose:

– Receipt of Issuer public keys from the Issuer;
– Transfer of Issuer public keys to the brand CA;
– Receipt of brand public keys from the brand CA;
– Receipt of Issuer public key certificates from the 

brand CA;
– Transfer of Issuer public key certificates to the Issuer;
– Transfer of brand public keys to the Acquirers.

The main functions of the brand RA are as follows:

• Receipt of Issuer public keys from the Issuer;

• Transfer of Issuer public keys to the brand CA;

• Receipt of brand public keys from the brand CA;

• Receipt of Issuer public key certificates from the brand CA;

• Transfer of Issuer public key certificates to the Issuer;

• Transfer of brand public keys to the Acquirers.
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Issuer functionality

• Purpose:
– Generation of Issuer RSA key pairs;

– Transfer of Issuer public key to the brand PKI 
service (i.e. to the brand RA);

– Receipt of Issuer public key certificates from 
the brand PKI service (i.e. from the brand 
RA).

The main functions of the Issuer (with respect to the brand CA service) are 
as follows:

• Generation of Issuer RSA key pairs;

• Transfer of Issuer public key to the brand PKI service (i.e. to the brand 
RA);

• Receipt of Issuer public key certificates from the brand PKI service (i.e. 
from the brand RA), for subsequent loading onto cards.
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Acquirer functionality

• Purpose:
– Receipt of the brand CA public key from the 

brand PKI service.

The main function of the Acquirer (with respect to the brand CA service) is as 
follows:

• Receipt of the brand CA public key from the brand PKI service (for 
subsequent transfer to merchant terminals).
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Brand RA

Brand CA 

- Generate :
(PKBrand, SKBrand)

- Create:  CERTISS = 
Sign(SKBrand)[PKISS]

CERTISS

PKISS

CA/RA interface

PKBrand

The CA/RA interface must provide for:

• transfer of PKISS from the brand RA to the brand CA;

• transfer of CERTISS from the brand CA to the brand RA;

• transfer of PKBrand from the brand CA to the brand RA.
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RA/Issuer interface

Issuer

Brand RA 

CERTISS

PKISS

Generate :
(PKISS, SKISS)

The RA/Issuer interface must provide for:

• transfer of PKISS from the Issuer to the brand RA;

• transfer of CERTISS from the brand RA to the Issuer.
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RA/Acquirer interface

Acquirer

Brand RA 

PKBrand

The RA/Acquirer interface must provide for:

• transfer of PKBrand from the brand RA to the Acquirer.
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b.  Security threats and 
requirements

• We next consider the main security threats 
arising to the system.

• These threats are used to derive security 
requirements.

• We then outline one way in which these 
requirements might be met in a practical 
system.

We next consider the main security threats arising to the system.  These 
threats are used to derive security requirements.  We then outline one way in 
which these requirements might be met in a practical system.
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External threats  I
• False certificate request A:  An entity 

masquerading as a card issuer might issue a 
request for a certificate.
Potential impact:  If successful this could allow 

an attacker to manufacture unlimited numbers 
of SDA, DDA or CDA capable cards which 
would pass the offline CAM.

• False certificate request B:  A malicious 
employee of an issuer might issue an 
unauthorised request for a certificate.
Potential impact:  As for previous attack.

False certificate request A:  An entity masquerading as a card issuer might 
issue a request for a certificate.

Potential impact:  If successful this could allow an attacker to 
manufacture unlimited numbers of SDA, DDA or CDA capable cards 
which would pass the offline CAM.

False certificate request B:  A malicious employee of an issuer might issue 
an unauthorised request for a certificate.

Potential impact:  As for previous attack.
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External threats  II
• Manipulated certificate request:  A third party 

might modify a legitimate certificate request sent 
from an Issuer to an RA.
Potential impact:  As for previous attack.

• Modified certificate response:  A third party 
might modify a certificate in transit from the RA 
to the Issuer.
Potential impact:  This could cause large 

numbers of cards to be issued which will fail 
to perform CAM correctly – this could cause a 
major financial loss to the Issuer.

Manipulated certificate request:  A third party might modify a legitimate 
certificate request sent from an Issuer to an RA.

Potential impact:  As for previous attack.

Modified certificate response:  A third party might modify a certificate in 
transit from the RA to the Issuer.

Potential impact:  This could cause large numbers of cards to be 
issued which will fail to perform CAM correctly – this could cause a 
major financial loss to the Issuer.
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External threats  III
• Modified Brand public key:  A third party 

might modify the brand CA public key in 
transit from the RA to the Acquirer.
Potential impact:  This could cause large 

numbers of terminals to be equipped 
with an incorrect brand public key, which 
will (a) cause offline CAMs to fail, and 
(b) potentially allow false cards to pass 
an offline CAM.

Modified Brand public key:  A third party might modify the brand CA public 
key in transit from the RA to the Acquirer.

Potential impact:  This could cause large numbers of terminals to be 
equipped with an incorrect brand public key, which will cause (a) 
cause offline CAMs to fail, and (b) potentially allow false cards to pass 
an offline CAM.
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Internal threats (RA)  I
• False certificate request:  Someone with access 

to the RA could create an unauthorised 
certificate request.
Potential impact:  As for other false certificate 

attacks.
• Modified certificate request:  Someone with 

access to the RA could modify a genuine 
certificate request.
Potential impact:  As for other manipulated 

certificate request attack.

False certificate request:  Someone with access to the RA could create an 
unauthorised certificate request.

Potential impact:  As for other false certificate attacks.

Modified certificate request:  Someone with access to the RA could modify a 
genuine certificate request.

Potential impact:  As for other manipulated certificate request attack.
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Internal threats (RA)  II
• Modified certificate response: Someone with 

access to the RA could modify a certificate at the 
RA.
Potential impact:  As for the other modified 

certificate response attack.
• Modified Brand public key: Someone with 

access to the RA could modify the brand CA 
public key.
Potential impact:  As for the other modified 

brand public key attack.

Modified certificate response: Someone with access to the RA could modify a 
certificate at the RA.

Potential impact:  As for the other modified certificate response attack.

Modified Brand public key: Someone with access to the RA could modify the 
brand CA public key.

Potential impact:  As for the other modified brand public key attack.



IY5601: Part B

176

176

��������	��
��
��	��
�����

Internal threats (RA/CA)

• The threats to the RA/CA interface are 
essentially the same as those that apply to 
the RA/Issuer and RA/Acquirer links.

• The impacts are of similar seriousness.

The threats to the RA/CA interface are essentially the same as those that 
apply to the RA/Issuer and RA/Acquirer links.  The impacts are of similar 
seriousness.
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Internal threats (CA)
• The threats to the CA include those that apply to 

the RA.
• Additional threats include:

– Compromise of CA private key:  Someone with 
access to the CA might access the CA private key.

Potential impact:  Catastrophic – this would 
potentially require the re-issue of all brand cards 
(and in the short term allow massive fraud).

– Modification of CA private key: Someone with access 
to the CA might modify the CA private key.

Potential impact:  This could lead to the generation 
of incorrect certificates, with impact similar to 
corruption of certificate attacks.

The threats to the CA include those that apply to the RA.  Additional threats 
include:

Compromise of CA private key:  Someone with access to the CA 
might access the CA private key.

Potential impact:  Catastrophic – this would potentially require 
the re-issue of all brand cards (and in the short term allow 
massive fraud).

Modification of CA private key: Someone with access to the CA might 
modify the CA private key.

Potential impact:  This could lead to the generation of incorrect 
certificates, with impact similar to corruption of certificate 
attacks.
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Security requirements (RA/Issuer)

• Integrity/origin protection for 
communications link in both directions – to 
prevent False certificate request A, 
Modified certificate request, and Modified 
certificate response.

• Dual control at issuer for certificate 
request generation – to prevent False 
certificate request B.

Integrity/origin protection for communications link in both directions – to 
prevent False certificate request A, Modified certificate request, and Modified 
certificate response.

Dual control at issuer for certificate request generation – to prevent False 
certificate request B.
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Security requirements (RA/Acquirer)

• Integrity/origin protection for RA to 
Acquirer communications link – to prevent 
Modified brand public key.

Integrity/origin protection for RA to Acquirer communications link – to prevent 
Modified brand public key.
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Security requirements (RA)
• Dual control at RA for handling certificate 

requests – to prevent False certificate request 
and Modified certificate request.

• Dual control at RA for handling certificate 
responses – to prevent Modified certificate 
response.

• Dual control at RA for handling brand public 
keys – to prevent Modified brand public key.

• Physical security for RA – to prevent breach of 
dual control and/or unauthorised access.

Dual control at RA for handling certificate requests – to prevent False 
certificate request and Modified certificate request.

Dual control at RA for handling certificate responses – to prevent Modified 
certificate response.

Dual control at RA for handling brand public keys – to prevent Modified brand 
public key.

Physical security for RA – to prevent breach of dual control and/or 
unauthorised access.
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Security requirements (RA/CA)

• Integrity/origin protection for 
communications link in both directions – to 
prevent False certificate request, Modified 
certificate request, Modified certificate 
response and Modified brand public key.

Integrity/origin protection for communications link in both directions – to 
prevent False certificate request, Modified certificate request, Modified 
certificate response and Modified brand public key.
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Security requirements (CA)
• Dual control at CA for handling certificate 

requests – to prevent False certificate request 
and Modified certificate request.

• Dual control at CA for handling certificate 
responses – to prevent Modified certificate 
response.

• Dual control at CA for handling brand public 
keys – to prevent Modified brand public key.

• Physical security for CA – to prevent breach of 
dual control, unauthorised access, Compromise 
of CA private key, or Modification of CA private 
key.

Dual control at CA for handling certificate requests – to prevent False 
certificate request and Modified certificate request.

Dual control at CA for handling certificate responses – to prevent Modified 
certificate response.

Dual control at CA for handling brand public keys – to prevent Modified brand 
public key.

Physical security for CA – to prevent breach of dual control, unauthorised 
access, Compromise of CA private key, or Modification of CA private key.
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c.  RA implementation

• We next consider one possible approach 
to meeting the operational and security 
requirements for the brand RA.

• We first describe a hardware architecture, 
and later consider operational issues.

• The proposed approach is readily 
realisable.

We next consider one possible approach to meeting the operational and 
security requirements for the brand RA.  We first describe a hardware 
architecture, and later consider operational issues.  The proposed approach 
is readily realisable.
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Physical architecture

PC

HSM

PC/HSM 
interface

RA system 
(in access 
protected 

environment)

Network 
interface 1 
(to banks)

Network 
interface 2 

(to CA)

Operational 
interface (screen, 
keyboard, mouse)

Access control interface 
(e.g. smart card, 

keyboard, screen)

A possible physical architecture for an RA implementation is shown.  Each of 
the components and interfaces are described in greater detail in subsequent 
slides.
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HSM main role

• The main task of the HSM is to store 
sensitive information, such as 
cryptographic keys, in a way such that 
even authorised operators cannot access 
the information.

• The HSM will also need to provide 
implementations of cryptographic functions 
using the stored keys.

The main task of the HSM is to store sensitive information, such as 
cryptographic keys, in a way such that even authorised operators cannot 
access the information.  The HSM will also need to provide implementations 
of cryptographic functions using the stored keys.
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HSM – An example

The PC board shown is an nCipher
Hardware Security Module.
It is implemented as a half-height PCI 
card, with a tamper-resistant enclosure.

The PC board shown is an nCipher Hardware Security Module. It is 
implemented as a half-height PCI card, with a tamper-resistant enclosure.
Information on this product is available at: http://www.ncipher.com/nshield/
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HSM – Another example

The device shown is a Thales HSM 8000.  It is 
implemented as a stand alone device.

The device shown is a Thales HSM 8000.  It is implemented as a stand alone 
device.  More information is available at:

http://www.thales-esecurity.com/ProductsServices/HSM8000.shtml
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HSM functions
• The stored keys will be used to support the 

following EMV functions:
– secure storage of the brand public keys;
– integrity/origin protection for the RA/CA 

communications link;
– integrity/origin protection for the RA/Issuer and 

RA/Acquirer communications links.
• The HSM will also need to support the following 

security management functions:
– secure auditing of all RA operations;
– access control (dual control) to all critical RA 

functions.

The stored keys will be used to support the following EMV functions:

• secure storage of the brand public keys;

• integrity/origin protection for the RA/CA communications link;

• integrity/origin protection for the RA/Issuer and RA/Acquirer 
communications links.

The HSM will also need to support the following security management 
functions:

• secure auditing of all RA operations;

• access control (dual control) to all critical RA functions.
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HSM key storage
• The HSM will need to store and manage a variety of 

different key types.
• Typically, instead of storing all keys internally, the HSM 

will retain a single top level secret Master Key (or Keys), 
and then store other keys externally, confidentiality and 
integrity protected using the Master Key(s).

• Examples of HSM managed keys include:
– keys used for secure communications for each issuing bank;
– keys used for secure communications with the CA;
– keys used to protect auditing and configuration data;
– keys/passwords used to authenticate authorised personnel.

• Each key will also typically have associated context 
information.

The HSM will need to store and manage a variety of different key types.  
Typically, instead of storing all keys internally, the HSM will retain a single top 
level secret Master Key (or Keys), and then store other keys externally, 
confidentiality and integrity protected using the Master Key(s).  Such Master 
Keys are sometimes known as Host Master Keys (HMKs).

Examples of HSM managed keys include:

• keys used for secure communications for each issuing bank;

• keys used for secure communications with the CA;

• keys used to protect auditing and configuration data;

• keys/passwords used to authenticate authorised personnel.

Each key will also typically have associated context information, e.g. the 
name of the bank (for shared bank keys), or the name/role of the human user 
(for passwords).
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HSM access control interface
• A separate interface (independent of the host 

PC) is essential, since the PC cannot be trusted 
to provide a trusted control interface.

• This interface will need to support dual control, 
e.g. by requiring certain numbers of personnel to 
be present for all security-critical functions.

• This might, for example, be implemented by 
requiring a certain number of user tokens (e.g. 
smart cards) to be presented to enable HSM 
functions.

A separate interface (independent of the host PC) is essential, since the PC 
cannot be trusted to provide a trusted control interface.  This interface will 
need to support dual control, e.g. by requiring certain numbers of personnel 
to be present for all security-critical functions.  This might, for example, be 
implemented by requiring a certain number of user tokens (e.g. smart cards) 
to be presented to enable HSM functions.  The number of user tokens 
required may vary depending on the sensitivity of the HSM functions.
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HSM/PC interface
• The HSM will present a well-defined set of 

functions to the host PC, via a documented API 
(applications programme interface).

• Functions might, for example, include:
– verify certificate request (as received from an issuer);
– prepare certificate request (for submission to the 

brand CA);
– receive and verify certificate response (as received 

from the brand CA);
– receive brand public key.

The HSM will present a well-defined set of functions to the host PC, via a 
documented API (applications programme interface).  Functions might, for 
example, include:

• verify certificate request (as received from an issuer);

• prepare certificate request (for submission to the brand CA);

• receive and verify certificate response (as received from the brand CA);

• receive brand public key.
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PC functionality
• The PC will host one or more special applications 

designed to support the RA functionality.
• This application will receive and send messages, and will 

use the HSM to support cryptographic functions.
• The application will also need to manage a variety of 

stored data, including:
– all received certificate requests and responses;
– copies of brand CA public keys;
– pending certificate requests;
– auditing and configuration data;
– network addresses for issuing and acquiring banks;
– authorised personnel information for issuing and acquiring 

banks.

The PC will host one or more special applications designed to support the RA 
functionality.  This application will receive and send messages, and will use 
the HSM to support cryptographic functions.

The application will also need to manage a variety of stored data, including:

• all received certificate requests and responses;

• copies of brand CA public keys;

• pending certificate requests (subsequently matched against certificate 
response messages received from the brand CA);

• auditing and configuration data;

• network addresses for issuing and acquiring banks;

• authorised personnel information for issuing and acquiring banks.
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PC operational interface
• The PC application will need to provide a 

user interface to enable the operational 
staff to manage the RA’s operation.

• This would include facilities to:
– view databases of certificate requests and 

responses;
– authorise certificate requests;
– authorise (and transfer) certificate responses;
– transfer brand CA public keys.

The PC application will need to provide a user interface to enable the 
operational staff to manage the RA’s operation.  This would include facilities 
to:

• view databases of certificate requests and responses;

• authorise certificate requests;

• authorise (and transfer) certificate responses;

• transfer brand CA public keys.
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PC network interface 1 (to banks)

• This will need to support the receipt of 
certificate requests and the transmission 
of certificate responses and brand public 
keys.

• The protocol used must (in some way):
– support origin authentication and data 

integrity;
– provide guarantees that a certificate request 

was authorised by more than one member of 
issuing bank staff (for dual control).

The network interface used for communication to issuing and acquiring banks 
will need to support the receipt of certificate requests and the transmission of 
certificate responses and brand public keys.

The protocol used must (in some way) support origin authentication and data 
integrity.  The protocol used must also provide guarantees that a certificate 
request was authorised by more than one member of issuing bank staff (for 
dual control).
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PC network interface 2 (to CA)

• This will need to support the transmission 
of certificate requests and the receipt of 
certificate responses and brand public 
keys.

• The protocol used must support origin 
authentication and data integrity.

The network interface used for communication with the brand CA will need to 
support the transmission of certificate requests and the receipt of certificate 
responses and brand public keys.  The protocol used must support origin 
authentication and data integrity.
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Meeting the security requirements
• Dual control at RA for handling certificate 

requests:  provided by dual control features (and 
physical security) of HSM.

• Dual control at RA for handling certificate 
responses:  provided by dual control features 
(and physical security) of HSM.

• Dual control at RA for handling brand public 
keys:  provided by dual control features (and 
physical security) of HSM.

• Physical security for RA:  provided by physical 
security of HSM, and location of the RA 
hardware in an access controlled environment.

The identified security requirements for the RA can be met in the following 
ways.

• Dual control at RA for handling certificate requests:  provided by dual 
control features (and physical security) of HSM.

• Dual control at RA for handling certificate responses:  provided by dual 
control features (and physical security) of HSM.

• Dual control at RA for handling brand public keys:  provided by dual control 
features (and physical security) of HSM.

• Physical security for RA:  provided by physical security of HSM, and 
location of the RA hardware in an access controlled environment.

Note that, the use of an access controlled environment for the RA system 
does not obviate the need for use of an HSM.  This is because authorised 
staff will have access to the RA implementation, and hence the system must 
have physical means to enforce dual control of security-critical functions.
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Installation and operational issues
• The physical security features of the RA 

implementation and environment must be 
complemented by procedural and other 
mechanisms to support system installation.

• The installation and operation of the RA must 
also always be in accordance with defined 
procedures.

• Note that the development team must be kept 
separate from the operational team.

• Also, experimental and test installations must be 
kept separate from operational installations.

The physical security features of the RA implementation and environment 
must be complemented by procedural and other mechanisms to support 
system installation.  The installation and operation of the RA must also 
always be in accordance with defined procedures.  This is discussed further 
later.

Note that the development team must be kept separate from the operational 
team.  Also, experimental and test installations must be kept separate from 
operational installations.

These issues are discussed in more detail later.
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d.  PKI service interface
• The PKI service interface is provided by the RA 

to issuing and acquiring banks.

• This service interface must support the following 
security functions:
– integrity/origin protection for upload of certificate 

requests;
– integrity/origin protection for download of certificate 

responses;
– integrity/origin protection for download of brand CA 

public keys.

The PKI service interface is provided by the RA to issuing and acquiring 
banks.  This service interface must support the following security functions:

• integrity/origin protection for upload of certificate requests;

• integrity/origin protection for download of certificate responses;

• integrity/origin protection for download of brand CA public keys.
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Data definitions
• The transfers of data require agreement on data 

formats, including:
– format for certificate requests (all necessary fields for 

certificate, including public key, expiry date);
– format for certificates (defined by EMV);
– format for brand public key.

• Formats specified by card brand.
• Certificate requests can be formatted as self-

signed certificates, which provides ‘proof of 
possession’.

The transfers of data between RA and banks require the prior agreement of 
certain data formats, including:

• format for certificate requests (covering all necessary fields for certificate, 
including public key, expiry date);

• format for certificates (defined by EMV);

• format for brand public key.

These formats must be specified by the card brand.  Certificate requests can 
be formatted as self-signed certificates – this addresses the ‘proof of 
possession’ requirement.

Note that such formats are standardised by ISO (see ISO/IEC 15945), ITU-T 
(see X.843) and the IETF (RFCs 2510 and 2511) as part of the Certificate 
Management Protocol – designed to support the creation and management 
of X.509 certificates.  However, this does not apply to EMV, since EMV uses 
its own proprietary certificate format.
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Acquirer interface
• The acquirer will need a means of downloading brand 

public keys, in such a way that the integrity and origin of 
these keys can be guaranteed.

• Since this will occur relatively infrequently, a manual 
transfer approach could be used.

• Nevertheless, because of the potentially serious 
consequences of a security failure, dual control 
measures need to be employed to protect against a 
single rogue employee at the brand RA.

• This could, for example, be achieved by sending the 
public key and a hash-code of the public key from two 
distinct authenticated sources at the brand RA. 

The acquirer will need a means of downloading brand public keys, in such a 
way that the integrity and origin of these keys can be guaranteed.  Since this 
will occur relatively infrequently, a manual transfer approach could be used.  
Nevertheless, because of the potentially serious consequences of a security 
failure, dual control measures need to be employed to protect against a 
single rogue employee at the brand RA.

This could, for example, be achieved by sending the public key and a hash-
code of the public key from two distinct authenticated sources at the brand 
RA. 
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Issuer interface requirements

• The issuer interface will potentially be 
used significantly more often than the 
acquirer interface, to support routine 
certificate requests.

• Hence a more automated system would 
be desirable.

• We outline the operation of a possible 
such system.

The issuer interface will potentially be used significantly more often than the 
acquirer interface, to support routine certificate requests.  Hence a more 
automated system would be desirable.  We outline the operation of a 
possible system of this type.
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Issuer initialisation
• Suppose that two separate staff members are identified 

at the issuing bank as being responsible for RA 
interactions.

• A PC and a network connection to the RA is also 
available.

• A special software application is provided by the brand 
PKI service for installation on the issuer PC.

• The two issuer staff members are provided with security 
tokens by the RA (this transfer of tokens needs to take 
place by a reliable means, typically involving a face-to-
face meeting).

• The tokens share secret keys with the RA HSM, 
guaranteeing dual control.

Suppose that two separate staff members are identified at the issuing bank 
as being responsible for RA interactions.  A PC and a network connection to 
the RA is also available.  A special software application is provided by the 
brand PKI service for installation on the issuer PC.

The two issuer staff members are provided with security tokens by the RA 
(this transfer of tokens needs to take place by a reliable means, typically 
involving a face-to-face meeting).  The tokens share secret keys with the RA 
HSM, guaranteeing dual control.
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Security service architecture

RA Issuer 
PC

Token 
A

Token 
B

Secure channel A

Secure channel B

The architecture for the brand PKI service is shown.  Two parallel secure 
communications channels exist between the Issuer and RA, supported by 
two tokens (and separate members of staff).  Of course, the two channels 
use the same communications medium.
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Brand public keys

• We suppose that the brand public keys are 
sent to the issuer.

• This is not strictly necessary, but it 
enables the issuer to verify the 
correctness of all certificates provided by 
the brand PKI service.

• As a result it is not necessary for the 
integrity of certificates to be protected.

We suppose that the brand public keys are sent to the issuer.  This is not 
strictly necessary, but it enables the issuer to verify the correctness of all 
certificates provided by the brand PKI service (as long as the brand public 
key is securely transferred).  As a result it is not necessary for the integrity of 
certificates provided by the PKI service to be protected in transit from the CA 
to the issuer.
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Transfer of brand public keys
• The RA sends the public key, together with two 

independent integrity checks.

• Each integrity check is computed using a secret 
key shared by the HSM and an issuer security 
token.

• Using the issuer PC and their respective tokens, 
both issuer staff members can independently 
check the integrity and origin of the public key.

• This gives dual control.

The RA sends the brand public key to the issuer, together with two 
independent integrity checks.  Each integrity check is computed using a 
secret key shared by the HSM and an issuer security token.  Using the issuer 
PC and their respective tokens, the two issuer staff members can
independently check the integrity and origin of the public key. This gives dual 
control.

Of course, this does rely on the integrity of the issuer software application, 
since this will tell the issuer staff members whether or not the integrity checks 
are correct.  However, if necessary the issuer staff members could use 
separate ‘trusted’ PCs, and/or they could re-install a trusted copy of the 
application prior to use (e.g. using a CD supplied by the brand).
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Certificate requests

• The two issuer staff members both use the 
issuer software application and their 
respective security tokens to generate an 
integrity check on the certificate request.

• The certificate request and the two 
integrity checks are sent to the RA.

• The RA verifies both integrity checks, 
thereby guaranteeing dual control.

The two issuer staff members both use the issuer software application and 
their respective security tokens to generate an integrity check on the 
certificate request.  The certificate request and the two integrity checks are 
sent to the RA.  The RA verifies both integrity checks, thereby guaranteeing 
dual control.

As previously the security of this operation depends on the correct operation 
of the issuer application.  As previously, if necessary this can be guaranteed 
by re-installing it whenever it is used.
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Certificate responses

• Certificate responses can be sent 
unprotected.

• A receiving issuer can verify the received 
certificates in two ways:
– by matching them against the certificate 

request sent;
– by verifying the signatures on the certificates 

using the appropriate brand public key.

Certificate responses can be sent unprotected.  A receiving issuer can verify 
the received certificates in two ways:

• by matching them against the certificate request sent;

• by verifying the signatures on the certificates using the appropriate brand 
public key.
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Meeting the security requirements

• Integrity/origin protection for 
communications link in both directions –
guaranteed by the integrity checks 
computed using the security tokens.

• Dual control at issuer for certificate 
request generation – use of two security 
tokens to generate independent integrity 
checks.

The identified security requirements for the RA can be met in the following 
ways.

• Integrity/origin protection for communications link in both directions –
guaranteed by the integrity checks computed using the security tokens.

• Dual control at issuer for certificate request generation – provided by the 
use of two security tokens to generate independent integrity checks.
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e.  RA operation
• Having considered the implementation of 

the RA, we also need to consider its 
installation and day-to-day operation.

• This covers issues such as:
– system development,
– procedure development,
– installation,
– operation, and
– auditing.

Having considered the implementation of the RA, we also need to consider 
its installation and day-to-day operation.  This covers issues such as:

• system development,

• procedure development,

• installation,

• operation, and

• auditing.
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RA system development
• The RA system (including the HSM and the PC-

resident application) will need to be procured 
and/or developed.

• This will require the development of a 
specification for the system. and negotiation with 
suppliers.

• It may also be appropriate to obtain third party 
verification of the correctness of the 
implementation (and design), e.g. via a Common 
Criteria evaluation.

The RA system (including the HSM and the PC-resident application) will 
need to be procured and/or developed.  This will require the development of 
a specification for the system. and negotiation with suppliers. It may also be 
appropriate to obtain third party verification of the correctness of the 
implementation (and design), e.g. via a Common Criteria evaluation.

The development team should be separate from the operational team, to help 
prevent the insertion of ‘backdoors’ into the system which can subsequently 
be exploited.
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RA procedure development
• In parallel with the system development, a full set of 

operational procedures will need to be developed for the 
RA.

• This will cover a wide range of topics, including:
– installation of the RA (including PC installation, HSM installation, 

and application installation and configuration);
– generation of security tokens for all authorised users;
– role allocation and role management;
– operation (handling certificate requests, responses, and 

distribution of brand public keys);
– back-up (and system restore);
– system update;
– auditing.

In parallel with the system development, a full set of operational procedures 
will need to be developed for the RA.  These procedures will need to cover a 
wide range of topics, including:

• installation of the RA (including PC installation, HSM installation, and 
application installation and configuration);

• generation of security tokens for all authorised users;

• role allocation and role management;

• operation (handling certificate requests, responses, and distribution of 
brand public keys);

• back-up (and system restore);

• system update;

• auditing.
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RA installation
• Installation will include the following steps:

– PC installation (installing clean copy of OS, and 
installing clean copy of application);

– HSM installation and configuration;
– generation of Master Key(s) for HSM, and distribution 

of key components (with duplicate copies of each 
component for backup purposes);

– generation of security tokens for user access;
– creation of databases for data storage;
– creation of auditing database.

Installation of the RA will include the following steps:

• PC installation (installing a clean copy of the PC operating system, and 
installing a clean copy of the application);

• HSM installation and configuration;

• generation of Master Key(s) for HSM, and distribution of key components 
(with duplicate copies of each component for backup purposes);

• generation of security tokens for user access;

• creation of databases for data storage;

• creation of auditing database.

Note that more staff members may be required for particularly critical 
operations, such as backup of the HSM Master Key, than for routine 
operations.
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RA operation
• Routine RA operation can be conducted by two 

authorised staff members (drawn from a small 
pool of such staff), each equipped with 
appropriate security tokens.

• All critical operations shall require participation 
by both staff members.

• This can be enforced by a combination of the 
HSM, the PC-based application, and the 
environment in which the RA system is located.

Routine RA operation can be conducted by two authorised staff members 
(drawn from a small pool of such staff), each equipped with appropriate 
security tokens.  All critical operations shall require participation by both staff 
members.  This can be enforced by a combination of the HSM, the PC-based 
application, and the environment in which the RA system is located.
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Backup
• All data stored by the Host PC will need to be 

regularly backed up, with backup copies held 
remotely (and securely!).

• This data will include encrypted keys held by the 
PC.

• The backup for the HSM itself will consist of the 
Master Key, held in components by authorised 
staff members.

• A backup set of hardware would also need to be 
held at a disaster recovery site.

All data stored by the Host PC will need to be regularly backed up, with 
backup copies held remotely (and securely!).  This data will include 
encrypted keys held by the PC.  The backup for the HSM itself will consist of 
the Master Key, held in components by authorised staff members.

A backup set of hardware would also need to be held at a disaster recovery 
site.
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RA auditing

• From time to time authorised auditor users 
would inspect the operational logs of the 
system, together with the secure audit 
trails (with security guaranteed by the 
HSM).

• Audits could also take place to investigate 
any suspicious events.

From time to time authorised auditor users would inspect the operational logs 
of the system, together with the secure audit trails (with security guaranteed
by the HSM).  Audits could also take place to investigate any suspicious 
events.



IY5601: Part B

216

216

��������	��
��
��	��
�����

f.  Other issues

• The description of the brand PKI service 
has focussed mainly on the RA and 
interactions with the banks.

• We have not discussed:
– the operation of the CA;
– CA/RA communications.

• We conclude by briefly reviewing these 
two issues.

The description of the brand PKI service has focussed mainly on the RA and 
interactions between the RA and the banks.  We have not discussed:

• the operation of the CA;

• CA/RA communications.

We conclude by briefly reviewing these two issues.
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CA implementation
• In many respects an implementation of the CA 

can resemble that of the RA.
• A combination of a PC and an HSM would be an 

‘obvious’ hardware architecture.
• However, only one external connection will be 

required – to the RA.
• After initial configuration, it may be possible to 

process certificate requests from the RA 
automatically (or with minimal human 
intervention).

In many respects an implementation of the CA can resemble that of the RA.  
A combination of a PC and an HSM would be an ‘obvious’ hardware 
architecture.  However, only one external connection will be required – to the 
RA.  After initial configuration, it may be possible to process certificate 
requests from the RA automatically (or with minimal human intervention).
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CA/RA communications

• The CA/RA communications link needs 
integrity/origin authentication protection.

• Secret keys (or public/private key pairs) to 
support this secure link can be established 
manually, and renewed from time to time.

• Data exchanged could be protected using 
either MACs or signatures.

The CA/RA communications link needs integrity/origin authentication 
protection.  Secret keys (or public/private key pairs) to support this secure 
link can be established manually, and renewed from time to time. Data 
exchanged could be protected using either MACs or signatures.
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Structure of this part of the course

1. Introduction
2. Payment models
3. Card payments
4. Open and closed PKIs
5. EMV
6. SSL/TLS and 3-D Secure
7. Case study: The EMV PKI
8. Further resources
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Books
• Of particular relevance to this part of the course 

are the following books:
– W. Ford and M. S. Baum, Secure Electronic 

Commerce.  Prentice Hall (2001), 2nd edition.
– D. O’Mahony, M. Peirce and H. Tewari, Electronic 

Payment Systems for E-Commerce.  Artech House 
(2001), 2nd edition.

– E. Rescorla, SSL and TLS: Designing and Building 
Secure Systems.  Addison Wesley (2000).

– W. Stallings, Cryptography and Network Security.  
Prentice Hall (2003), 3rd edition.

Of particular relevance to this part of the course are the following:

• W. Ford and M. S. Baum, Secure Electronic Commerce.  Prentice Hall 
(2001), 2nd edition.  [This book provides a lot of invaluable information on 
business and legal aspects of PKIs.]

• D. O’Mahony, M. Peirce and H. Tewari, Electronic Payment Systems for E-
Commerce.  Artech House (2001), 2nd edition.  [This book covers a wide 
range of electronic payment systems].

• E. Rescorla, SSL and TLS: Designing and Building Secure Systems.  
Addison Wesley, 2000.  [As intimated by the title, this book covers SSL and 
TLS].

• W. Stallings, Cryptography and Network Security.  Prentice Hall (2003), 3rd 
edition.  [This book provides a nice introduction to SSL and TLS.  However, 
the discussion of cryptography, and in particular the coverage of public key 
cryptography, is rather suspect, and contains some rather misleading 
descriptions].

There are a number of other books covering similar topics.
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Standards
• EMV Co., Integrated Circuit Card Specifications 

for Payment Systems, Books 1-4. Version 4.1, 
May 2004.

• ISO/IEC 7816, Identification cards -- Integrated 
circuit cards. 

• T. Dierks and C. Allen, RFC 2246: The TLS 
Protocol – Version 1.0.  [All IETF RFCs can be 
obtained from: www.ietf.org].

• Visa International, 3-D Secure documents, 
v1.0.2, 2002.

There are many industry and de jure standards governing issues covered in 
this part of IY5601.  Some of them are discussed in further detail in other 
courses on this MSc (including IY5501: Security management and IY5602: 
Standards and evaluation criteria).

We note in particular the following standards (or families of standards) of 
particular relevance:

• EMVCo, Integrated Circuit Card Specifications for Payment Systems, 
Books 1-4. Version 4.1, May 2004.  [These four volumes of the EMV 
standard are published by EMVCo. EMVCo is currently operated by JCB 
International, MasterCard International, and Visa International. EMVCo's
primary role is to manage, maintain and enhance the EMV Integrated Circuit 
Card Specifications to ensure interoperability and acceptance of payment 
system integrated circuit cards on a worldwide basis.  EMVCo is also 
responsible for a type approval process that defines test requirements and 
test cases that are used for terminal compliance testing.]

• ISO/IEC 7816, Identification cards -- Integrated circuit cards.  [This multi-
part standard is the internationally used basis for defining the interface 
between a terminal and a smart card].

• T. Dierks and C. Allen, RFC 2246: The TLS Protocol – Version 1.0.  [All 
IETF RFCs can be obtained from: www.ietf.org].

• Visa International, 3-D Secure documents, version 1.0.2.
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Online resources
• The following resources are relevant:

– http://www.emvco.com [This is the website for EMV 
Co., from which the current versions of the EMV 
standards can be downloaded].

– http://www.ietf.org [This is the IETF website from 
which RFCs and Internet drafts can be obtained].

– http://partnernetwork.visa.com/pf/3dsec/main.jsp
[Certain introductory documents on 3-D Secure can 
be obtained from the Visa website].

The following resources are relevant to this part of the course:

• http://www.emvco.com [This is the website for EMV Co., from which the 
current versions of the EMV standards can be downloaded].

• http://www.ietf.org [This is the IETF website from which RFCs and Internet 
drafts can be obtained].

• http://partnernetwork.visa.com/pf/3dsec/main.jsp [Certain introductory 
documents on 3-D Secure can be obtained from the Visa website].
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