





K[32].c = 1 K[33].c
K[34].c =0  K[35].c
K[36].c =2  K[37].c
K[38].c =0  K[39].c
K[40].c =2  K[41].c
K[42].c =2  K[43].c
K[44].c =0  K[45].c
K[46].c = 1 K[47].c
K(48].c =0  K[49].c
KI50].c = 1 KI51].c
K[52].c = 2 K[53].c
K[54].c =1  K[55] ¢
K[56].c =0  K[57].c
K[58].c =1  K[59].c
K[60].c = 2 KI61].c
K[62].c = 0 KL63].c
(5)Service life of affine
K[i].n = 3 (i=0,..,15)

(6)Initial random number
x(0) = e4b8c094 (hex)

(7)Key rewriting procedur

KWa = ( K[j].a X K[i].a + K[i].b ) mod (2732)

KWa >> 16 )
1) mod M
( KWb >> 16 )

(8)Input data (hex): m(k
efc9 265 79cb 8daf

8 - d458 9c3d b11f 0102
10 : 356e fc43 c7af clel
18 : H59b7 423f fd6f fcle
20 : d8atl d408 0783 8c84
28 : 6c8d 926 11c8 a80f
30 : 3aff ac45 9ecO 9eb9
38 : aadd 3849 c4d2 b726
40 : 5c90 316 2e88 94ef
48 : 3be9 felld 4349 a882
50 : acde e8d4 5bab 7b7a
58 : c460 1f75 cc3d 6579
60 : 0de7 753e db5f 99df
68 : 6310 483c edbe 569a
70 : 003c c96d cb2c 5363
78 : 37f9 885¢c 14df 8111
80 : 85bd c44b aa85 1blc
88 : 71c2 c162 edff 27ee
90 : 9995 0322 d8d2 laZc
98 : 7800 3fa9 3041 688d
a0 : 0c17 5495 11b7 9cf3
a8 : 21f8 cf32 8202 fdc9
b0 : 00c2 c611 8d31 d460
b8 : 1c65 1df6 bb85 edeb
c0 : 1839 4742 c486 5305
c8 : 6fb2 7071 f8f4 10b6
d0 : fb22 b486 c39d 3247
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key

e w(i, i)

xor KWa or 2

K[jl.a x K[il.b + K[j].b ) mod (2732)

xor KWb or 1

), (k=1, 2, .. , 256)
c660 ae10 alel cd83
cf32 2d76 e346 c2cb
207f cbaa 4f3a d3cf
836f €958 8291 1745
4e69 252d 4f6f cbab
6b4c 695d 9c2f 6dcd
Oabe 67ba bdad 2b67
3091 fc4d 791b b17f
d9a4 93d0 2f79 a2fd
1a09 eb2a 2149 a829
3d34 d924 4588 c984
7f9% 7f00 fce8 fcb64
134 6fe8 bd18 14f1
706 115f c411 0eb9
82e8 3cdf d109 d4d8
8c8f 3a2a fee4 dlag
bf2a 747c 614e 186a
2074 €569 3213 82eb
4745 2e3a 75cb 6ab3
33e9 6ee8 1ebl 2eda
cd75 395¢ babc a021
eb91 ccec 1099 a012
ed81 520c bebc 6585
88c9 872f a3b? 6d15
7a3b a733 2e41 4878
26e8 fdf9 e03f 9bb8
bb52 6403 747e b8fc
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d8 : faa2 58ec 76df c4c0 8eb7 f3ad aa8b 00aa
el : 249a dabc ebb5 59d9 969c ab2a albb ebbf
e8 : 3766 b2dd aef6 1960 2d73 6502 €058 93eb
fO : 3679 18ae c509 cf15 4290 60fb 171e 520f
8 : 075c 7eab c24b 05bb c659 4169 10ee 9elf
(9)0utput data (hex): c(k), (k=1, .., 256)
763a b6la f6al f3ed 6b87 c765 8bdb a79d
8 . 7ebf 7e01 cf37 73b4 laec 7ded fa54 4a95
10 : a3e4 9cb64 al7f 2110 6279 2acd c9ab bbed
18 : 2984 fdb8 daed c85f al14 daaa c066 8f1d
20 : fde? fdde 8428 €862 f1c6 bceb 6a76 b48c
28 : €934 0369 20be ebe8 5b2f ccfe 2c9d 75fc
30 : 384e 06al 81ch 78eb bSee2 bbab 728f 777e
38 : cad44 587c 788a 217c 609c 52ef d4ff 66eb
40 : aaec falf 56fe a23e 2cca 571e 03eb 3f3a
48 : 1157 0181 ed49 671f 9189 3aal 4218 9723
50 : 26bd ac39 02b5 68f5 d267 d207 b8fe 179d
58 : 375a bSabe 00fd 964e bc2e 43c8 33d1 c175
60 : 8ca4 864a 5a38 ebbc da7b fd7d d9b6 bffd
68 : 6782 1dal 3234 1821 d5f0 d4df 0bba 4cH1
70 : c8el 34ce 8c08 56d4 6db0 90b2 c1bl 3bf7
78 : 8879 8033 ffla 1el13 affe 8e2f 3aa7 7511
80 : 7910 5676 5494 ecfb 7c86 fhH6b 470f 88a4
88 : 3e66 1632 d09c 08d8 2033 9c08 c364 0125
90 : f32e 07a8 0f7d 47al1 e845 ff87 bf6d a348
98 : 0990 9982 b0d1 ad7a f4a8 3b90 3877 32f7
a0 : 4584 98ed leda 30a2 2f2b 7f8b 4dle bchH0
a8 : b7fd 3c24 2793 d8d3 68e8 1681 5c2e d024
b0 : 3d7f 832f 0b2c 5056 €988 bcha 3885 967f
b8 : 21e5 al4b b110 a71d 3dib 7a36 5859 9c85
c0 : c08a 07e8 f89b 2e37 ef00 a83b a956 cb30
c8 : 0d51 789% 61f9 f46b 8ael 222 45fe bbdb
d0 : 7bbb fb43 87f8 a2f6 88ec cl0be ac89 a700
d8 : aedf 1547 13c7 e9f5 ef9b a23a feBc 1158
el : d08d 9d7b b119 e280 2440 a261 154a 9ff2
e8 : 1a37 d6b8 3ed2 1983 54eb6 3ch9 2f8d ble8
f0 : 560f cf7d €081 03a6 3fc8 4b2a fad? 6686
f8 : a256 eal4 9247 c854 6533 537e 26a6 ddf6

(f) Information of the organization requesting algorithm registration
Organization: Information-technology Promotion Agency, Japan

Contact :

16F Center Office, Bunkyo Green Court

2-28-8 Hon-Komagome, Bunkyo-Ku, Tokyo 113-6591 JAPAN
TEL:+81-3-5978-7508 FAX:+81-3-5978-7518

Research & Development Section, FUJISOFT ABC Inc.
1-10-10 Nishi-Kanagawa, Kanagawa-Ku, Yokohama 221-0822
JAPAN

TEL:+81-45-323-5660 FAX:+81-45-323-5657

(g) Registration and correction dates

an

OcYober 2000

(h) Application of domestic standards
Not applicable
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(1) Restrictions on the exercise of patent rights

1. Patent application No. H11-122866 28-Apr.-1999 (Japan)
Patent application No. H11-216997 30-July-1999 (Japan)
Patent application No. 2291435 02-Dec.-1999 (Canada)
Patent application No. 09/453696 03-Dec.-1999 (U.S.A.)
Patent application No. 99309860.7 08-Dec.-1999 (EPC)
Patent application No. 99125981.5 10-Dec.-1999 (China)
Patent application No. 2000-211743 13-July-2000 (Japan)
Patent application No. 2000-225678 26-July-2000 (Japan)
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(j) List of references on all related algorithms
1. Shuichi Suzuki: ”Cryptograpy using multi-affine key system”, Technical
report of IEICE Vo199. No.209, ISEC99-32, (1999-07)
2. Shuichi Suzuki: ”"The Hash Funct1on Using the multi-affine key system”,
Technical report of IEICE Vo199. No.584, ISEC99-79, (2000-01)
3. Shuichi Suzuki: "A digital s1gnature and the notion of master key
using the multi-affine key system”, SCIS2000-NO1 (2000-01)

(k) Algorithm-related description

"FSAngo” is a stream encryption system of the secret key type.

The main part of this system is an algorithm that can produce series
of random numbers with cycles long enough.

Procedure of ”FSAngo”
1. Several affine keys are prepared.
2. A multi-affine key system (the interaction between a multi-affine
key) is defined between the affine keys.
3. An affine key that output n random numbers in the process of
encrypting is replaced with a randomly-selected key.

Affine key K
An affine key is a structure consisting of four integers (K={a, b, c, n}).
The effect of K on x of the integer (or origin of the finite circle)
is defined as follows:
K(x) =ax+hb
"c” indicates how many time the affine key has been used and ”n” _
1nd;cates how many times the affine key can be used (1life of the affine
key).

Multi-affine key system _ . _

The multi-affine key system consists of several affine keys {K[i]}and
a single key change procedure w(i,j).

w(i,]j) means to rewrite K[i] using K[j]. K[i].a and K[i].b can be
rewritten with K[j] in various ways.

Example of algorithm
Here is an example using a 32-bit integer(2z= 32) When the number of
multi-affine keys M is 64 and the key 1ife n is 3, prescribe the affine
key coefficients a and b and the initial random number x0. This is a
random-number sequence of 516 bytes. If the plain statement is {m[k]}
and the encrypted output statement is {C[k]}, the following algorithm
can be used for encryption.
1.1 = (x(O) shr z) mod M, k = 1, vkey = 0

2. x(k) = K[i].a * x(k-1) + K[1].b
3. K[il.c = K[i].c + 1 R . .
3. clk] = m[k] xor (x(k) and (27z-1)) ...(ciphering)
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