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(a) Official 1S0 entry name for the algorithm

{150 Shdad 497 QCC  (21) §

(b) Name peculiar to an algorithm which the proposer or the owner gave

GCC (Gao' s Chaos Cryptosystem)

(c) The scope within which the algorithm was meant

Confidential ity

(d) Code interface parameter

GCC (Gao’ s chaos cryptosystem) is a stream cipher of a symmetric key system.
APl (Application Programming Interface) is as follows.

?CC.Cryptor

char * fig,

char * inbuff,
short inbuff_len
char * outbuff,
char * key,

long key_len

)

flg: *flg == 1 encryption, *flg == 0 decryption
inbuff: pointer to plain text buffer

inbuff_len: length of plain text

outbuff: pointer to encrypted data buffer

key: pointer to key buffer

key_len: key length (8 — 2048bits)

(e) Inspection data for basic function
The combination of a plain text, key, and cipher is iisted to below.

plain text 0x3030303030303030303030303030303030303030
(”00000000000000000000” in ASCI| character)

Key 0x3132333435363738396162636465663132333435
(“123456789abcdef12345” in ASCI| character)

cipher 0xe597377bf4cc5fec78c8cd5d67e4b64d90ee1381

(f) Discernment information of the organization which demanded registration
of an algorithm

Imformat ion-technology Promotion Agency, Japan (IPA)
16F Bunkyo Green Court Genter Office,
2-28-8 HonKomagome, Bunkyo—ku, Tokyo 113-6591 Japan
Tel :+81-3-5978-7508
FAX:+81-3-5978-7518

Contact address for the questions and comments.

International Information Science Institute GO.,Ltd
Sunrise Shinjyuki 1F, 2-4-15 Ohkubo,
Shinjuku-ku, Tokyo, 169-0072 Japan
TEL:+81-3-5287-9500
FAX:+81-3-5287-9515

(g) Date of registration and correction
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(h) Distinction of it being the object of a domestic standard

It is not the object of the present Japanese domestic standard.

(i) Restrictions information about use of a patent right
All the exclusive concessions about the patent belong to International
Information Science Institute CO0.,Ltd, and any use concerned will
under the permission or contract of International Information Science
Institute GO.,Ltd.

(j) Table of the reference data of all related algorithms
Jpapanese patent 7-334081 (applying)
u. s. patent 5, 696, 826

(k) Description about an algorithm

It opens to the public by patent description.

(1) Use mode

In this algorithm, it is available to use electronic codebook (ECB),
cipher feedback (CFB), cipher block chaining (CBC), output feedback (OFB),
addition stream encryption, and black—-box mode. However, these modes

do not need to be used on the principle of this algorithm.




