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Abstract— This paper highlights the need to meet both Grid
user and resource provider security requirements, describing
the rationale for securing Grid workflows: a set of tasks
arranged into a logical order to process a Grid user’s
dataset. An overview of a secure protocol using Trusted
Computing technology is provided, which is further en-
hanced with platform virtualisation hardware and software.
The proposed scheme allows the selection of trustworthy
resource providers and gives confidentiality and integrity
protection to the workflow, the Grid user’s processes and
data. The scheme also detects any problems during work-
flow execution, collecting information that can be used for
process provenance.
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1. Introduction

Grid computing [1], [2] is a distributed computing model
that uses technological and social collaboration to solve
data or computation-intensive problems. This is achieved by
providing organised management and access to heterogenous
resources: these include CPU cycles, databases, application
software, computationally steerable machinery and storage
space; all made accessible via Grid resource providers.

In general, a two-layer administrative domain hierarchy
exists. The top layer is an umbrella administrative domain
called a Virtual Organisation (VO). The bottom layer con-
sists of separate autonomous domains that host Grid-enabled
resources. This separation of domains can be at many levels,
for example, groups in a department, departments in an
organisation, organisations in a collaborative project etc.
Authorised members of the VO will be able to access
VO member resources, even though they reside in different
domains.

As implied above, access control was an immediate prior-
ity during the inception of Grid computing. Grid middleware,
such as those based on the Globus Toolkit [3], use the Grid
Security Infrastructure (GSI) [4]. This model focuses on
the authentication and authorisation of Grid users and their
processes. The area has expanded to include identity and
credential management [5], [6], [7]. The end result is an
architecture that allows Grid resource providers to enforce
both local and VO security policies.

Grid computing is relatively mature in academia [1], [8]
and is attracting interest from industry, although widespread

adoption has been limited. This is, to some extent, due to
the security requirements of potential Grid users. Even aca-
demics are wary of the potential risk of exposing high-value
data to a third party. However, this situation is changing.
This paper looks at using Grid workflows as a means of
meeting some of the main user security requirements. This
is achieved at two levels: managerial and technical. The
managerial level involves decision making at the workflow
design phase, and this includes methods that can be applied
immediately. The technical level focuses on using additional
technology to provide security for workflow execution where
required.

The rest of this paper is organised as follows. In section 2
we introduce Grid workflows and explain how they can be
used to manage risk to a Grid user’s data. Section 3 contains
an overview of Trusted Computing primitives, which are
used to secure workflow execution as part of a protocol
described in section 4. This section presents an overview of
a scheme previously proposed in [9] and proposes several
enhancements. Finally, conclusions are made in section 5.

2. Using Grid workflows

The main use of Grid computing is to process data to solve
large problems, which often involve multiple tasks. Thus, it
is likely that most Grid users will be following some form of
workflow, either implied or explicitly specified. A workflow
defines a logical ordering of tasks to be completed, and can
be represented as a directed acyclic graph or flowchart with
parallel, sequential and choice branches and loops [11]. Each
workflow task can operate on either a new set of data or the
results from a parent task, i.e. intermediate data. Thus, data
is input from storage resources that may be either internal or
external to where the computation is taking place. Note that
input data could include applications and software libraries
necessary to complete a particular task.

The complexity involved in managing workflow tasks,
their relationships and execution has led to research into
automated tools [10]. There are two main types of workflow
tools: low-level and high-level [11]. Low-level workflow
tools are those in which users specify the workflow in
terms of Grid jobs and the physical resources that they will
run upon. Such workflows were certainly used in the early
stages of Grid workflow adoption. However, the trend in
research has been to separate away the details of physical



Grid jobs, allowing users to create abstract workflow spec-
ifications. These are then passed to a Workflow Resource
Broker (WRB), i.e. a workflow execution engine/system,
which maps workflow tasks onto physical jobs that will be
submitted to a Grid.

With both types of tools, there is a need to select the
appropriate Grid resource providers and schedule jobs to
be submitted to them. This is a difficult task, so a WRB
is designed to select resource providers that meet static and
dynamic workflow requirements, for example the availability
of software applications and libraries or, indeed, specific
security policies.

During workflow execution, data can be moved using one
of three approaches — centralised, mediated or peer-to-peer
[11]. Centrally managed data movement is the easiest to
implement, as all data is transferred via a central point.
Mediated data movement involves a distributed management
system with synchronised replication catalogue services.
Finally, using a peer-to-peer method involves transferring
data directly between resource providers.

2.1 Secure workflow design

Regardless of whether or not a Grid workflow tool is
used, a workflow can be designed to decrease the risk to a
user’s dataset. Much work has already been carried out into
building in fault tolerance into Grid workflows [11], [12]:
similar due diligence should be made in terms of security.
This requires a cycle of several iterations of design and
assessment.

The main security principle that should be followed when
designing the Grid workflow is separation of duty [13], [14],
to to limit the cost should a single or small number of jobs
be compromised. This may involve breaking workflow tasks
into smaller sub-tasks to be processed by different service
providers. However, there are two issues that could make
this separation of duty difficult.

The first is where tasks involve the use of resources where
the number of providers is low, for example, the querying
of specialist databases or the use of unique computationally
steerable equipment. This is made even more difficult by
the fact that access time to such resources may be limited.
Secondly, there will be tasks that will be fundamental to
the security of the user’s data, and these will often be the
tasks that produce the final results. In both cases, these
tasks should be protected using stronger security policies,
requiring them to be processed by Grid resource providers
that offer stronger security guarantees, such as those using
Trusted Computing (more on this later in section 4). For
workflow results when the cost of compromise is too high
to rely on third party processing, it may be necessary to
direct sensitive tasks for in-house processing.

A risk assessment of the current design proposal should be
conducted, which can include the use of formal risk analysis

tools, for example CRAMM . In this case, the primary assets
would be job data (input, intermediate and output data) and
the workflow itself.

The goal of the risk assessment is to determine the value
of each asset, their security requirements and subsequently
the risk and cost of compromise. The results of this assess-
ment are then fed back into the next iteration of the workflow
design cycle. The main security requirements for the above
assets are as follows:

o Confidentiality of job data: ensuring that unauthorised
principals cannot read job data;

« Integrity of job data: ensuring that unauthorised modi-
fications to job data are detected;

« Confidentiality of workflow data: ensuring that unau-
thorised principals cannot read workflow data; and

o Integrity of workflow data: ensuring that unauthorised
modifications to workflow data are detected.

The first two requirements are prominent because users
are outsourcing their data to, potentially untrustworthy, third
parties for processing. Integrity is as, perhaps more, impor-
tant than confidentiality because violation of this requirement
will lead to invalid results, a loss of reputation for the user,
the Grid resource provider and perhaps Grid computing as
a whole.

The last two requirements reveal how important it is to
concentrate on protecting the workflow as well as job data.
With proper workflow design, the compromise of a single
job might not reveal any sensitive information whereas an
attack on several jobs might. Therefore, it is essential to
maintain confidentiality of the locations to which workflow
jobs are submitted, especially those that are performing high-
value work. Workflows are often large and dynamic, and
their integrity is fundamental to acquiring valid results.

2.2 Workflow security requirements

Trust in the WRB is critical, because it is relied upon
by a user to ensure that their workflow will be executed as
expected, and thus produce valid results. A user delegates
control to a WRB to map workflow tasks to jobs, which must
then be submitted to the appropriate resource providers. The
WRB is also trusted not to divulge workflow information
that would allow an attacker to coordinate attacks on the
workflow. Therefore, it would be sound practise to use
multiple WRBs to execute different parts of the workflow,
again looking to enforce separation of duty.

Resource providers might be selected based on direct
experience and/or other indirect metrics, such as reputation
or trust measurements based on provenance services [15],
[16], [17]. However, there is a risk that this information is
unreliable, incorrect or out-of-date. Thus, a WRB needs to be
able to reliably determine if it can trust a resource provider
to behave as expected before sending it a workflow job.
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Many observers have commented on the vulnerabilities
surrounding Grid middleware and the subsequent risk of job
execution compromise [18], [19], [20]. Therefore, it is also
necessary for the assurances determined during the selection
process to hold true until job execution has finished. This
includes the protected transport of output data to the required
destination, be it the WRB or another resource provider. If
the integrity of the job execution platform is not maintained,
then the WRB must be alerted to the potential compromise
so that it can react accordingly. This issue is especially
prominent at the beginning of a workflow, as undetected
compromise would lead to error propagation throughout
the rest of the workflow, wasting resources on processing
incorrect data.

Finally, audit information must be reliably collected. As
stated above, provenance information, or the procedure for
collecting provenance information itself, could be flawed
and a mechanism is required to detect when this is the
case. Audit information will also assist the debugging of
workflows, as confidence in the resource providers will help
to eliminate a large potential source of errors.

3. Trusted Computing

A trusted platform is one that behaves in a particular
manner for a specific purpose. Such a platform can be built
following the TCG’s?> Trusted Platform Module (TPM)
specifications [21], [22], [23]. These specifications describe
a tamper-resistent device which provides the host platform
with a number of security services. These include: special
purpose registers for recording platform state; a means of
reporting this state to remote entities; and asymmetric key
generation, encryption and digital signature capabilities.
Trusted Computing (TC) also encompasses new processor
designs [24] and OS support [25] which facilitate software
isolation. These concepts are examined in more detail
elsewhere [26], [27]. For the purposes of this paper we
describe four TC-related concepts: integrity measurement,
TPM keys, sealing and platform attestation.

Integrity measurement: An integrity measurement is the
cryptographic hash of a platform component (i.e. a piece
of software executing on the platform) [25]. For example,
the integrity measurement of a program can be calculated
by computing a cryptographic digest of a program’s
instruction sequence, its initial state and its input. Integrity
measurements are stored in special purpose registers within
the TPM called Platform Configuration Registers (PCRs).

TPM keys: A TPM can generate an unlimited number of
asymmetric key pairs. For each of these pairs, private key
use and mobility can be constrained. Key use can be made
contingent upon the presence of a predefined platform state
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(as reflected in the host platform’s TPM PCRs).

Sealing: This is the process by which data is encrypted and
associated with a set of integrity measurements representing
a particular platform configuration. The protected data can
only be decrypted and released for use by a TPM when
the current state of the platform matches the integrity
measurements to which the data was sealed.

Platform attestation: Platform attestation enables a TPM
to reliably report information about the current state of
the host platform. On request from a challenger, a TPM
provides signed® integrity measurements reflecting all, or
part of, the platform’s software environment. The challenger
can use this information to determine whether it is safe
to trust the platform and its software environment. This
involves validating the received integrity measurements
against a set of values it believes to be trustworthy, possibly
provided by a trusted third party such as a software vendor.

4. Securing Grid workflows

This section describes a protocol which uses Trusted
Computing to provide additional security guarantees for Grid
workflows. Full details of the protocol can be found in [9].
In the following text we provide an overview of the protocol,
which provides the following security services:

1) Trusted resource provider selection;

2) Confidentiality of job information;

3) Integrity of job information; and

4) Audit data for process provenance.

Job information can include a job script, any executables,
and input and output data. An underlying assumption is that
trusted platforms exist within a Grid network, supported by
the TC infrastructure. With major backing from hardware
and software vendors, TC is becoming more pervasive. Our
protocol allows a Grid user to submit all, or part of, a
workflow for execution on TC-enabled platforms, to gain
strong assurances that the protected workflow has executed
correctly, and that the data was protected from malicious
entities.

4.1 The protocol

Once a user has designed a workflow according to the
principles outlined in section 2.1, a trusted WRB is then
selected. This could be either an in-house WRB, or a WRB
discovered by other means. For example, a trusted resource
broker verification service could determine the trustworthi-
ness of an external WRB.

The workflow of Grid tasks that the user wishes to protect
is passed to the WRB, together with an encompassing
security policy. The WRB maps the workflow tasks to a

3Using a private attestation signing key.



set of jobs, which are scheduled for submission to selected
resource providers meeting the user’s security requirements.
To achieve this, the WRB may have to translate high-level
user requirements into low-level platform state requirements.
Workflow execution is then protected using TC services, as
we next describe.

4.1.1 Key distribution

Consider a sequence of jobs ag,aq, ..., a, that make up
a user’s submitted workflow. For each job a;, the WRB
matches the user’s high-level security requirements to a
private key SK;, whose use is contingent on the selected
resource provider’s platform satisfying low-level state infor-
mation « (see section 3). Details on how a resource provider
can obtain a private key are given in [9]. The result is that the
WRB can seal data that a resource provider can only access
when it is in a trusted state. This allows the workflow to be
protected, as described below.

4.1.2 Protecting the workflow

Once the private keys have been provisioned, the WRB
creates a symmetric key K; for each job a;, and generates a
set of information to send to each chosen resource provider
RPiZ

WRB — RP; IDw||ri|lgr, (aillri)llepr, (K;)||
IP;i1||PKy]|
IDrp, |IVKrp,_,||ai-illo (1)
where:

e IDy, contains the identifiers of the workflow and the
WRB;

e 7; is a random nonce chosen by the WRB;

« g is the generation-encryption function of an agreed au-
thenticated encryption scheme [28], [29] — gk, (a;||r:)
generates the ciphertext and message authentication
code for the concatenation of the job and nonce;

e epk,(K;) is the key K; encrypted using RP;’s public
key PK;;

e IP;; is the address to which any job output should
be sent — this could be either the WRB or the next
resource provider in the workflow RP;., either for
storage or further processing;

e PK;, is the public key used to encrypt job output;

e IDgp, , is the identifier of the preceding resource
broker;

e VK, ; is a public verification key used to verify
messages from RP;_1;

e «y_1 is the platform state that RP;,_; had to be in in
order to process a;_1;

e o is the digital signature of the WRB on the entire
message.

Note that in the case of RPy, RP;_; could be either a
resource provider from an unprotected part of the workflow,
or the WRB itself. In the former case, the state «;—; would
not be sent. In the latter, if the WRB is TC enabled, then
a;—1 would be the platform state of the WRB itself which
is useful for auditing purposes.

4.1.3 Executing the workflow

The following is the process of workflow execution at
an arbitrary RP;, after receiving message 1 (see section
4.1.2). We assume that each message also contains both the
identifier of its originator and a digital signature.

RP;,_; — RP; IDyy||ready ()
RP; - RP;, 1 : IDw]||C(rgp,) 3)
RP;_; — RP; IDw||a;—1(rrp,)l|
gx;(R(ai-1))llepk, (K7) (4
RP, — WRB IDw||rrp;||li—1(rre,) &)

For the above interaction, the following are the steps taken
by RP; to execute a; upon receiving message 2:

1) Verify o from message 1.

2) Use the private key SK; to decrypt the symmetric key
K;.

3) K; is passed to the appropriate Grid application, which
decrypts a; and verifies its data integrity.

4) Generate a random nonce rrp, and send an attestation
challenge C(rrp,) to RP;_; (message 3);

5) Compare the response «;_1(rgp,) from message 4
with a;;_1 from message 1;

6) The results of the comparison are sent to the WRB for
auditing (see message 5). If the check has failed, then
RP; waits for further instructions from WRB, which
raises an exception.

7) Otherwise, the symmetric key K/ from message 4
is decrypted and used to recover the results R(a;—1)
of the previous job. K will have been generated by
RP;_; (see step 9).

8) Job a; is processed along with R(a;—1).

9) Once a; has completed, RP; creates a fresh symmetric
key Kj,,, generates gy, ([(a;)) and encrypts the
key €PK;t1 (Kz/-i-l)

4.2 Security analysis

Trust in the execution of the submitted workflow is
formed from assurances that workflow jobs were executed
correctly and not compromised in any way. This requires
protection in two directions. In the forward direction, it
is necessary to ensure that jobs, together with input and
output data, have confidentiality and integrity protection so
that only authorised resource providers can process them.
This is achieved through the use of a symmetric key that



only selected resource providers can access if, and only if,
their platforms have not been modified. This is because the
symmetric key is sealed to a TPM public key that is bound
to a specific platform configuration.

In the reverse direction, it is essential to determine
whether or not the selected resource providers were com-
promised when processing their allocated jobs. This is
achieved by utilising the platform attestation challenge-
response mechanisms introduced by TC. A full analysis of
the protocol is given elsewhere [9].

4.3 Enhancements

In this section we propose three further enhancements
that improve the management and security of Grid work-
flow execution. These are platform virtualisation, final key
distribution and Grid access device security.

4.3.1 Platform virtualisation

One of the issues with using TC is with attaining security
assurances from a binary representation of a particular
platform configuration. Such a representation is static and
inflexible; program behaviour has to be inferred; upgrades
and patches are difficult to deal with; and revocation is
problematic [30]. While research is ongoing in this area
[30], [31], many believe that platform virtualisation offers
a solution [20], [32], [33].

Platform virtualisation is the process of emulating a hard-
ware platform as a virtual machine for a guest application
or operating system to execute on. The guest system is en-
capsulated within a virtual disk image, which can be cloned
and migrated between virtual machine hosts. Development
of this technology initially began as a software process, but
recently hardware extensions have been made available to
further empower the process in x86 architecture [34], [35].
Therefore, with sufficient hardware resources, it is possible
to run several virtual machines simultaneously on the same
same host platform, as depicted in figure 1.
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Fig. 1: A virtualisation setup.

The Virtual Machine Manager (VMM) is responsible for
managing the virtual machines and access to the physical
platform. More importantly, from a security viewpoint, the
VMM enforces process isolation both between virtual ma-
chines, and between virtual machines and itself.

Another advantage that virtualisation offers is that the
codebase for the VMM should be smaller than that for a
conventional operating system. This should mean a more
reliable method to test and gain assurances for the security
of the host platform [20], [32], [33].

One of the benefits of virtualisation, especially for com-
putational tasks, is that the need to target jobs at sites
with specific software libraries, even operating system, is
eliminated [36]. A Grid user can prepare a virtual disk
image, with the software pre-installed, which can then be
downloaded by the service provider. In terms of security, this
can include rights management software for access control.
It is also important to ensure that virtual disk images are
themselves secured [32].

The impact of using virtualisation with the scheme de-
scribed in section 4.1 is as follows. One of the key tasks
for the WRB is the selection of resource providers that meet
processing and security requirements. By creating and using
downloadable virtual disk images, this process becomes
easier for the WRB, and as a consequence, less trust has
to be placed in the WRB. Also, less trust is required of a
service provider to provide the correct software resources.

The issues surrounding the security properties of a com-
plex platform are also mitigated. If we assume that service
providers use well known implementations of VMMs, then
the WRB wraps the relevant job and data within a virtual
disk image, and this is encrypted with the symmetric key.
According to our scheme, this key is now only accessible
if the virtual disk image has been loaded, and that the both
the VMM and virtual disk image have not been modified.

4.3.2 Final key distribution

As presented in section 4.1, a symmetric key is used to
protect job results. It is possible that, for jobs that output
final workflow results, these symmetric keys can be divided
into several components. Each of these key components can
be distributed, as an individual workflow job, to a resource
provider for storage separate from where the workflow
results are being stored. Purpose-built Grid service providers,
dedicated to key storage, could be envisaged. If denial-of-
service attacks are a possibility, which would prevent the
whole key being recovered, then threshold cryptography
techniques can be used so that only a certain number of
components are needed to recover the whole key [37].

4.3.3 Grid access device security

Although access control mechanisms are already present,
as discussed in section 1, they do not prevent a compromised
Grid access device from obtaining sensitive results. Also,



there is evidence that Grid users regularly circumvent the
GSI [38].

Therefore, the scheme can be extended to include the Grid
access device. The key, or key components, used to protect
the results of the final jobs in the workflow would be sealed
to a required platform configuration, including a virtual disk
image that also includes rights management software. By
incorporating this into the workflow itself, the user is adding
an extra layer of security to prevent unauthorised access to
their results.

5. Conclusions

Well designed Grid workflows provide significant ad-
vantages when completing highly complex computations.
Moreover, they enable a means of managing risk to a user’s
dataset. This, however, requires secure workflow execution.
In turn, this requires the judicious selection of trustworthy
resource providers, and a means to determine whether or not
this trust still holds after job execution. Trusted Computing
technology can be used to establish and maintain this trust.

We have proposed a scheme that allows trusted resource
provider selection; protects the integrity and confidentiality
of jobs within a workflow; and provides audit data for
process provenance. The provision of these security services
enables Grid users to derive confidence in the secure execu-
tion of their workflows. This provides a foundation of trust
in workflow results that is furthermore strengthened by the
benefits of using virtualisation technology.
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