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Keystream distributions at position 2
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Keystream distributions at position 3
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Keystream distributions at position 4
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Keystream distributions at position 5
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Keystream distributions at position 6
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Keystream distributions at position 7
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Keystream distributions at position 8
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Keystream distributions at position 9

0.00395
z
3
8 P
g A

e
0.00390625
At
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 10
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Keystream distributions at position 11
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Keystream distributions at position 12
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Keystream distributions at position 13
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Keystream distributions at position 14
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Keystream distributions at position 15
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Keystream distributions at position 16
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Keystream distributions at position 17
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Keystream distributions at position 18
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Keystream distributions at position 19
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Keystream distributions at position 20
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Keystream distributions at position 21
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Keystream distributions at position 22
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Keystream distributions at position 23
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Keystream distributions at position 24
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Keystream distributions at position 25
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Keystream distributions at position 26
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Keystream distributions at position 27
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Keystream distributions at position 28
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Keystream distributions at position 29
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Keystream distributions at position 30
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Keystream distributions at position 31
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Keystream distributions at position 32
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Keystream distributions at position 33

0.00395
E
3
]
Qo
2 Al
o AR

%
0.00390625 : A
VYWY M
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 34
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Keystream distributions at position 35
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Keystream distributions at position 36
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Keystream distributions at position 37
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Keystream distributions at position 38
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Keystream distributions at position 39
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Keystream distributions at position 40
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Keystream distributions at position 41
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Keystream distributions at position 42
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Keystream distributions at position 43
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Keystream distributions at position 44
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Keystream distributions at position 48
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Keystream distributions at position 185

0.00395
E
3
©
a
o
o
IUNBNUIBEIESS, Sy
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 186

0.00395
E
3
©
a
o
o
U Sy
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 187

0.00395
E
3
©
a
o
o
"
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 188

0.00395
E
3
©
a
o
o
BENE SSUSEES o
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 189

0.00395
E
3
©
a
o
o
IURIBEES Ao
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 190

0.00395
E
3
©
a
o
o

B SO ey
0.00390625 —
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 191

0.00395
2z
3
2
Qo
°
&
SO B
0.00390625 4 s
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 192

0.00395
E
3
©
a
o
o
e
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 193

0.00395

Probability

et
0.00390625

0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 194

0.00395
E
3
©
a
o
o
A SRR e e
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

194 / 256

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 195

0.00395
2z
3
2
Qo
°
£
R
0.00390625 e
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 196

0.00395
E
3
©
a
o
o

et
0.00390625 M
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 197

0.00395
E
3
©
a
o
o
et
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 198

0.00395
E
3
©
a
o
o
A
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 199

0.00395
E
3
©
a
o
o

0.00390625 i
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 200

0.00395
E
3
©
a
o
o
A i
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 201

0.00395
E
3
©
a
o
o

e
0.00390625 <
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 202

0.00395
2z
3
2
el
S
g
S
0.00390625 P
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 203

0.00395
E
3
©
a
o
o

BEDRE
0.00390625 2
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 204

0.00395
E
3
©
a
o
o
e
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

204 / 256

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 205

0.00395
E
3
©
a
o
o

et
0.00390625 <
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 206

0.00395
2z
3
2
el
S
g
i I
0.00390625 p—
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 207

0.00395
E
3
©
a
o
o
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 208

0.00395
E
3
©
a
o
o
B
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 209

0.00395
E
3
©
a
o
o
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 210

0.00395
E
3
©
a
o
o
A ——
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 211

0.00395
E
3
©
a
o
o
0.00390625 y"
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 212

0.00395
E
3
©
a
o
o
—
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 213

0.00395
E
3
©
a
o
o
—
0.00390625 W‘
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 214

0.00395
E
3
©
a
o
o
A SRR,
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

214 / 256

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 215

0.00395
E
3
©
a
o
o

e’
0.00390625 Wﬂ
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 216

0.00395
E
3
©
a
o
o
p —
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 217

0.00395
E
3
©
a
o
o

0.00390625 —~
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 218

0.00395
2z
3
2
Qo
°
£
N S—
0.00390625 L=
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 219

0.00395
2z
3
®
Qo
e
&
———
0.00390625 i
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 220

0.00395
2z
3
2
Qo
°
&
————
0.00390625 r-
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 221

0.00395
z
3
8
Qo
o
&

0.00390625 «

0.003878

0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 222

0.00395
E
3
©
a
o
o
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 223

0.00395
E
3
©
a
o
o
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 224

0.00395
E
3
©
a
o
o
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 225

0.00395
E
3
©
a
o
o
R
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 226

0.00395
E
3
©
a
o
o
——
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 227

0.00395
E
3
©
a
o
o

0.00390625 4
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 228

0.00395
E
3
©
a
o
o
—e
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 229

0.00395
E
3
©
a
o
o

0.00390625 4
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 230

0.00395
E
3
©
a
o
o

0.00390625 |1 /
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 231

0.00395
E
3
©
a
o
o

0.00390625 [t £
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 232

0.00395
E
3
©
a
o
o

0.00390625 |1 7
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 233

0.00395
E
3
©
a
o
o

0.00390625 [t
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 234

0.00395
2z
3
2
Qo
°
&
-
0.00390625 r-
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

234 / 256

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 235

0.00395
2z
3
2
Qo
°
&
0.00390625 YA
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 236

0.00395
2z
3
2
Qo
°
&
0.00390625 I
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 237

0.00395
E
3
©
a
o
o

0.00390625 [t
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 238

0.00395
E
3
©
a
o
o

[
0.00390625 |1
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 239

0.00395
E
3
©
a
o
o

0.00390625 [t
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 240

0.00395
E
3
©
a
o
o
0.00390625
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 241

0.00395
E
3
©
a
o
o

0.00390625 |1
0.003878
0 16 32 48 64 80 96 112 128 144 160 176 192 208 224 240 255

Byte value [0...255]

AlFardan et al. (RHUL & UIC) Biases in RC4 and WPA/TKIP



Keystream distributions at position 242
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Keystream distributions at position 243
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Keystream distributions at position 244
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Keystream distributions at position 245
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Keystream distributions at position 246
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Keystream distributions at position 247
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Keystream distributions at position 248
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Keystream distributions at position 249
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Keystream distributions at position 250
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Keystream distributions at position 251
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Keystream distributions at position 252
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Keystream distributions at position 253
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Keystream distributions at position 254
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Keystream distributions at position 255
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Keystream distributions at position 256
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