Introduction to Cryptography and Security Mechanisms

Assignment 2
Due back: Wednesday 7th December 12.00

1. ECB mode suffers from a number of well-known problems. 
a. Explain three such problems.  
[3]
b. How many of these problems with ECB mode could be reduced by using a "stronger" encryption algorithm, where "stronger" meant taking the existing block cipher and increasing the number of rounds? 


[2]
c. How many of these problems with ECB mode could be reduced by using a "stronger" encryption algorithm, where "stronger" meant using a similar type of block cipher that had a larger block size? 


[3]



2. Consider setting up RSA with p = 7, q = 11 and e = 13. 

a. What is the value of d? 

[2]
b. What block size would you recommend is used for encryption? [1]
3. Write a few paragraphs that clearly explain the difference between a MAC and a hash function.


[4]
4. A digital signature does not provide any message confidentiality. 

a. Describe two different ways that you could send a message to another party that is both digitally signed and cannot be read by anyone who intercepts the communication. (Make sure that you identify the key management requirements). [4]
b. What are the relative merits of your two options?  [1]
