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This will become much easier with NFC phones!

But the NFC phones have a timer!




Task authrtioaion What is authentication? authorioaion
D. Pavlovic D. Pavlovic
H_ Challenge-Response pattern :c'"'e'"
Proving proximity it 1 Crypto authentication
Strengthen authentication e v A } B | P
! | Implemering
Verify for each principal <C£> 3 Proving proximity
! 1 Conclusions
> not only certificates |
> but also proximity
(rx) ‘ w
What is authentication? thomcation What is authentication? thomcation
D. Pavlovic D. Pavlovic
Challenge-Response pattern :I""’"'" Challenge-Response pattern :I"’""'"
; B = ; L
() | ; e ) | § T
l 3 | Proving proximity l 3 | Proving proximity
(ox) ——— ! | - {ex) —— ! ; :
\1> (@) 3 Conclusions \ (@x)) 3 Conclusions
e e
(rx) < | | () < | |
Localy =54 Globalsg

What is authentication?

Challenge-Response pattern

A
(x)

(exy ——|

() <]

Locals - Gilobalsg

Bayesian
authentication

D. Pavlovic

Problem

Flavours
Crypto authentication
Theorem A

Proximity authentication

Implementing
Proving proximity

Conclusions

Derive global from local?!

Bayesian
authentication

D. Pavlovic

Problem

Flavours
Crypto authentication
Theorem A

Proximity authentication

Implementing
Proving proximity

Conclusions




Derive global from local?!
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"There is no logical impossibility in the
hypothesis that the world sprang into being five
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population that remembered’ a wholly unreal
past.”
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Philosophical solution: reflection
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Derive global from local?!

Computational solution: cheating is hard
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Authentication with perfect cryptography

"Theorem"
Suppose that only Bob knows k&, such that
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> rx can be computed from ¢x and kB
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Authentication in Protocol Logics

Theorem A

Suppose that only Bob knows k&, such that

> rx can be computed from ¢x and k&
» kB CxFrx

> this is the only way to compute rx here
- {{kf’}} guards rx within CR

Then Local, = Globalsg holds where

Localy

(vX)a = (CX)a - () a
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Authentication in Protocol Logics

Theorem A

Suppose that only Bob knows k&, such that
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» kB exF rx
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Algebraic guards

Definition
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Algebraic guards

Examples

> {{x,9"},{y,g*}} guards g® within DH

> {{F},{m}} guards m within {Ato B: E(k, m)}
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Perfect cryptography

The algebraic fact that

OFrs vV O¥s

abstracts away partial information leaks.
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Proximity authentication

Problem

» Alice does not know 9.

» Bob looks closer if he is faster.
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Proximity authentication

Problem

» Alice does not know 9.

» Bob looks closer if he is faster.
Task

» Minimize 9.

» Compute ¢x, k& + rx on-line.
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On-line computation

Definition
A boolean function f : Z{ — Z§ is

» on-line if it returns i-th bit of the output as soon as it
has received j-th bit of the input, for i =1,2,...,¢
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On-line computation

Definition
A boolean function f : Z{ — Z§ is

» on-line if it returns i-th bit of the output as soon as it
has received j-th bit of the input, for i =1,2,...,¢

» partitioned if i-th bit of the output only depends on
the i-th bit of the input.

Bayesian
authentication

D. Pavlovic

Problem

Flavours

What is authentication?
Crypto authentication
Theorem A

Proximity authentication
Implementing

Proving proximity

Conclusions

On-line computation

Definition
A boolean function f : Z, — Z, is

» on-line if it returns i-th bit of the output as soon as it
has received j-th bit of the input, for i =1,2,...,¢

> partitioned if i-th bit of the output only depends on
the i-th bit of the input.

(Blockwise versions are defined analogously.)
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Implementing proximity authentication

First try: XOR (Brands-Chaum)
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Implementing proximity authentication

... before she can impersonate Bob
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The Hancke-Kuhn protocol: one-time secret
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Implementing proximity authentication
Facts

» On-line functions always leak information:

[z, fz,x + fx] > g(f)
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Facts

» On-line functions always leak information:
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> On-line response can be guessed:

{{k},{z,rz, x}}zcz guards rx within CRP
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Implementing proximity authentication

Facts

» On-line functions always leak information:

[z, fz,x + fx] > g(0)

» On-line response can be guessed:

{{k},{z,rz, x}}cz guards rx within CRP

» Protocols with on-line response do not satisfy
Theorem A.
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Implementing proximity authentication

Proposition
If f : Z5 — 74 is bitwise partitioned, then

g [Z’ f(2),x + f(x)] > 2-A(zx)
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Implementing proximity authentication

Proposition
If f : Z{ — Z} is bitwise partitioned, then
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Proposition
If f : Z{ — Z} is bitwise partitioned, then

> [z, f(z).x F f(x)] > 9-B(zX)
- [z, f(2),x + f(x)] LoAzN e i [fi(O)J_ fz(1)]

> 2. 1(2), x F(x)] =272 f(x) = xa(f(0") :: (1))
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Implementing proximity authentication

Upshot

» The Hancke-Kuhn protocol is
> not secure in the symbolic model

» optimal among the partitioned implementations
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Implementing proximity authentication

Upshot

» The Hancke-Kuhn protocol is
> not secure in the symbolic model

» optimal among the partitioned implementations

> Need a better model to evaluate its security.
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Bayesian model

» algebra encoding: [-] : T[V] — ${0,1}*
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> feasible operations: ¥ on the codes (e.g. BPP)
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Bayesian model

> algebra encoding: [-] : T[V] — {0, 1}*

> feasible operations: ¥ on the codes (e.g. BPP)

» guessing chance: [@ F FJ = Vaeg Prob (I « A(©))
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Bayesian model

v

algebra encoding: [-] : T[V] — ©{0,1}*

\

feasible operations: ¥ on the codes (e.g. BPP)

» guessing chance: [@ F FJ = Vaeg Prob (I « A(©))

v

guessing advantage: Adv[© + T| = [@ +T|-]r|

Bayesian
authentication

D. Pavlovic

Problem
Flavours

Proving proximity
Bayesian model
Bayesian Theorem
Hancke-Kuhn

Conclusions




Bayesian model

> algebra encoding: [-] : T[V] — ${0,1}*
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Lemma

Guessing probability is sub-Bayesian, in the sense
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Authentication with imperfect cryptography

Theorem B
Suppose that only Bob knows k, such that
> K, X Frx
> {{k}}UX guards rx within CRT
Then

Prob(Globalgg | Locals) > 1- \/ f [G),Eer]

ocCRT V=X
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Authentication with imperfect cryptography

Theorem B
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Authentication with imperfect cryptography

Proof
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Proof

Prob(I© € C. © + rx, k)
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Proof
But
OF rx, k
/\Q > 1- \/f [@,E»—rx]
oce [@ F rx] oecVzeX
follows from
[©F k| [©Fk]-[©,kF ]|
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Authentication with imperfect cryptography

The case of the Hancke-Kuhn protocol
We have seen that it admits
X = {{z,zaa K.,x}| ze Zg}

as the guessing set, and that

3\
fzezg[z,zaaK,xl-rx] = (Z)

is the expected probability of a successful guess.
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Authentication with imperfect cryptography

Corollary: Security of the Hancke-Kuhn protocol

Suppose that Alice and Bob share an uncompromised
key, and that Bob is honest.

If Alice receives a correct response to her challenge, then
the probability that this response originates from Bob is
indistinguishable from
¢
(4
4

where ¢ is the length of the challenge.
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Conclusions and ongoing work

» Pervasive authentication requires
quantitative security evaluation
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» Pervasive authentication requires
quantitative security evaluation
» tradeoffs, dynamics. ..
» The need for quantitative evaluation leads from
» algebraic derivability ' - © to
» guessing probability [T + ©]
» This Bayesian extension of PDL combines

» cryptographic formalisms of provable security with
» modules over assemblies and modest sets.
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» Pervasive authentication requires
quantitative security evaluation
» tradeoffs, dynamics. ..
» The need for quantitative evaluation leads from
» algebraic derivability ' - © to
» guessing probability [T + ©]
» This Bayesian extension of PDL combines
» cryptographic formalisms of provable security with
> modules over assemblies and modest sets.
» Similar combinations simplify reasoning about other
cryptographic concepts and frameworks.
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