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Context and purpose

The Three Judges protocol

Specification Three judges arrange a protocol between
them so that they can deliver a majority verdict by
speaking to each in public in the courtroom... but they
do it in a way that ensures their individual verdicts
remain private even from each other.
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The Three Judges

VISA a4, VISB b, ViSc ¢
reveal (atb+c=2)

|l visa ao,a1; visp bo,bi1; visc co,c1;

bo:=true & false;
by:=true & false;

[[[ visz mp, mi;visc ¢/, m’;
c:=true & false;

true @ false;

rue  false;

h

m':=m(;

visasc X,Y0,Y1;
x:=cVc';
yo:=boVmy;
y1:=bVboVm’;
co:=y.Vm’

i

:= (=by if c else bVb,);
(by if a else by);
ai:= (¢ if a else co);

Ji= aoVa1 ]||

Implementation of oblivious transfer [16],
whose correctness in this semantics is
proved elsewhere [11,14] and whose

use here in place of its specification

is justified by compositionality

with no further proof required.

each one to be

Three more oblivious transfers,
expanded as above.

Each of the other three transfers would expand to a similar block of code, making

about 40 lines of code in all.
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How do you
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|l visa ao,a1; visp bo,bi1; visc co,c1;
bo:=true & false;
bi:=true & false;

[[[ visz mp, mi;visc ¢/, m’;
c:=true & false;
m:=true O false;
I h I h d mj:=true & false; Implementation of oblivious transfer [16],
e re e u ge S mi=ml; whose correctness in this semantics is
proved elsewhere [11,14] and whose
visaBc X,Yo,Y1; use here in place of its specification
° ° ° x:=cVc'; is justified by compositionality
V1 SA d VIS b VIS 6‘ yo:=boVml; with no further proof required.
9 B b} C y1:=bVboVm’;
co:=y.Vm’
II;

reveal (atb+c=2)

ag:= (b1 if a else by); each one to be

ci:= (—by if c else bVby); Three more oblivious transfers,
a;:= (¢ if a else cg); expanded as above.

ji=aoVai ]|l
Each of the other three transfers would expand to a similar block of code, making
about 40 lines of code in all.
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That'’s the reason: where’s the rhyme?

Source-level program-algebraic reasoning
about noninterference security.

Two semantic spaces, including a refinement order.
One space 1s qualitative (easter);

the other space is quantitative (more robust).

They are very similar.

Comparative security.

Prospects.



That'’s the reason: what'’s the rhyme?

I will present the two noninterference security models
—qualitative and quantitative— side by side in order to
highlight their similarities. Q"

demonic choice

Qualitative slides will be marked with a [ 1, and
quantitative slides will be marked with a & .

DA probabilistic choice



Aims and assumptions



Aims and assumptions

An attacker observes a program 1in action, seeing:

* values of visible variables, even 1f subsequently

overwritten; and perfect recall
* program flow, i.e. resolution of conditionals, loop
guards and other “external” choices. implicit flow

He knows the source code.

From all that, he attempts to deduce the value of
hidden variables’ final values. Either he succeeds, or
does not [1; or he succeeds with some probability D .
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Aims and assumptions awack model

An attacker observes a program 1in action, seeing:

* values of visible variables, even 1f subsequently

overwritten; and perfect recall
* program flow, i.e. resolution of conditionals, loop
guards and other “external” choices. implicit flow

These assumptions are motivated by algebraic
“experiments” based on how program refinement
should behave: but they are not discussed in this talk.

The Shadow Knows: Refinement of ignorance in sequential programs.
Carroll Morgan. Proc. Maths. Prog. Construction. 2000.



Philosophy and strategy

We don’t judge a program, on its own, to be secure (ot
insecure) [, or to be partly secure D. Rather we ask
whether one program is at least as secure as another. In
both cases the definition of “secure” 1s ultimately
subjective. For example we could say that:

[ If hidden variable’s value can never be
deduced 1n a specification S, then must not be
deducible in any implementation [ of it.

* D The chance of guessing a hidden variable’s

value 1n [ must not exceed the chance of guessing it

in S.




Small programming language



v — the visible variables h — the hidden variables

Small programming language

qualitative quantitative
v:i=E assign to visible v:i=E
h:=E assign to hidden h:=E
v.=ETE’ choose visible v.=E & E’
v:e {E,E’} (internal) v:c later. ..
h:=EMNE’ choose hidden h:=E ,& E’
h:€c {E,E"} (internal) h:c later. ..

\ compound statements: conditional,

(external) demonic choice, or
with hiding, not yet both (external) probabilistic choice,
loop, local variables. ..

probabilistic and demonic




qualitative quantitative

h:= E h:= E
v.=EMNE’ v.=E ,& E’
v:e {E,E"} v:E later. ..
h:=EMNE’ h:=E ,¢ E’
h:€c {E,E"} h:€ later. ..

In this talk we don’t
consider loops or
divergence.



SEMANTIC SPACE



Basic building-block is the split-state

Distinguish visible (low-security) variables of type V
from hidden (high-security) variables of type H

Classical split-state VX H
Qualitative split-state Y X IPH  shadow
Quantitative split-state YV X IDH  nner

The actual value of v —/ \

What the attacker knows
about the value of h



What does a Qualitative split-state tell us?

The program variables are v and h in all three cases.

Qualitative split-state (v, H) tells us Y x PH
e that v’s value is v, and

e that h’s value is in the “Shadow” set H.

The semantics constructs set H in PH accord-
ing to the attacker’s “most intrusive” observa-
tions, about which more later.



What does a Quantitative split-state tell us?

The program variables are v and h in all three cases.

Quantitative split-state (v, d) tells us Y x DH
e that v’s value is v, and

e that h’s value has “Inner” distribution o0
over H.

The semantics constructs distribution 0: DH
according to the attacker’s observations.



Interpret these atomic programs using split-states

M D
qualitative quantitative
vi=E assign to visible vi=E
h:=E assign to hidden h:=E
v.=EME’ choose visible v.=E @& E’
v:e {E,E’} (internal) v:c later. ..
h:=ENME’ choose hidden h:=E ,¢& E’

h:€c {E,E’} (internal) h:€ later. ..




Qualitative examples

From initial split-state (v, H) we execute the
program shown, to give the final split-state at
right.

program split-state
assign to visible v:=10 (0, H)
assign to hidden h:=1 (v, {1})
choose hidden h:€{2, 3,4} (v,{2,3,4})

choose visible? v:€ {5,6,7} 227



Quantitative examples

From initial split-state (v,d) we execute the
program shown, to give the final split-state at
right.

program split-state
assign to visible v:=10 distribﬁzz: \(O, 0)
assign to hidden h:=1 (v, {1})
choose hidden h:=2303P4 (v, {2,3,4})
choose visible? V:=5H06PT7 / 7207
uniform / uniform

choices distribution



Qualitative security breach

From initial split-state (v, H) we execute the
two programs shown, to give the final split-

state at right. singleton set
\

program \ split-state
\
h:€ {2, 3,4};

choose hidden {(Ua {27 3, 4})}
followed by N
assign to visible v:=hmod 2 {(0,{2,4}),(1,{3})}

two possible
outcomes

Programs are thus of type VxPH—P(VXPH).

Kleisli...



Quantitative security breach

From Initial split-state ( v,!) we execute the
two programs shown, to give the Pnal split:
state at right. point distribution

program \ split-state

choose hidden h:=21! 3! 4; \{ (v,{2,3,4})}
followed by C\J
assign to visible \.v:= hmod 2 {(0,{2,4})®5,(1,{3})®s}

discrete distribution over two pairs:
the first pair has probability 2/3, the inner distributions are uniform
the second has probability 1/3

Programs are thus of type VI DH" D(V! DH).



Qualitative examples completed

From initial split-state (v, H) we execute the
program shown, to give the final set of split-
states at right.

program split-state
assign to visible v:i=0 {(O,H)}
assign to hidden hi=1 {(v,{1})}
choose hidden h:! {2,3, 4} {(v,{2,3,4})}
choose visible vi! {56,7 {(B,H),6,H),(7,H)}

Programs are thus of type VxPH—P(VXPH).



Quantitative examples completed

From Initial split-state ( v,!) we execute the
program shown, to give the Pnaldistribution
of split-states at right.

program split-state
assign to visible v:=0 { (0,1}
assign to hidden hi=1 { (v,.{1})}
choose hidden h.=2! 3! 4 {(v,{234})}
choose visible vi=5lte6!'7 {(5,1),6!),(7"1)}

An (outer) distribution over (inner) distribu-
tion Is called a hyperdistribution . D(V! DH)



PROGRAM DENOTATIONS

Don’t worry: just one of them, as an example.



Semantic definitions — qualitative sample

Assign to visible — qualitative
[vi=EJ(v,H) = {(EV.{h:H |Ey=Eyh})|h:H}

where E! denotes replacement of/ by v throughout E

For each possible value oh in the incoming shadowH ,

Construct a pair containing the evaluation of £ for that
value of h (and the incoming v),

And associate with it a new, possibly smallerH includ-
Ing only those hOs that would have given the samk.
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Semantic definitions — qualitative sample

Assign to visible — qualitative
[vi=EJ(v,H) = {(EV.{h:H |Ey=Eyh})|h:H}

where E! denotes replacement of/ by v throughout E

For each possible value oh in the incoming shadowH ,

Construct a pair containing the evaluation of £ for that
value of h (and the incoming v),

And associate with it a new, possibly smaller H includ-
ing only those h’s that would have given the same E:
it’s a sort of conditioning.



Semantic definitions — qualitative sample

Assign to visible — qualitative
[vi=EJ(v,H) = {(EV.{h:H |Ey=Eyh})|h:H}

where E! denotes replacement of/ by v throughout E

[vi= hmod 2](v,{2,3,4})

{((hmod 2)},{h:{2,3,4}| (hmod 2)y=( hmod Z)m}) |
h:{2, 3, 4}}

{(hmod 2,{h:{2,3,4} | hmod 2= hmod 2}) |
h:{2, 3, 4}}

{(0,{2,4}),(1,{3}).(0,{2,4})}

1(0.12,4}),(1,{3})}



D

Semantic definitions — quantitative sample

Assign to V151ble — quantitative

_ _ N
[V—E]I(VH) = HEGhHAE=Ern D

)

where E! denotes replacement of/ by v throughout E

For each possible value oh in the support of the In-
coming inner!,
Construct a pair containing the evaluation of E for that

value of h (and the incoming v), and associate with it
the probability in ! of the h that gave rise to It,

And associate with it a new ! conditioned on the faci
that the same value ofv is produced.



D

Semantic definitions — quantitative sample

Assign to visible — quantitative

I
- L . _pvh
[vi= EI(v,[H) = {HE-thHIE=ErnD

)

where E! denotes replacement of/ by v throughout E

First debne function f, (h) = El,’ﬂ of type H—V.

Then debned, . for v,v':V as the conditional distri-
bution given by Pr(h | f,(h) = V') where Pr refers tc
0.

Finally dePne pairing function g, (h) = (fy(h),dvt ,n))
of type H — VxIDH by combining the two.

The output hyperdistribution is the push-forward given
by (gv)+(0) of g, over .



D

Semantic definitions — quantitative sample

Assign to visible — quantitative

I
- L . _pvh
[vi= EI(v,[H) = {HE-thHIE=ErnD

)

where E! denotes replacement of/ by v throughout E

First debne function f, (h) = El,’ﬂ of type H—V.

Then debned, . for v,v':V as the conditional distri-
bution given by Pr(h | f,(h) = V') where Pr refers tc
0.

Finally dePne pairing function g, (h) = (fy(h),dvt ,n))
of type H — VxIDH by combining the two.

The output hyperdistribution is the push-forward given
by (gv)+(0) of g, over .



[v:= E](v, )

where E denotes replacement ot/ by v

Assign to visible — quantitative

{(E), {h:0 | EY=EJy'}) | n:d}

throughout E

An appropriate notation for Distribution Comprehensions
makes this a conditional-distribution operator...

...using the notational ideas
from the previous talk.

5

{(FE],{h: H

...s0 that the qualitative- and
quantitative definitions are
very similar in appearance...

Ev:E;‘;f ) | h: HY}

A"



Assign to visible — quantitative

[vi=E](v,0) = {(B),{h:0] Ey=E;y'}) | n:d}

where E/ denotes replacement of/ by v throughout E

An appropriate notation for Distribution Comprehensions

makes this a conditional-distribution operator... .50 that the qualitative- and

quantitative definitions are
very similar in appearance...

[v.i= hmod 2](v,{ 2, 3,4} )

...and then this
- .
calculation follows.

{(0,{2,4)95,(1,{3})9)



COMPARATIVE SECURITY



Security breach — qualitative

DebPnition 1 . Elementary-Testing Order for Noninterference We
say that S! |, that S and | are in the elementary-testing order ( )
for qualitative noninterference, just when from some Iinitial state

functional testing If implementation | can producev=v andh=h
for somev, h, then so can its specibcatiors.

security testing If implementation | can allow an attacker to de-
termine the value of h by observation ofv, the control Row and

the source code, then so can its specibcatiob.

Compositional noninterference from first principles. Carroll Morgan.

Formal Aspects of Computing, 2011. DOIL: 10.1007/s00165-010-0167-y



Compositional closure — qualitative

The order given in Definition 1 is not compositional,
because it 1s not preserved by contexts. (More exactly,
the denotations of contexts are not monotonic
functions with respect to that order.)

So we detine the qualitative refinement order to be the
(unique) weakest strengthening that 1s compositional
wrt to the programming language (and its meanings) we
have defined, the so-called compositional closure.

What’s compositionality Genetic alleles (in the sense of Mendel) are the
in real life? compositional closure of inherited characteristics.



Recall that programs (denotations) are of type
(VI PH)" P(V! PH). Reasoning pointwise. ..

.for S, 1:P(V! PH) say that S#1, that S
IS rebned byl just when every (v,H) In |
equals ,Hq$ H1 $ dahfor some collection o
(V, Hi)C)S InS.

In other words, a specibcation Is rePned «
Ounioning togetherO split-states that have th
samev component. The canonical example |

h:=0%h:=1 # h:=0%1.



Alternative, monadic formulation

For simplicity we concentrate on H only, sc
that our output space is P(PH), that is P?H
l.e. (non-empty) sets of (non-empty) shadows
For S,1:P?H say that S! | just when there

exists X : P°H such that K\
. The powerset
Multiply for S " # X and (P#)X B I , functor.

the monad \/

where #X Is the union of all sets iIn X and
(P#)X Is the set formed by applying &) to
all elements ofX..

S={0{1} X ={UW 0 11}} = {01}



For simplicity we concentrate on H only, sc
that our output space is P(PH), that is P?H
l.e. (non-empty) sets of (hon-empty) shadows
For S,1:P?H say that S! | just when there
exists X : P°H such that

S"# X and (P#)X =1,

where #X Is the union of all sets iIn X and
(P#)X Is the set formed by applying &) to

all elements of X .
;o | Y
S={0} {1} X = {¢f O}, {1} | = {{0,1}}




For simplicity we concentrate on H only, sc
that our output space is P(PH), that is P?H
l.e. (non-empty) sets of (hon-empty) shadows
For S,1:P?H say that S! | just when there
exists X : P°H such that

S"# X and (P#)X =1,

where #X Is the union of all sets iIn X and
(P#)X Is the set formed by applying &) to

all elements of X.. N
P!

S={0{1} X = {10k, ¢1j¢ } = {01}



Security breach — quantitative

DebPnition 1 . Elementary-Testing Order for Noninterference We
say that S! |, that S and | are in the elementary-testing order ( )
for quantitative noninterference, just when from some initial state

functional testing For any v, h the specibcation and implemer
tation produce that pair with equal probabilities.

security testing For any observedv (and possibly other obser
vations based on perfect recall and implicit Row), the Bayes
Vulnerability of h in the specibcation is never increased in tr
Implementation.

Compositional closure for Bayes Risk in probabilistic noninterference.
Mclver, Meinicke, Morgan. Proc I[CALP 2010.



Bayes Risk/Vulnerability

The Bayes Vulnerablility of h given that v=v
(and possibly other observations) is the weighte
average, across all those valueg (and obser-
vations), of the conditional probability of the
most likely value h of h, the maximum a pos-
teriori probability (MAP) of h.

Adversaries and information leaks. G. Smith. TGC 2007.



D

Monadic definition of quantitative refinement

For simplicity we concentrate on H only, sc
that our output space is D?H i.e. hyper distri-
butions, distributions of (inner) distributions.

For S,1:D?H say that S! | just when there
exists X : D®H such that

S=avgX) and (Davg(X)=1,

where avg X ) is the average of all elements |
X and (D avgX Is the push-forward of avg

S={ 0. {1 X={{ 0.{1}} = 01}
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Monadic definition of quantitative refinement

For simplicity we concentrate on H only, sc
that our output space is D?H i.e. hyper distri-
butions, distributions of (inner) distributions.

For S,1:D?H say that S! | just when there
exists X : D®H such that

S 1 yX) and (P! )(X)=1,

where avg X ) is the average of all elements |
X and (D avgX Is the push-forward of avg

S={ 0. {1 X={{ 0.{1}} = 01}



For simplicity we concentrate on H only, sc
that our output space is D?H i.e. hyper distri-
butions, distributions of (inner) distributions.

For S,1:D?H say that S! | just when there
exists X : D3H such that

, \L The
the monad \"/aVQXX) and (D avg(X) = Kantorovih

where avg X)) Is the average of all elements |
X and (D avg X is the push-forward of avg

S={ 0. {1 X={W O.{1}}r = 01}

This formulation works well for distributions of infinite support, and (ultimately) proper measures.
For Kantorovich, see van Breugel, The Metric Monad for Probabilistic Nondeterminism. 2005.



D

Monadic definition of quantitative refinement

For simplicity we concentrate on H only, sc
that our output space is D?H i.e. hyper distri-
butions, distributions of (inner) distributions.

For S,1:D?H say that S! | just when there
exists X : D3H such that

S=avgX) and (Davg(X)=1,

where avg X)) Is the average of all elements |
X and (D avg X is the push-forward of avg

S={ 0p.{1 X ={u 0. {13} =4 01}

But in the discrete case, it’s pretty straightforward: a “weighted sum” than (as earlier) a union.



APPLICATIONS



Hierarchically structured protocols

The Three Judges protocol

Boolean/{0,1} hidden variables represent individual
verdicts: guilty, or innocent. The aim is to reveal the
majority verdict without revealing the individual
verdicts.

VIS V;
hid a,b,cC:

vi=(at+b+c)! 2

This 1s not (simply) the generalised Cryptographers:
rather 1t 1s Secret V'oting (Yao).



VIS V;
hid a,b,cC:

vi=(at+b+c)! 2

This specification is very non-local: a sum must be

constructed, preserving secrecy, of three variables held in
three different places.

Our aim is to increase the locality while preserving both the
functional and the security properties.



VIS V;
hid a,b,cC:

vi= (bl c if a else b" )

This looks like an Oblivious Transter; but its two arguments
are still non-local. Thus we must go further...

VIS V;
hid a, b, c;

vi=(at+b+c)! 2



VIS V;
hid a,b,c; hid bg,by; hid cg,Cq;

vi= (b!'c if a else b" c)



VIS V;
hid a,b,c; hid bg,by; hid cq,Cq

(bOl CO):: b" C, Choose variables “at random” on left-
hand side to make their exclusive-or

(bll Cl):: b# C, equal to the right-hand side.

vi= (bq! cq If a else bg! cp)

VIS V;
hid a,b,c; hid bg,bs; hid cg,Cq;

vi= (b!'c if a else b"c)



VIS V;
hid a,b,c; hid bg,by; hid cq,Cq

(bOI CO):: b" C, Choose variables “at random” on left-
(b | C ) b#C hand side to make their exclusive-or
1- ©“1)- :

equal to the right-hand side.
vi= (bq! cq If a else bg! cp)

The “at random” choice is resolved either demonically or uniformly,
depending on whether it is a qualitative or quantitative system.



VIS V;
hid a,b,c; hid bg,by; hid cq,Cq

(b()! Co):: b" c;
(b1! cq1):= b#c;

vi= (bq! cq If a else bg! cp)

Secure multi-party computations.

Protocols for secure computations. A. C-C. Yao. FOCS 1982.
How to play any mental game. Goldreich, Micali, Wigderson. STOC 87.



VIS V;

hid a,b,c; hid a,,a.; hid bg,b;; hid cg,cy
(boVCo)Z: b/\C;
(b1Vecq):=bvc;

a,:= (b if a elseby);
a..= (c1if a elsecy);
V= qyVa,

VIS V;
hid a,b,c; hid bg,bs; hid cg,c1

(bo' Co):: b" c;
(by! c1):= b#c;

v:i= (by! ¢y If a else bg! cp)



VIS V;

hid a,b,c; hid ay, a.; hid bg,by; hid cg, Cq
(bo! Co):: b" c;
(b1| Cl):: b#cC:
ap.= (b If a elseby);
a..= (cqIf a elsecy);
V= ap! ac

| -2 Oblivious Transfers

Rabin; Even, Goldreich, Lempel; Rivest.



ViSs V;
hid a, b, c; hid ap, ac; hid bg,b1; hid cq, ¢cq
(bo! cg):i= b" c;
(bl! Cl):: b" C;
ap.= (b1 If a elseby);
a..= (c1if a elsecy);
V= ap! ac



ViSs V;
hid a, b, c; hid ap, ac; hid bg,b1; hid cq, ¢cq

(bo! cg):i= b" c;
bo:= true! false
Co:=(b" bp if celse by);

(b]_l Cl):: b" C, Compositionality
an:= (byif a elseby);

ac:= (cpif a elsecy);

Vi= ap! ac




VIS V;
hid a,b,c; hid ay,a:; hid bg,bs; hid cg, cq

bo:= true! false
Co:=(b" by If celse bp);

(bll Cl):: b" c;

ap.= (b if a elseby);
a..= (c1If a elsecy);
V= ! ac

Vvis V]
hid a, b, c; hid ap, ac; hid bg, by; hid cq, ¢

(bo! Co):: b" c;



VIS V;

hid a,b,c; hid ay,a:; hid bg,bs; hid cg, cq
bo:= true! false
CO::(b" bO |f Celse b0)1 Oblivious Transfer,

again

(bll Cl):: b" c;

ap.= (b if a elseby);
a..= (cqIf a elsecy);
V= ap! ag



VIS V;
hid a,b,c; hid ay,a:; hid bg,bs; hid cg, cq

bo:= true! false
Co-= ( b" bO |f C else bo), Oblivious Transfer

(b]_' Cl):: b" C, Secure multi-party computation
dp.— ( b]_ If a else b()), Oblivious Transfer
dc.— ( C1 If a else C()), Oblivious Transfer

V= ! ac



Implementation

Implementation [ visa a0,a1; viss bo, bi; visc co,ci;

bo:=true & false;
bi:=true & false;

N\

[ visg mg, m; visc ¢/, m’;
c':=true @ false;
mg:= true @ false;
m’:=true @ false; Implementation of oblivious transfer [16],
m’:=m; whose correctness in this semantics is
proved elsewhere [11, 14] and whose
visapc X, Yo, Y1; use here in place of its specification
x:=cVc'; is justified by compositionality
yo:=boVmy; with no further proof required.
Y1:= beonQX;
coi=y.Vm’
1II; J
e ci:= (—by if c else bVb,); Three more oblivious transfers,
|10 (more) lines each —— e ao:= (b; if a else by); each one to be
e a;:= (c; if a else cp); expanded as above.
= aoVay ]|

Each of the other three transfers would expand to a similar block of code, making
about 40 lines of code in all.
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Prospects

For realistic protocols/programs, we need to combine
all three features: hiding, probability and demonic
choice. This extends the semantic space with (at least) a
further powerset layet. inpreparation.

Also we must treat loops and nontermination: this
makes the outer distributions (at least) countably
infinite, even over a countable state space. under review

Completion of the refinement order within this space
seems to require proper measures. Done.



