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1. INTRODUCTION

1.1 X.400-1988 and security

The first version of the X.400 series of Recom-
mendations, which specifies a store-and-forward mess-
age handling system, was adopted by the CCITT in
1984. During the 1984-1988 study period of the CCITT,
these Recommendations have been completely revised,
both to correct defects in the 1984 versions and to add
new facilities. One notable example of new features is
provided by the security elements present in the latest
drafts of the 1988 Recommendations.> * 5

These security elements can be used to provide a
large variety of different security services, both end-to-
end and connection-oriented. Many of the proposed
security elements rely on key management services pro-
vided using security elements in the X.500 Directory
Service Recommendations, and in particular on the
service elements described in X.509.% Note that, unlike
the X.400 Recommendations, the X.500 Recom-
mendations did not exist prior to the current study
period.

1.2 An X.400 based secure mail system

The purpose of this paper is to describe one way in
which the security elements in the X.400 and X.500
Draft Recommendations can be used to provide a secure
electronic mail system.

The security architecture described in this paper,
although conformant to the CCITT Draft Recom-
mendations, is just one of a number of possibilities.
This is true for two main reasons. Firstly, there are a
large number of possible security services that can be
provided using the security elements in the Draft Rec-
ommendations, many of which will not be appropriate
to all (or even most) mail systems. Secondly, in many
cases, the same service can be provided in two or more
different ways. It is certainly true that, for two “secure”
X.400 systems to interwork, they will have to conform
to a very detailed subset of the Recommendations,
and it is hoped that this paper will contribute to the
development of such “profiles”.

* D. Rush and M. Walker are at Racal Research Ltd., Reading,
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The security architecture described here has been
developed as part of the Locator collaborative project,
which is itself part of the Mobile Information Systems
project, a major demonstrator within the UK Govern-
ment sponsored Alvey programme. The partners within
Locator are Hewlett-Packard Ltd, Racal Imaging Sys-
tems Ltd, Racal-Milgo Ltd, Racal Research Ltd and
University College, University of London. Locator has
as its goal the demonstration of a research prototype
(X.400 conformant) secure messaging system with
mobile access.

The prototype involves the use of three different
types of message handling entity, namely User Agents
(UAs), Message Stores (MSs) and Message Transfer
Agents (MTAs). (Note that the reader is assumed to be
familiar with the basic X.400 terminology.) In the
mobile scenario, a mobile UA will communicate with a
fixed MS/MTA, to retrieve and submit mail over a
cellular radio link. Mobility makes the use of an MS
essential, because a mobile UA will be unavailable for
receiving mail for a large percentage of the time. These
mobile UAs will be implemented on Hewlett-Packard
‘Portable Plus’ personal computers.

The mobile component in the main system had a
significant effect on the design of the security archi-
tecture (as we see below) although the problems
encountered and the lessons learnt are by no means
confined to the mobile case. For exar ple, many of the
problems encountered will also have to be faced by
desiguers of systems involving ‘remote’ UAs which are
frequently disconnected from, and thus unable to
receive mail from, the Message Transfer System.

Finally note that the demonstrator architecture and its
physical implementation have been describe 1in greater
detail elsewhere.’

1.3 Contents of paper

The security architecture supports a number of security
services which are described in Section 2. The provision
of these services is considered in detail in Section 4,
preceded by a discussion of key management issues in
Section 3. The paper concludes, in Section 5, with a
discussion of certain problems that have been encoun-
tered in using the security features in the X.400 Draft
Recommendations.
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SECURE MESSAGING ARCHITECTURE

2. SECURITY SERVICES

The security architecture has been designed to support
a number of security services, all bar one of which
are ‘end-to-end’ in nature. The selected services were
identified during an initial study as being those most
significant to end users of commercial messaging
systems. The end-to-end services are: content con-
fidentiality, message origin authentication, content
integrity, non-repudiation of origin, replay detection
and non-repudiation of delivery. The other service is
access control which, within this architecture, is only
provided on the UA-MS link, although Draft Rec-
ommendations X.411 and X.413,%¢ allow it to be pro-
vided on all links between message handling entities. It
should be observed that the service names we use are
those in the X.400 Draft Recommendations; they do
not correspond precisely to the names given in the OSI
security architecture.!®

Within the project’s implementation of our archi-
tecture, not all the services may be requested inde-
pendently. For instance, the message origin
authentication, content integrity and non-repudiation
of origin services are grouped together under a single
user ‘authentication service’. There are two reasons for
this. First, the services may be provided using essentially
one and the same mechanism, so that there are good
practical reasons for grouping them. Second, it is con-
sidered unlikely that users of a mail system would want
one of these services without the others, or indeed could
really distinguish between them.

A second, and more significant, restriction on the
provision of services is that an originator of a message
may not simultaneously provide content confidentiality
and request non-repudiation of delivery. The reason for
this restriction stems from the fact that the Message
Transfer System may need to deliver messages to an
MS, rather than to the intended recipient UA. This
rather undesirable restriction on the provision of secur-
ity services in the mobile environment is discussed in
detail in Section 5.2. It serves to illustrate the problems
that arise when attempting to use the X.400 security
features to provide a comprehensive set of security
services, and to pin-point where amendments to the
standards are needed.

3. KEY MANAGEMENT

In our architecture, the management of the crypto-
graphic keys, required for the provision of the selected
security services, is achieved by using security features
built into the Directory Service specified in the X.500
series of Draft Recommendations. Of particular import-
ance is the authentication framework, specified in Draft
Recommendation X.509.8

The key management system is based on the use of
public key (asymmetric) cryptosystems (pkcs), which
are used for both digital signatures and encryption. In
a pke, keys are produced in pairs, one of which is made
public whilst the other is known only to its owner.? The
X.509 authentication framework allows a user’s public
key to be stored in its directory entry. One user wishing
to exchange secure messages with another obtains the
other user’s public key from the appropriate directory
entry, and then uses this key to provide the required
security services, as described in Section 4.

3.1 Digital Signatures

The X.509 authentication framework does not specify
any particular pkc, although it does require the use of
a pke satisfying a special property. This property (listed
in clause 6.1 of X.509,%) is that ‘both keys in the key
pair can be used for encipherment’, i.e., both the public
key and the secret key can be used to operate on
arbitrary data. The reason for insisting on this special
property is that the framework specifies how the pkc is
to be used to provide digital signatures, and this method
requires that the pkc has the specified property.

The method specified for digital signatures is simple.
First, the data to be signed is ‘hashed’ using a collision-
free hash function.!” In our architecture the hash func-
tion used is that suggested in Annex D of X.509, and is
based on the repeated use of modular squaring. The
end result of this hash function (the ‘hash value’) must be
sufficiently small to be processed by a single encryption
operation of the selected pkc. The hash value is then
encrypted using the selected pkc under the control of
the secret key of the signer. Since the hash function is
public, the signature can then be checked by anyone
who has access to the public key of the signer. As in
X.509,% we denote the signing of data block I using the
secret key of signer X by

X{n

where X{l} is defined to consist of a copy of I followed
by the value obtained from hashing and enciphering I
under the signer’s secret key.

Unfortunately, there are very few pkcs known which
have the specified Property, and the only well-estab-
lished one is RSA;™® consequently, this is the pkc we
use in our demonstrator. There is no need to specify so
precisely how digital signatures are produced, and the
fact that this is done within X.509 is a shortcoming of
the authentication framework. Indeed, a small change
to the framework would allow arbitrary pkcs to be used
with arbitrary (and possibly unrelated) digital signature
algorithms.

3.2 Certificates and Certification Authorities

Since the directory is not a secure or trusted service,
means need to be provided for users to verify public
keys read from the directory. As described in X.509,8
this is achieved by using off-line trusted entities known
as Certification Authorities (CAs) who provide ‘cer-
tificates’ for users’ public keys.

In order to store a copy of a public key in the direc-
tory, a user must choose a CA; this CA must be trusted
by the user, because a fraudulent CA has the power to
mislead the users for whom it acts. Like the users, every
CA must also have its own pkc pair.

The user and the CA exchange their public keys in
such a way that each trusts the validity of the received
key and the identity of the other party; this could, for
example, be achieved by the user and the operator of
the CA meeting and physically exchanging floppy disks
containing the relevant keys. The CA then computes a
digital signature on the following set of data: the CA’s
name, the user’s name, the user’s public key and the
period of validity for the user’s public key. This sig-
nature is computed with the CA’s secret key, using the
technique described above. The set of data, together
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